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Abstract

The boundary between an operating-system kernel and its
user-space applications has moved into shared memory. Zero-
copy interfaces such as io_uring and BPF arenas place
shared memory directly between code that obeys the C mem-
ory model and code that obeys the Linux Kernel Memory
Model (LKMM). No formal model spans this boundary, and
the two underlying models are structurally different. C builds
happens-before from explicit release-acquire pairs, while the
LKMM builds it from preserved program order.

We present the C/LKMM compound memory model, the
first formal memory model specification of the user-kernel
boundary. The compound model takes the LKMM as its
structural basis and bridges it with C through two ideas: a
synchronize-threads relation that parameterizes synchroniza-
tion strength by the language of the operations involved, and
fence context sharing, which lets a single LKMM fence context
participate in multiple synchronizations without leaving its
native context. We prove three correctness properties: pure-
C programs retain their C semantics, pure-Linux programs
retain their LKMM semantics, and shared synchronization
primitives are interchangeable across the boundary—and
complement them with systematic litmus-test validation. Us-
ing the model as a guide, we develop a family of lock-free
data structures shared between user-space C and eBPF ker-
nel code over BPF arenas. Finally, we identify and fix a real
cross-boundary memory ordering bug in the Linux kernel’s
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kcov subsystem; both halves of the fix have been accepted
upstream.

CCS Concepts: « Theory of computation — Concur-
rency; « Software and its engineering — Operating sys-
tems.

Keywords: memory consistency models; LKMM; compound
memory model; eBPF

ACM Reference Format:

Hastin Kapoor, Soham Bagchi, An Qi Zhang, Soham Chakraborty,
Marco Elver, Andrés Goens, Susmit Sarkar, Ryan Stutsman, and Vi-
jay Nagarajan. 2027. Formalizing the User-Kernel Shared-Memory
Boundary: The C/LKMM Compound Model. In Proceedings of the
32nd ACM International Conference on Architectural Support for Pro-
gramming Languages and Operating Systems, Volume 1 (ASPLOS
’27), April 11-15, 2027, Heraklion, Greece. ACM, New York, NY, USA,
33 pages. https://doi.org/10.1145/3845814.3850055

1 Introduction

The boundary between an operating system kernel and user-
space applications is undergoing a fundamental shift. To
meet the demands of modern hardware, user-space programs
and the kernel increasingly share data directly, synchroniz-
ing in a zero-copy fashion using interfaces like io_uring
and eBPF (extended Berkeley Packet Filter). This intimacy
raises a key question: what defines correctness in these user-
kernel interactions? A formal, unified memory model that
describes this boundary is conspicuously absent.
Correctness for user-space is defined by the C memory
model [12, 14], while the kernel adheres to the Linux Kernel
Memory Model (LKMM) [2, 16]. Each has evolved to serve
its domain. C allows programmers to explicitly request the
ordering they need while leaving the compiler and hardware
free to optimize. The LKMM codifies the ordering that Linux-
supported hardware provides. Dependency ordering is the
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Kernel (LKMM) User (C)
memcpy (entries, src, n); rl =
smp_wmb () ; fix 1 load_acquire(&count); fix 2

WRITE_ONCE(count, 1); r2 = entries[rl - 1];

[ Forbidden: r1==1 A r2==0 (fresh count, stale entries) ]

Figure 1. The kcov_remote cross-boundary bug. Initially
count = 0 and entries[] is zeroed; src holds nonzero
data. The figure shows the first append, so the count update
writes 1. load_acquire abbreviates __atomic_load_n(...,
__ATOMIC_ACQUIRE). Neither fix alone suffices: smp_wmb() on
the kernel side has no effect if the user-side load is C-relaxed, and
an acquire load on the user side has no effect if the kernel’s stores
are unordered under LKMM. The bug is closed only by a matched
pair across the boundary—precisely the contract of our C/LKMM
compound memory model.

clearest divide: hardware honors it, but C cannot promise it,
since a compiler may optimize the dependency away. Thus,
in C, cross-thread ordering is governed almost exclusively
by release-acquire pairs; it exists only where the program-
mer explicitly asks for it. The LKMM, in contrast, relies on
preserved program order (ppo), the base of its ordering hierar-
chy: a designated set of intra-thread patterns—address, data,
and control dependencies, and fences—that the model trusts
the hardware, and the compiler for guideline-conforming
code, to preserve. Cross-thread ordering then arises when-
ever one thread reads a value written by another, linking
the writer’s ppo to the reader’s ppo; no explicit release or
acquire is required. It is at this level that the two models
structurally diverge; the LKMM’s stronger mechanisms—
cumulative fences and full barriers—map more directly onto
C’s fences (Section 2). The address-dependency case is a
key example: in the LKMM, a pointer read followed by its
dereference is automatically ordered, and this is a standard
kernel synchronization pattern; in C, the same code orders
nothing unless the pointer read is tagged acquire. A similar
difference shows up with fences. C treats fences as indepen-
dent synchronization points, while the LKMM defines each
fence only in context with the surrounding memory opera-
tions it orders, a design that reflects how fences compile to
hardware.

Each model serves its domain well in isolation, but the
two now meet directly on shared memory, and intuitions
carried over from one domain can lead to subtle, hard-to-
diagnose concurrency bugs in code where user-space and
kernel interact.

A concrete example illustrates the problem (Figure 1). The
Linux kernel’s kcov_remote shares a coverage buffer with
a user-space consumer: the buffer’s first word holds the num-
ber of valid entries, and the remaining words hold the en-
tries themselves. The kernel appends by memcpy-ing new
entries into the buffer and then updating the count; user
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space loads the count and then reads that many entries. Un-
til recently, the kernel-side producer omitted a write barrier
between the memcpy and the count update, and the user-side
consumer loaded the count with a C relaxed atomic. Each
omission is a missing ordering under its own model: the
kernel stores are unordered under LKMM without an ex-
plicit barrier, and C neither orders reads after a relaxed load
nor honors the address dependency from the count to the
entry read. Both omissions sit at the kernel-user interface,
and we read that as no coincidence but as a symptom of
a missing contract: with no formal statement of what the
boundary guarantees, it is natural for a programmer on either
side to assume—incorrectly—that the other side, or the inter-
face itself, supplies the ordering. Closing the bug requires a
matched pair, smp_wmb () on the producer and an acquire
load on the consumer, and neither alone suffices—the kernel
barrier orders its own stores but cannot force a relaxed C
load to observe them in order, and an acquire load on the
user side has nothing to synchronize against if the kernel’s
stores remain unordered. We identified the bug, proposed
both fixes, and both patches have been accepted upstream.
This matched pair—publication ordering on the kernel side,
an acquire on the user side—is precisely the contract our
compound memory model expresses.

We argue that this boundary must be placed on a solid for-
mal foundation. This foundation must reflect the intuition
that the core synchronization primitives of each domain
should be semantically interchangeable, allowing a C release
to correctly synchronize with a kernel acquire, and vice
versa. To this end, we present the C/LKMM compound mem-
ory model, the first formal specification of the user-kernel
memory boundary. Our compound model preserves the ex-
act semantics of pure C and pure Linux programs—neither
model is modified in isolation—and unifies them by extend-
ing both the happens-before and the sequentially-consistent
(SC) axioms across the boundary, so that releases, acquires,
and SC fences remain semantically interchangeable between
the two memory models.

The compound model takes the LKMM as its structural
basis and extends it with two ideas that together deliver in-
terchangeability. First, we introduce a synchronize-threads
relation (st) that parametrizes synchronization strength by
the language of the operations involved: a cross-thread syn-
chronization involving C operations is held to C’s release-
acquire requirement, while one between LKMM operations
follows LKMM’s native ppo rules. Second, we introduce fence
context sharing: we treat each LKMM fence together with its
required surrounding operations as a single inseparable unit,
and allow the same unit to participate in multiple synchro-
nizations at once—for example, as the acquire-side of one
synchronization and the release-side of another—without
leaving its native context. Our model covers all the fences
and synchronization primitives of both C and LKMM, except
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C’s per-access SC atomics, which have no kernel counter-
part; SC fences are fully supported, corresponding to the
kernel’s smp_mb () (Section 3).

We formally prove three correctness properties of the
compound model: pure-C programs retain their C seman-
tics, pure-Linux programs retain their LKMM semantics, and
the shared synchronization primitives are interchangeable
across the boundary. We complement these proofs with sys-
tematic litmus testing. For the preservation properties, we
run thousands of existing C and LKMM litmus tests under
both their native model and the compound model, confirm-
ing that the allowed behaviors match in each case. For in-
terchangeability, we take the same tests and systematically
substitute each shared synchronization primitive with its
counterpart in the other language, confirming that the al-
lowed behaviors remain unchanged.

To demonstrate the model’s utility, we develop a fam-
ily of lock-free concurrent data structures shared between
user-space C code and eBPF kernel code. The BPF memory
model is under active formalization [6, 17]; we treat eBPF ker-
nel code as LKMM-governed, consistent with the proposed
model on the synchronization operations our case studies
use. Each data structure runs on BPF Arenas, which provide
zero-syscall shared memory between user space and the ker-
nel. We apply the compound model to annotate producer
and consumer paths separately for C and LKMM, and reason
about heterogeneous synchronization across the boundary.
The resulting implementations are both worked examples of
compound-model reasoning and standalone contributions
to user-kernel concurrent programming.

Contributions.

e The C/LKMM compound memory model, the first formal
specification of the user-kernel memory boundary.

e Formal proofs of three correctness properties—pure-C pro-
grams retain their C semantics, pure-Linux programs re-
tain their LKMM semantics, and the shared synchroniza-
tion primitives are interchangeable across the boundary—
complemented by systematic litmus-test validation.

e A family of lock-free concurrent data structures shared
between user-space C code and eBPF kernel code over BPF
arenas—including the Michael-Scott queue, ring buffers,
and stacks—that serve as worked case studies in compound-
model reasoning and are of standalone interest for user-
kernel concurrent programming.

o A real-world cross-boundary bug, identified using the com-
pound model as a formal guide: a memory ordering bug in
the Linux kernel’s kcov subsystem that requires a matched
pair of fixes—a write barrier on the kernel producer and
an acquire load on the user consumer—both of which have
been accepted upstream.
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Relation Name Definition

W,R,F — write, read, fence

po/sb  program order intra-thread order

rf reads from relates a write to a read
that reads its value

co/mo  coherence order order of writes to a location

fr from read relates read to a later write,
rf~1:co

rfe external reads-from rf N ext

com communication rf | co | fr

eco extended communication com*

swW synchronizes with release-acquire sync

ppo preserved program order subset of po that is ordered

propagation across threads
via cumulative fences (§2.2)

prop propagation

Marked — Linux access via a kernel
accessor (READ_ONCE(), ...)

Plain — any other access; in our
setting, every C access

rlort e — reflexive, transitive, and

reflexive-transitive closure

r1; r2 is composition, r1 | ry is union. Composition binds more tightly than
union. The suffix e denotes an external relation, i.e. with endpoints in distinct
threads, and i denotes internal. [X] is the identity relation restricted to
events in class X (e.g., [W], the identity on writes). In the model-summary
tables, C marks abbreviated definitions: we give only a bound on the relation,
not its full form. The relation loc relates accesses to the same location,
and the subscript # loc restricts a relation to pairs on different locations.
Throughout the paper, colors indicate a relation’s provenance: shared base
relations, C, LKMM, and compound-model additions. Marked accesses in
LKMM play a role analogous to that of C’s atomic accesses.

Table 1. Core definitions used in each model.

2 Background

The C [12, 14] and Linux Kernel Memory Model (LKMM) [2,
16] differ fundamentally in design philosophy; we give a
brief primer on each below and refer readers to the cited
works for full descriptions. Table 1 summarizes the notation
used throughout the paper.

2.1 The C Memory Model

The C memory model builds cross-thread ordering from ex-
plicit synchronization primitives; Table 2 summarizes the
model. The core relation is “synchronizes with” (sw), created
in the common case by a release-acquire pair: when an ac-
quire read observes a release write, everything sequenced
before the release becomes visible to everything sequenced
after the acquire.

Figure 2 shows the standard message-passing pattern. The
release-acquire pair creates a sw edge from the flag write to
the flag read. Combined with sequenced-before (sb) on each
thread, this gives a “happens-before” (hb¢) path from the
data write to the data read. C enforces ordering by requiring
irreflexivity of hbc composed with communication: if the
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data read were to see the stale value, a from-read (fr) edge
would close a cycle, and the coherence axiom would forbid
it.

T1 T2

w {ro =Acq R(flag) // reads IJ
sb » Vb
Rel W (flag, 1) fr 71 = R(data) // reads O?J
Figure 2. Message passing in C. The release-acquire pair creates

an sw edge. If the data read sees the stale value, fr closes a cycle
with hbc, forbidden by C’s coherence axiom.

Using the definition of C’s coherence axiom, we see the
cycle in Figure 2—hb¢ from the data write to the data read,
then fr back—is forbidden.

hbc = (po|sw)*
irreflexive (hbc ; eco’)

The full definition of sw also includes “release-sequences”
(rs): a chain of zero or more rmws that read from the re-
lease, with the acquire reading from the last of them. As of
C++20 [5], release sequences no longer include writes of the
releasing thread that follow the release in program order;
we adopt this stricter definition.

A key point: co and fr never enter hb¢ itself—C builds
hbc exclusively from program order and release-acquire syn-
chronization, and uses eco only to check that this ordering
is consistent with communication. LKMM, as we shall see,
takes a different approach.

C’s second axiom, PSC, governs SC fences and atomics.
The full axiom requires acyclic (psch | pscf), but since we
omit SC accesses [14] (justified in Section 3), only pscf is
relevant:

pscf = [FNsc] ; (hbe | hbe ;eco; hbe) ; [F Nisc]

The endpoints of pscf are the fences themselves—a struc-
tural difference from the LKMM, where fences must remain
embedded in the context of their surrounding operations.

2.2 The Linux Kernel Memory Model

In the LKMM,, the picture inverts; Table 3 summarizes the
model. C admits only release-acquire across threads, yet pre-
serves all of program order within a thread. The LKMM does
the opposite. Across threads it is permissive: any cross-thread
read-from (rfe) synchronizes, with no release or acquire
needed. Within a thread it is selective: only address, data,
and control dependencies and fences are preserved—a subset
called preserved program order (ppo). This inversion is by
design: the LKMM behaves like a hardware memory model,
abstracting the machines Linux runs on. Cumulative fences
and full barriers, introduced below, provide successively
stronger ordering atop this base. Accesses made through
the kernel’s accessors (READ_ONCE(), WRITE_ONCEQ), ...)
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Relation / Axiom Definition

rs [W] 5 (rf 5 rmw)*
swW ([W= | [F=] 5 pos [W]) 5 s 5 rf;
([R=*9] | [R] 5 po s [F=29])
hbc (polsw)*
scb po | (pozloc ; hbe ;5 posiee) | (hbe Nloc) | co | fr
psch ([SC] | [ENSC] ; hbe?) ; sch;
(hbe’; [FNSC] | [SC)
pscf [FNSC]; (hbe | hbe ;eco; hbe) ;s [FNSC]

coherence irreflexive (hbc ; eco’)
PSC acyclic (pscb | pscf)
atomicity empty (rmw N (fr; co))
no-thin-air acyclic (po | rf)

Table 2. Summarized C memory model

are called Marked; unannotated accesses are Plain. Note
that while LKMM preserves dependencies, those survive
compilation only for code that follows the kernel’s coding
guidelines [10]; the LKMM assumes this discipline, and our
compound model inherits the assumption.

T1 T2

W (data, 42)
pPpo

RelW (ptr, &data)

Figure 3. Address-dependency ordering in the LKMM. The ad-
dress dependency from R(ptr) to R(xrg) is ppo; combined with
the LKMM hb ordering from R(xry) to R(ptr), this forbids the stale
read. In C, the same code provides no ordering; R(ptr) would need
an acquire annotation.

ro = R(ptr) // reads &data]
¥ addr
r1 = R(xrg) // reads 0?]

Figure 3 illustrates this: the address dependency from a
pointer read to its dereference is ppo, giving the LKMM
an ordering guarantee that C does not provide without an
explicit acquire.

The LKMM'’s happens-before has a third component be-
yond ppo and rfe: the propagation relation (prop). True to its
hardware lineage, the LKMM derives happens-before from
inter-thread co and fr edges in the presence of cumulative
fences (cumul-fence): the prop relation chains an optional
external co or fr edge with cumul-fence orderings—where C
keeps co and fr outside hbc entirely. The resulting definition
is:

hb = ppo | rfe | (prop \ id) Nint
Unlike C’s happens-before, this is not a transitive closure—
each component contributes directly, and the \ id restriction
prevents trivial self-ordering.

The LKMM’s counterpart to pscf is propagates-before (pb),
but its structure differs because the LKMM treats fences as
meaningful only in the context of the operations they or-
der. For example, a Before_atomic fence provides ordering
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guarantees only when followed by an atomic RMW; out-
side this context it has no meaning, which reflects how it
compiles to hardware—on x86, Before_atomic compiles
to a no-op since it would be redundant against the strong
ordering guarantees of the following RMW. Due to this re-
quirement, fences cannot be the endpoints of the relation as
they are in C’s pscf.

The LKMM defines the propagates-before relation pb =
prop ;strong-fence ; hb* and requires acyclic pb, keeping the
fence in the center of its context. This structural difference—
fences as endpoints in C versus fences in context in the
LKMM—is one of the core challenges the compound model
must reconcile (Section 3).

Relation / Axiom Definition

ppo C po
cumul-fence C ppo, generally > Rel
strong-fence C ppo, generally > SC

prop c (coe | fre)? ; (rfe ; cumul-fence)* ; rfe’
hb ppo | rfe | (prop \ id) N int

pb prop ; strong-fence ; hb*
happens-before  acyclic(hb)

propagation acyclic(pb)

atomicity empty (rmw N (fre ; coe))

SC per Location  acyclic (po_;,. | com)

Table 3. Summarized Linux kernel memory model

2.3 Comparing C and LKMM
Table 4 highlights some of these key differences in design.

Ke LKMM

Rel-Acq
Prog. Order (po)
Outside hb (eco)

Inter-Thread
Intra-Thread
Non-rfe Comm.

Any reads-from (rfe)
Preserved (ppo)
Inside hb (prop)

Fences Standalone Sync  Requires Context
SC Axiom Endpoints (pscf)  Central (pb)
Philosophy Portable Abstr. ~ Hardware-Centric

Table 4. Summary of Differences between C and LKMM

3 Overview
3.1 Challenges

Constructing a compound model is nontrivial due to the
structural differences outlined above. Two problems arise.

Problem 1: Defining Synchronization. The two mod-
els cannot simply be unioned. Starting from C and adding
LKMM'’s preserved program orders does not work: ppo is
already a subset of program order, so C absorbs it with no
effect, while C’s requirement for release-acquire synchro-
nization remains overly strict for Linux code. Starting from
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the LKMM is more promising, but raises its own questions: C
depends on all program-order edges being preserved, which
conflicts with the LKMM’s restricted ppo, and the LKMM’s
permissive inter-thread synchronization—any rfe suffices—
conflicts with C’s requirement that cross-thread ordering be
mediated by release-acquire pairs.

Problem 2: Matching the Fence Requirements of C and
Linux. C and the LKMM treat fences in fundamentally differ-
ent ways. In C, a fence is a standalone synchronization point:
in Figure 4, the SC fence acts as an acquire to synchronize
with T1’s release, and as a release to synchronize with T3’s
acquire—participating in two sw edges simultaneously.

T1

[ Rel W (x)

Figure 4. SC fence synchronization in C. The SC fence participates
in two synchronizations: as an acquire (synchronizing with T1’s
release via sw) and as a release (synchronizing with T3’s acquire
via sw). In the LKMM, the fence has no standalone meaning—it
is only meaningful in the context of the surrounding operations
R(x) ; SC Fence ; W (y).

In LKMM, a fence has no meaning on its own—it is a
pattern-matching trigger whose semantics depend on the
operations that surround it. A Before_atomic fence, for
example, provides ordering only when followed by an atomic
RMW:; without this context, it compiles to a no-op on x86
(Section 2.2).

This difference creates a dilemma for the compound model.
Following C’s approach and treating fences as standalone
endpoints would be unsound for LKMM fences. A Before_
atomic not followed by an RMW would be credited with or-
dering it does not provide. Following the LKMM’s approach—
requiring fences to remain embedded in their surrounding
context—breaks C’s synchronization patterns. In Figure 4,
both R(x) and W (y) are relaxed; only the SC fence provides
acquire and release behavior. If the compound model does not
allow fences to participate in synchronization, neither cross-
thread edge can be established, and the model would allow
T3 to read stale data—a behavior C forbids. A new approach
is needed that respects the LKMM’s context requirement
while recovering C’s fence synchronization patterns.

3.2 Approach

We take the LKMM as the structural basis for the compound
model, with two modifications.

Synchronize-threads (st). We replace rfe in the LKMM’s
happens-before with an abstract relation, st, that parametrizes
synchronization requirements by language. Between two
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LKMM operations, st requires only rfe—the LKMM default.
When both operations are C, st requires a release on the
writer and an acquire on the reader, matching C’s sw require-
ments. In the cross-boundary case, each side contributes only
what its own language demands: a kernel write need not be
a release to synchronize with a C acquire, and a kernel read
need not be an acquire to synchronize with a C release.

To recover C’s intra-thread ordering, we extend ppo by

generalizing the LKMM’s po-rel and acgq-po: any operation
before a release, or after an acquire, is preserved. These
are the implicit program orders that C’s sw-based happens-
before relies on. Additional cases for synchronization in C,
such as intervening RMWSs between release and acquire, are
encoded in st without impacting Linux behavior.
Fence context sharing. To resolve Problem 2, we treat each
fence together with its surrounding operations as a unit and
allow the unit to participate in multiple synchronizations. In
Figure 4, the release on T1 synchronizes not with the SC fence
alone but with the entire context R(x) ; SC Fence; W (y), and
this same context synchronizes with the acquire on T3. This
preserves the LKMM’s requirement that fences remain em-
bedded in context—ensuring that pattern-dependent fences
like Before_atomic are never credited with ordering out-
side their context—while recovering C’s ability to route mul-
tiple synchronizations through a single fence.

SC accesses. C provides two sequentially consistent (SC)
primitives: SC fences and SC accesses. The LKMM provides
only the former: the kernel orders through the full barrier
smp_mb (), to which C’s atomic_thread_fence(seq_cst)
corresponds—both are strong fences in the compound model.
A per-access SC tag has no kernel counterpart. The com-
pound model therefore gives cross-boundary SC ordering
semantics through SC fences alone. In purely C programs,
SC accesses retain their usual semantics.

4 A Compound Model

We take the LKMM as the structural basis and extend it in two
steps: §4.1 introduces the main changes to synchronization
and preserved program order; §4.2 develops the generalized
relation composition needed to reconcile C and LKMM fence
semantics; §4.3 gives the complete definition.

4.1 Major Changes From the LKMM

The main changes to the LKMM for building the compound
memory model relate to the happens-before relation, which
in LKMM is defined as:

hb = ppo | rfe | (prop \ id) Nint

In the following, we discuss changes both to the relations
defining it and the corresponding axiom. The definitions
below compose relations with § rather than ordinary com-
position. This is the formal vehicle for the fence context
sharing of §3: ordinary composition joins two relations at a
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single shared event, whereas § also allows them to overlap
on an enclosing fence context, so that a fence, together with
its context, can participate in two synchronizations at once.
§ 4.2 gives the formal definition. Numbered equations cited
in this subsection appear in the full model definition (§ 4.3).
Extended preserved program order. C’s happens-before
includes all program orders (po), but the compound model
inherits the LKMM’s restricted ppo which preserves only spe-
cific intra-thread patterns. However, C’s guarantees rest only
on the program orders adjacent to its synchronization—the
orders implicit in §2’s release-acquire guarantee: everything
before a release stays before it, everything after an acquire
stays after it, and likewise around a fence. We therefore ex-
tend ppo with exactly these, by extending the LKMM’s po-rel
(order into a release), acq-po (order out of an acquire), and
strong-fence (covering C’s SC fence), and adding weak-fence
for C’s acquire-release fence (Eqns. 5-6).
Synchronize-threads (st). The inter-thread side is where
the two models diverge more: the LKMM synchronizes on
any rfe, C only on a release-acquire pair (the inversion of
§2), and a compound program must respect both at once. We
therefore introduce synchronize-threads (st, Eqn. 9), which
parametrizes the synchronization requirement by language:
it reduces to Linux’s weaker synchronization requirements
on Linux programs while matching C’s stronger sw on C
programs.

st = inter-start3(rfe U (rfsrmw)*srf ?)sinter-end

inter-start and inter-end (Eqn. 7 and Eqn. 8) restrict how
a synchronization may start and end. inter-start is satisfied
if the synchronization starts with a Marked access (Table 1)—
even one carrying no ordering annotation, such as a kernel
WRITE_ONCE() —or with an event or sequence at least as
strong as a release. Similarly, inter-end is satisfied if the
synchronization ends with a Marked access—even an un-
ordered READ_ONCE () —or with an event or sequence at least
as strong as an acquire.

This recovers the behavior of sw: C accesses cannot satisfy
the Marked requirement and thus must be releases and ac-
quires, or sequences that provide at least the same guarantees
as releases and acquires. It doesn’t restrict synchronization
in Linux to using release and acquire, since Marked accesses
satisfy the predicates that restrict the start and end of a
synchronization trivially—no annotation is needed. In the
cross-boundary case, each side is checked independently: a
kernel write need not be a release to synchronize with a C
acquire, and vice versa.

Between these endpoints, the middle term (rfeU(rfsrmw)*
srf?) allows intervening RMWs between release and acquire,
matching C’s treatment of release-acquire chains. Notably,
while this definition is more permissive than using rfe, it
does not conflict with the notion of happens before in the
LKMM: any such sequence of writes, RMWs and reads can
be converted into a valid sequence of LKMM ppo and rfe
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relations. This also conveniently encodes the rmw-sequence
relation used in the LKMM’s prop relation.

Compound prop. Finally, we modify the propagation re-
lation to incorporate rmw-sequence through st rather than
handling it separately:

prop = (overwrite N ext)’scumul-fencegst’

For the cumulative fences that accept a preceding rfe
(po-rel and strong-fence), the cumul-fence relation uses st
in that position instead. This subsumes both the rfe preced-
ing the fence and the rmw-sequence following the previous
cumulative fence, since st admits sequences of rfsrmw. The
terminal rfe of prop is similarly replaced by st. This reorga-
nization does not change which events prop can relate in a
pure Linux program.

The LKMM’s propagates-before axiom is unchanged in
form—acyclic propsstrong-fenceshb*—now read with the com-
pound prop and hb.

4.2 Generalized Composition

One key challenge in defining a compound model is allow-
ing C’s synchronization patterns while respecting Linux’s
fence requirements. In order to do so, we redefine relation
composition to allow for relations to relate between events
and relations rather than only between events. The intuition
behind this change in definition is that rather than allowing
a synchronization to end in a fence, as C defines synchroniza-
tion, we allow it to end in the fence plus its entire context.
This enables fence context sharing seen in Figure 5.

T1 T2 T3

Figure 5. Fence context sharing. The dashed box marks the fence
context G = (R(x), SC Fence, W (y)).

Both release and acquire synchronize with the fence and
its context, similar to how C would allow synchronization
with the fence directly, while Linux fences remain inside
their necessary contexts.

To formalize this, we consider a generalization of relations.
These are defined as sets of sequences (sy, sz, - - ., Sp) Where
the s; can be events or, inductively, other sequences. Relations
thus become the special case C {(ey, e2) | €1, e2 € Events}.

For these generalized relations, we also define a differ-
ent notion of composition. Let first((sy,...,s,)) = s; and
last((sy,...,sn)) = s, return the first or last element of the
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sequence; an element may itself be an event or a nested se-
quence. We write last™ (s) and first™ (s) for m repeated appli-
cations of last and first, respectively; e.g., last?([4, [B, C]]) =
last([B, C]) = C. We say two sequences compose when the
first or last sequences agree at some level, more formally:

composes(sy, sz) iff Am,n>0,m>0V n>0,
last™(s;) = first™(s;) (1)

We then define the composition of generalized relations
(sets of sequences) as:

r1§ry = {(s1,82) € ry X ry | composes(sy,sz)}  (2)

The generalized version allows overlap on intermediate
sub-relations—fence contexts—while requiring at least one
application of first or last to prevent trivial self-composition.

This mechanism preserves the LKMM’s requirement that
fences remain in context: the fence never appears as a stan-
dalone endpoint. Pattern-dependent fences like Before_
atomic are only credited with ordering when their required
context (e.g., a following RMW) is part of the composed
unit. At the same time, the entire context can participate in
multiple synchronizations, recovering C’s fence patterns.
The trivial filter. Interpreting the LKMM with generalized
relations leads to a subtle yet important distinction when
generalizing the identity relation, id:

id ={s | Je € Event, composes(s, (e))

A composes((e),s)} (3)

To understand the issue, consider the following two vari-
ants of the message passing litmus, differing only in an ac-
quire being replaced by a read followed by an acquire fence.
Both variants should be equivalent, and both behaviors for-
bidden:

T1 T2
pPpo S/ Ppo
TN e T

Figure 6. Message passing with an acquire

Variant 1: with an acquire (Figure 6). The prop relation relates

R(x) LA W(x) 2, Rel W(y) SN Acq R(y), returning to
T2. Combined with ppo from Acq R(y) to R(x), this forms a
cycle. The prop relation relates R(x) to Acq R(y)—these are
different events and thus are related by (prop \ id) Nint so
the stale read is forbidden.

Variant 2: with an acquire fence (Figure 7). The prop relation
relates R(x) LN W(x) % Rel W(y) 5 R(x), since the st
relation can no longer end at the read of y that has been de-
moted from an acquire. The prop relation starts and ends on
the same event: it is an identity relation. Under the LKMM’s
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Figure 7. Message passing with an acquire fence

prop \ id, this relation would be filtered out, incorrectly
permitting the stale read.
To deal with this, we replace the id in prop \ id with trivial.

trivial ={(e), (e, ), (e, (e, €)), ((e, €), €),
(e,e,e),... | e € Event} (4)

A sequence is trivial if every event in it—at every level
of nesting—is the same event. This is strictly stronger than
id: the prop edge in Variant 2 traverses fr, ppo, and st, so it
starts and ends on the same event but is not trivial. The cycle
is preserved and the stale read is correctly forbidden. This
change does not affect pure Linux programs.

4.3 Full Model Definition

Having explained the extensions to support C, we are ready
to define the compound C-LKMM memory model. The com-
pound model maintains each axiom of the LKMM and adds
the no-thin-air axiom specific to C:

Axiom Definition

Per-location SC
Atomic RMW
Happens-before

acyclic (po_;,. U com)
empty (rmw N (frescoe))
acyclic hb
Propagates-before acyclic pb

No-thin-air acyclic [Plain]$(po U rf)

where:
acq-po ={(a,b) | a.str > acq}
U {(a,f,b) | f=Fence, f.str > acq}
U {(a,f,9,b) | f=Fence, f.str > acq, g=Fence} (5)
po-rel = {(a,b) | b.str > rel}
U {(a,f,b) | f=Fence, f.str > rel}
U {(a f,9,b) | g=Fence, g.str > rel, f=Fence} (6)
inter-start = [Marked U rel] U po-rel
U strong-fence U weak-fence (7)

inter-end = [Marked U acq] U acq-po

U strong-fence U weak-fence (8)

st = inter-startg(rfe U (rfsrmw)*srf”)sinter-end )
hb = ppo U st U (prop \ trivial) Nint (10)

pb = propgstrong-fenceghb* (11)
prop = (overwrite N ext) scumul-fencegst’ (12)
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The relations compose using generalized composition
(Equation 2), indicated by the symbol §. The RC11 no-thin-
air axiom is adapted to apply only when every access in the
cycle is Plain—in our setting, a C access (Table 1). This is the
weakest guarantee needed to match C’s behavior and avoids
imposing unnecessary restrictions on orderings between
Linux operations in compound programs. Restricting the
event set to a single language collapses the compound model
onto that language’s own: st reduces as described in §4.1,
and Theorems 1 and 2 (§5) show that the remaining relations
likewise recover the corresponding base-model behaviors.
The machinery the compound model adds—mixed-language
synchronization and fence contexts—is thus confined to the
boundary; much of its formal complexity is inherited from
RC11 and the LKMM, not introduced by the composition.

5 Soundness

We prove three properties of the compound model: it pre-
serves the behavior of pure C programs (Theorem 1), it pre-
serves the behavior of pure Linux programs (Theorem 2), and
the shared synchronization primitives are interchangeable
across the boundary (Theorem 3). We provide proof sketches
here; full proofs are in Appendix E.

5.1 C Preservation

» Theorem 1 (C Preservation). On a program con-
sisting entirely of C operations (excluding SC atomics),
an execution is allowed by the compound model if and
only if it is allowed by RC11.

The proof proceeds in two directions.
Forward: compound disallows = C disallows. We prove
any cycle forbidden by the compound model is also forbidden
by C. The argument has three parts, one for each axiom.

Happens-before. A cycle in compound hb* must map to
a violation of C’s coherence axiom, acyclic(hbcseco?). The
key difficulty is that compound hb uses prop, which can in-
troduce multiple non-st communication relations in a single
cycle, whereas C’s coherence axiom permits at most one.
Lemma 5.1 resolves this.

Lemma 5.1 (Prop reduction). Let o be a cycle in compound
hb* containing k > 2 relations from (prop \ trivial) N int.
Then either:
(a) oimplies a violation of per-location SC (acyclic(po_;, U
com)), or
(b) there exists cycle ¢’ in hb* with < 1 prop relation.

With Lemma 5.1 in hand, any compound hb cycle with at
most one prop relation maps directly to C’s coherence axiom.
The compound relations translate as follows: ppo C sb (since
all of sb is preserved in C), st C (sb U sw)* (since every st
between C operations requires release-acquire, which gives
sw), and a single prop relation maps to the eco’ suffix in C’s
axiom. Composing the above observations gives us that a
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cycle in compound hb™* is a cycle in (sb U sw)*seco’, which
is exactly what C’s coherence axiom forbids.

Propagates-before. A cycle in compound pb* must imply a
cycle in C’s pscf. Rewriting pscf as:

[FNSC];hb;(eco;hb)’; [FnsC]
Then expanding a cycle constructed from these relations:
...;(eco;hb)? s [FNSC];hbj; (eco;hb)’; [FNSC];hbs. ..

We can rewrite the definition of pscf to start and end at a
different point in the cycle rather than at the fences:

(eco; hb)’; [FNSC];hb

Of which propgstrong-fenceshb* is a subset since the strong-fence

relation implies at least one po C hb relation before and after
the fence.

Per-location SC. A cycle in acyclic(po_,. U com) maps
directly to C’s coherence axiom: po_;,. C sb, so the cycle is
in (sb U sw)*seco’ with sw vacuous. If the cycle is entirely
in com (no po_,.), then by replacing rfsfr with co, every
write is coherence-ordered before itself, contradicting the
definitional irreflexivity of co.

Reverse: C disallows = compound disallows.

Coherence. A cycle in (sb U sw)*seco’ either contains sw
or it does not. If it does not, then this reduces to a cycle
in per-loc-SC: every operation in the simplified cycle is on
the same location so replace the sb relations with po_,..
Otherwise for cycles that do contain sw, if the cycle does
not contain an eco relation then every thread communicates
using sw and thus every po relation can be replaced with
po-rel or strong-fence as every thread will have a release or
stronger as part of its synchronization with other threads. sw
relations map to st and thus the cycle is in compound hb*. If
it does have an eco relation, then this cycle is disallowed via
prop: the eco relation is the start of the prop relation, then
the cumulative fences of prop are a superset of (sb U sw)*.

PSCF. A cycle in pscf implies a cycle in pb by the same
rotation argument: (ecoshbc)’ C prop and compound hb
subsumes C’s hb, so propgstrong-fenceshb* captures the ro-
tated cycle.

5.2 LKMM Preservation

» Theorem 2 (LKMM Preservation). On a program
consisting entirely of Linux operations, an execution
is allowed by the compound model if and only if it is
allowed by the LKMM.

Proof sketch. The compound model is defined as an extension
of the LKMM, so both directions reduce to subset arguments.
Forward: compound disallows = LKMM disallows. When
restricted to Linux operations, ppo and st reduce to Linux
ppo and rfe, and prop either reduces to Linux prop or a per-
location SC cycle, and strong-fence is unchanged. Therefore
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any cycle in compound hb is a cycle in LKMM hb, and any
cycle in compound pb is a cycle in LKMM pb.

Reverse: LKMM disallows = compound disallows. The
compound ppo, st, prop, and strong-fence are supersets of
their Linux equivalents. Therefore any LKMM hb cycle is a
compound hb cycle and any LKMM pb cycle is a compound
pb cycle. O

5.3 Interchangeability

The natural formulation of interchangeability—replacing a
Linux acquire with a C acquire preserves all allowed behaviors—
is too strong. Consider an address dependency between two
Linux reads:

T1: ro =R(x); AcqR(*ro)

The LKMM preserves the address dependency as ppo re-
gardless of the acquire annotation. If the Linux acquire is
replaced by a C acquire, the address dependency is no longer
preserved: C does not recognize address dependencies. The
behavioral change is not a failure of the acquire primitive—it
is a consequence of C’s different treatment of intra-thread
ordering.

We therefore define interchangeability as preservation of
the primitive’s own guarantees: its synchronization capabil-
ity and its ordering contribution.

» Theorem 3 (Interchangeability). For each shared
primitive p € {release, acquire, SC fence}:

(a) Synchronization: st does not distinguish between
a C instance and a Linux instance of p. A C release
synchronizes with any acquire (C or Linux), and
vice versa.

(b) Ordering: The ordering relations po-rel, acq-po,
and strong-fence do not distinguish between a C
instance and a Linux instance of p. A C acquire or-
ders subsequent operations via acq-po identically
to a Linux acquire.

Proof sketch. Interchangeability follows directly from the
construction of the model: the ordering guarantees of an
acquire are stated by the acq-po relation, which does not
differentiate between Linux and C acquires. The synchroniza-
tion guarantees of an acquire are defined in st, which does
not distinguish between Linux and C acquires. The same is
true for releases and SC fences, using po-rel and strong-fence
relations for ordering guarantees and st for synchronization
guarantees. O

5.4 Model Implementation and Litmus Testing

Implementation. We implemented a Python tool that en-
codes the compound model and serves as a litmus test engine.
Existing tools such as herd7 [3] and Dartagnan [21] can-
not express the generalized fence composition introduced
in §4, as it requires chaining more than two events. Our
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engine enumerates all candidate executions, evaluates the
compound model’s axioms, and reports the set of allowed
outcomes. All litmus results below are produced by this tool,
which will be released as part of the artifact.

Litmus testing results. We drew base tests from two sources:

the C suite from Dartagnan [21], covering Message Pass-
ing, Load Buffering, Store Buffering, IRIW, and ISA2; and
the LKMM suite distributed with the Linux kernel source
tree, including WRC and Coherence, and systematically ex-
panded each base test by varying the strengths of its op-
erations. Across all 3,272 resulting tests, the allowed out-
comes under the compound model were identical to those
of the corresponding single-language model, supporting the
C-preservation and LKMM-preservation theorems (§5).

To validate interchangeability, we constructed compound
litmus tests by systematically replacing C synchronization
primitives with their LKMM counterparts and vice versa: re-
lease stores, acquire loads, and fences. The interchangeability
tests specifically exercise the two novel mechanisms of the
compound model: st and fence-context sharing. These sub-
stitutions, especially of fences, require the synchronization
to survive while retaining the LKMM fence context, so their
agreement provides an independent executable check of the
generalized composition machinery in addition to the for-
mal proofs. All 11,584 resulting tests matched the outcomes
of the original, supporting the interchangeability theorem
(§5.3). Table 5 summarizes the results.

Suite ‘ # of Tests Outcomes
C (single-language) 1868 v
Linux (single-language) 1404 v
Compound 11584 v

Table 5. Litmus test validation summary. v/ = in every test in the
suite, the set of allowed outcomes under the compound model
is identical to that of the reference model (single-language for
C/LKMM rows; original test for compound row).

Thus the C and LKMM corpora cross-check Theorems 1
and 2, respectively, while the 11,584 systematically substi-
tuted tests cross-check Theorem 3 using the executable com-
pound model. Mechanizing the three theorems (e.g., in Lean)
is worthwhile future work; for now, the executable cross-
check guards against the case-analysis errors to which hand
proofs of such models are susceptible [14]. These 14,856 tests
deliver three things: a precise, executable specification of the
compound model serving as a reference implementation; em-
pirical support for all three theorems; and a corpus of 11,584
compound litmus tests that gives future cross-boundary ver-
ification tools a concrete test target.

6 Case Studies

We demonstrate the compound model’s utility both construc-
tively—as a design guide for lock-free data structures shared
between user-space (C) and kernel-space (LKMM) via eBPF
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1 while (retries) {

> tail = load_acq(queue->tail); // C
3

+ | next = load_acq(tail->next);

5 if (next != NULL) {

6 cas_rel(queue->tail, tail, next);

7 continue;

s}

9 if (cas_rel(tail->next, next, new_node) == next)
10 break;

11 continue;

12}

13 if (cas_rel(queue->tail, tail, new_node) != tail)

14 return SUCCESS
15 return SUCCESS

Figure 8. Sync. step after payload write. Pc (orange) and Py, (blue)
for MSQ

(§6.1)—and diagnostically—as a reasoning tool that can ex-
pose missing ordering and confirm existing ordering already

suffices (§6.2).

6.1 Constructive: eBPF Lock-Free Data Structures

BPF arenas provide regions of memory that both userspace
and the kernel can directly access (using real pointers), with-
out a syscall, which would add high overhead. They create a
platform for developing shared data structures that span the
user-kernel boundary, but they leave open questions about
safe synchronization. The formalization of a BPF memory
model is ongoing work [6, 17]; we treat eBPF kernel code as
LKMM-governed, which is consistent with eBPF’s proposed
model for all operations our case studies use. Our analysis as-
sumes that the BPF toolchain preserves the LKMM-relevant
ordering used here: synchronization operations remain ex-
plicit through bytecode and JIT lowering—BPF atomics and
fences are explicit instructions—and the verifier is a static
safety checker that does not reorder memory operations. De-
pendency ordering carries the same guideline-conditioned
assumption as source-level LKMM code (§2). We do not at-
tempt to formalize the BPF compiler, verifier, or JIT them-
selves.

We studied five data structure implementations from widely
used concurrent data structure libraries: the Michael-Scott
Queue from the Concurrent Data Structures (CDS) library,
Facebook Folly’s SPSC Queue, ConcurrencyKit’s FIFO Queue,
Ring, and Stack. Together, they exercise the producer-consumer
synchronization patterns that recur throughout user-kernel
concurrent code. We present the Michael-Scott Queue in
detail below; the remaining four follow the same process
and are presented in Appendix F.

For each data structure, we began our work with the refer-
ence C/C++ implementation, and apply the DARE process:

1. Distill: From the reference C implementation, we extract
the memory-model agnostic algorithms of the producer
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1 while (retries) {
> head = load_acq(queue->head); // C

1| next = load_acq(head->next);
5 if (load_acq(queue->head) != head)

6 continue;
7 if (next == NULL)
8 return FAIL;

9 tail = load_acq(queue->tail);

10 if (head == tail) {

11 cas_rel(queue->tail, tail, next);
12 continue;

13 }

14 read_data = next->data;

15 if (cas_acq(queue->head, head, next) == head)
16 return SUCCESS

17 continue;

18}

19 'return FAIL

Figure 9. Sync. step before payload read. C¢ (orange) and Cy, (blue)
for MSQ

(P) and consumer path (C). We use the data structures’
invariants to identify the algorithms’ required orderings.

2. Annotate for C: We re-express P and C as Pc and C¢ re-
spectively, annotating each shared-memory access with
the C primitive (relaxed, acquire, release) needed
to enforce the required orderings under C’s release-
acquire-based happens before.

3. Relax for LKMM: We re-express the same algorithms as
P and Cr. Wherever the LKMM’s preserved program or-
der (ppo) already provides a required ordering — through
an address dependency, a data dependency, a control-
plus-write, or a fence — we drop the corresponding C
annotation. The result is a Linux-side implementation in
which the programmer makes explicit only the orderings
that ppo does not already cover.

4. Evaluate Heterogeneous Synchronization: We use
the compound model to reason about cross-domain pair-
ings: a kernel-producer paired with a user-consumer, or
vice-versa. The compound model’s interchangeability
property tells us that the shared synchronization primi-
tives carry the same meaning on both sides and lets us
reason about the synchronization.

Identifying the invariants an implementation must pre-
serve and distilling them into critical litmus tests (the Distill
step) remain manual—as they would under any memory
model, since they require understanding the data structure
itself. What the executable model automates is the Evaluate
step: deciding whether an invariant-violating outcome is
allowed.

6.1.1 The Michael-Scott Queue (MSQ). MSQ [19] is a
simple non-blocking queue that uses linked lists. The root
node has head and tail pointers, which point to the head
and tail nodes respectively. Each node contains a payload. P
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operations insert nodes at the tail (Figure 8), and C opera-
tions delete nodes from the head (Figure 9). Throughout the
following case studies, load_rlx denotes READ_ONCE for
Linux and a C relaxed atomic load (memory_order_relaxed)
for C. Similarly, load_acq denotes smp_load_acquire for
Linux and a C acquire atomic load (memory_order_acquire)
for C, and store_rel denotes smp_store_release for
Linux and a C release atomic store (memory_order_release)
for C. A cas_X is a compare-and-swap with X the success or-
der and relaxed the failure order—the kernel’s cmpxchg_X
and C’s compare_exchange, respectively.

Invariants.

1. If the head and tail point to the same address (node),
the queue is empty. At initialization, the head and tail
point to a dummy node.

2. Insertions always take place at the tail. The tail node’s
next pointer always points to NULL. If the tail node’s next
pointer appears to be non-NULL, it means there was a
racing insertion (the tail pointer is lagging behind).

3. Racing insertions are easy to detect (tail->node.next
!= NULL). If these are detected, the insertion algorithm
attempts to adjust the tail pointer to the correct tail
node and only then performs the insertion (after assert-
ing tail->node.next == NULL).

4. Deletions advance the head pointer to skip the current
head node, re-pointing it to the next head node.

Required Orderings. Invariant 1is structural—it defines the
empty-queue configuration—and carries no ordering require-
ment. Invariant 2 requires that the new node’s next pointer
be visible (as NULL) to any thread that observes it as the new
tail. Invariant 3 requires that a consumer that observes the
new tail->next also observes the corresponding payload
write. Invariant 4 requires that head advances only after the
new head node is fully linked.

Pc: The C Producer. Figure 8 shows the C-annotated pro-
ducer, with each annotation mapping to one of the orderings
above. The algorithm requires load_acq(queue->tail)
so the subsequent dereference tail->next observes a fully
initialized node (Invariant 2). load_acq(tail->next) is
required since the value read drives a branch and CAS (In-
variant 3); without it, C does not order the load against either.
The CAS releases on tail->next and queue->tail are
required so that the new node’s contents — in particular its
NULL next pointer and its payload — are visible to any future
thread that reads the updated tail or tail->next.

Pr: The LKMM Producer. Figure 8 also shows the LKMM-
annotated producer. The C annotation on load_acq (queue-
>tail) becomes READ_ONCE: the LKMM’s addr-dependency
ppo from tail to tail->next preserves the ordering of
the dereference, precisely what Invariant 2 needs. The CAS
releases remain, since the LKMM does not provide release
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Pc (User) Cr (Kernel)

/y[ r0: R(tail->next)
¥ ¥ PpoO

fe [ ri: R(r0->data)

{WO: W (node->data, v) J
po-rel
[wl: Rel CAS(tail->next)

[ Forbidden: rO==node A r1 # v (fresh next, stale payload) ]

Figure 10. Heterogeneous pairing: user producer (Pc) with kernel
consumer (Cr) for the Michael-Scott queue. The st relation bridges

the boundary from the user’s cas_rel to the kernel’s 1d_rlx.
-rel st f
W0 — w1 = 10 - r1 - w0 is forbidden by the compound

model. The algorithm produces at the tail and consumes from the
head; the two meet at the first append. When the producer links
a node into the empty queue, head==tail (the dummy node), so
the producer’s write of tail->next and the consumer’s read of
head->next access the same location, and the figure shows exactly
this pairing.

semantics for free; they are written as cas_rel. The pro-
ducer thus drops one acquire relative to the C version,
recovering them through address and control dependencies.

The consumer follows a similar pattern: one acquire is
dropped on the LKMM side (1oad_acq(queue->head)) via
an addr dependency, and the CAS release is preserved.
Evaluate Heterogeneous Pairing Pc with C;. The most
interesting cross-language pairing for MSQ is the user pro-
ducer paired with the kernel consumer: a user process en-
queues events, and a kernel component consumes them. We
extract the cross-boundary litmus test and use the compound
model to forbid the outcome that would violate Invariant 3.

Invariant 3 requires that a consumer observing the new
tail->next also observes the corresponding payload. The
violating outcome is rO = node A r1 # v in Figure 10—
a fresh next pointer with a stale payload. The compound
model rules it out by a single happens-before chain. On the
C producer side Pc in Figure 10, there is a po-rel edge from
the payload write (wO) to the release (w1). The st edge
bridges the boundary: the producer’s cas_rel (w1) satisfies
inter-start (C release), and the consumer’s plain read
(r0) satisfies inter-end (LKMM, no acquire needed). An
address-dependency ppo edge from r0 to r1 then carries the
ordering forward, forbidding the stale read and preserving
Invariant 3.

The reverse pairing of P; with C¢ is symmetric: the kernel-
side cas_rel satisfies inter-start trivially (LKMM, no
release annotation needed), and the C consumer’s load_acq
satisfies inter-end, yielding the same happens-before edge
via st.

Result. All four pairings of MSQ preserve the queue’s invari-
ants under the compound model. The matched release /
acquire pattern that closes the KCOV bug from Figure 1
appears here in generalized form: in every cross-boundary
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pairing, the C side contributes its release or acquire an-
notation, the LKMM side contributes ppo, and the compound
model’s st relation joins them across the boundary. The re-
maining four data structures (Folly SPSC, CK FIFO, CK Ring,
CK Stack) follow the same DARE process and are presented
in Appendix F; Table 6 summarizes all five.

6.1.2 Performance. To measure performance for both
(Pr, Cc) and (P, Cp) pairings, our infrastructure allocates
two buffers, which we name KU-buffer (for kernel—user
communication), and the UK-buffer (for user—kernel com-
munication). For each queue entry, the flow is as follows:

1. TO: external syscall (inode_create) triggers Pr, on KU,
producing a single queue entry.

2. T1: user-thread polls on KU (C¢) and relays the queue
entry to UK (P¢).

3. T2: kernel thread consumes the entry from UK (Cp).

We measure the total end-to-end latency for each queue
item to ping-pong from kernel mode to user mode and back:
Tgop = TPL + TCC + Tpc + TCL~

We use an adapted io_uring/liburing path as a general-
purpose reference point rather than as a directly matched
specialized baseline. Our goal is to evaluate whether the
compound-model-guided implementations preserve correct-
ness without sacrificing practical performance. On this work-
load, the CK FIFO, Folly SPSC, and CK Ring implementations
are 8—12% faster than the adapted io_uring path, while the
remaining structures remain within the same practical per-
formance regime. All experiments were run on the hardware
and software configuration described in Table 7; results are
presented in Table 6.

These results show that the synchronization required by
the compound model does not impose prohibitive overhead:
the resulting cross-boundary data structures remain com-
petitive with a mature general-purpose kernel interface, and
several are faster on the measured producer-consumer work-
load.

6.2 Diagnostic: Cross-Boundary Analysis

The compound model is also useful for reasoning about exist-
ing cross-boundary code. We have already seen one example:
the kcov_remote bug (§1, Figure 1), where the model ex-
posed a missing write barrier on the kernel side and a missing
acquire on the user side, both of which were required to close
the happens-before chain. We now apply the same reasoning
to a second case where the conclusion is the opposite: the
existing code is already correct.

6.2.1 The io_uring Completion Ring: A Non-Bug. The
io_uring completion queue shares a ring buffer between
kernel and user space. The kernel writes CQEs and publishes
them by advancing a tail index with a release store. The
user-space consumer reads the ring as follows:
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DS Pc Py Cc Ct ppo E2E lat. Mops/s
Folly SPSC lacq1rel 1rel lacq1rel lacq1rel ctrl 330 ns 3.04
CK Ring SPSC 1acq 1rel 1rel lacq1rel 1 mb 1acq 1rel acq 334ns 3.00
CK FIFO SPSC 1rel 1rel lacq1rel - addr 339ns 2.96
CK Stack UPMC 1 rel-CAS 1 rel-CAS 1 acq 1 acq-CAS 1 rlx-CAS addr and data | 565ns 1.77
MSQueue 2acq3rel-CAS 1acq3rel-CAS 4acqlrel-CAS1acq-CAS 3acqlrel-CAS1acq-CAS addr and ctrl 926 ns 1.08
io_uring/liburing ‘ - - - - ‘ 369ns 2.71

Table 6. Synchronization annotations across the four implementations of each data structure, along with end-to-end latency and throughput

(averaged from 1000 runs).

Component  Specification T1 (Kernel) T2 (User)

Processor Intel Core i5-7600 @ 3.50 GHz (Max 4.10 GHz) [wO: W (cqe[idx], data)} r0: Acq R(ktail)

Topology 4 Physical Cores (No SMT), Single NUMA Node ppo ¥ st Jacq-po

Caches 128 KiB L1, 1 MiB L2, 6 MiB L3 (W1: Rel W(tail, new) w [ ri:R(knead) own write
Memory 16 GB DDR4-2400 (Single-Channel) ¥'sb

OS Kernel Linux v6.18.2 {rQ: Eplb b e )}
Compiler Clang/LLVM 20.1.8

BPF Toolchain  bpftool v7.5.0, libbpf v1.5

Table 7. Hardware and software configuration

r0: tail = smp_load_acquire(ring->cq.ktail);
rl: head = *ring->cq.khead;

if (head != tail)
r2: cqe = ring->cq.cqes[(head & mask)];

There is an address dependency from r1 to r2, and C does
not enforce ordering for address dependencies. We initially
submitted a patch promoting r1 to smp_load_acquire();
the patch was accepted upstream. On closer analysis using
the compound model, we determined that the original code
was already correct (Figure 11).

The critical observation is that khead is written only by
the user thread to mark consumed entries; the kernel reads
it only for free-space accounting. On the consumer path, the
user’s load of khead thus reads its own prior write, so the
address dependency from r1 to r2 is off the synchronization
critical path: the cross-boundary synchronization runs en-
tirely through ktail, whose kernel-side release pairs with
the user-side acquire via st (Figure 11). The acquire on khead
was unnecessary.

What does this example reveal—is the compound model
hard to reason about? The question our patch answered—
must this address dependency be backed by an acquire?—is
fundamentally a C question. The subtlety is C’s: the question
arises only because C declines to order address dependen-
cies (§2), and its answer here is that no acquire is needed,
because the load reads the user’s own prior write. What the
compound model adds is the compositional structure: each
side’s obligations are judged under its own model, and the
composition works as expected.

This case complements kcov. In kcov, both loads of the de-
pendency chain read kernel-written data—the dependency is

[ Correct: r0 > r1 = r2 sees data (acquire on ktail subsumes) ]

Figure 11. The io_uring completion queue under the compound
model. The kernel writes a CQE and releases the tail (wO-w1). The

user acquires the tail (r0), reads the head (r1, its own bookkeeping),

ht
and dereferences (r2). The hb chain w0 2wt S r0 D 2

guarantees r2 sees the kernel’s write. The address dependency
from rlto r2 ( ) is formally redundant.

the critical path—and both fixes were needed (§1). Inio_uring,
r1 reads the user’s own state, and the existing ktail acquire
suffices. The compound model’s value lies in both directions:
diagnosing missing ordering, and certifying existing code
correct.

7 Related Work

Language-Level Memory Models. The Java Memory Model
was the first language-level memory model specification [15].
The C/C++11 standard followed with a richer design fea-
turing relaxed, release-acquire, and sequentially consistent
atomics; Batty et al. gave the first formal semantics [4], and
Lahav et al. repaired the SC axiom to produce RC11 [14],
which forms the basis of the current C standard [12]. These
efforts target a single language in isolation; our work ad-
dresses what happens when two such models must coexist
on shared memory.

The Linux Kernel Memory Model. Howells and McKen-
ney’s informal treatment of kernel memory ordering [11, 16]
laid the groundwork for the LKMM, which was formalized by
Alglave et al. as an axiomatic model in the cat language [2].
McKenney et al. have also considered how LKMM primi-
tives map to C atomics [18], observing that many kernel
accessors have C11 counterparts. Our work is the first to for-
malize this interface. The Rust-for-Linux effort defines Rust
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atomics to be deliberately LKMM-faithful—-Relaxed, for in-
stance, carries address/data/control dependencies, unlike C
Relaxed [7]. Our compound model’s LKMM basis is there-
fore consistent with Rust-for-Linux semantics, suggesting
applicability to Rust-kernel < user-space C boundaries.

Compound Memory Models. The concept of compound
memory models—formal composition of distinct consistency
specifications over shared memory—was introduced in the
Primer [20]. Goens et al. gave the first full formalization for
composing hardware-level ISA memory models [9]. These
efforts operate at the hardware level; in contrast, our work is
the first to compose a language-level model (C) with an OS-
level model (LKMM)—two specifications with structurally
incompatible notions of happens-before that coexist at the
software level.

Formal Tools. Alglave et al’s herd7 tool and the cat lan-
guage [3] enable axiomatic memory model specification and
litmus test evaluation. For verification of concurrent C pro-
grams, Dartagnan [8, 21] performs bounded model checking
against axiomatic models, and GenMC [13] and Nidhugg [1]
provide stateless model checking for C/C++ concurrency.
These tools currently target single-model programs; adapt-
ing them to check cross-boundary programs against the
compound model is a direction for future work.

8 Conclusion

We presented the C/LKMM compound memory model, which
composes the C and Linux kernel memory models into a sin-
gle compound model that preserves each model’s semantics
in isolation and bridges them at shared-memory boundaries.
The model has both diagnostic and constructive value. Ap-
plied to existing kernel code, it exposed a real concurrency
bug in kcov (fix accepted upstream). Applied to new designs,
it guided the construction of five cross-boundary lock-free
data structures over eBPF.

As eBPF, io_uring, and similar zero-copy interfaces con-
tinue to blur the boundary between user space and the ker-
nel, the need for formal cross-boundary reasoning will only
grow. Our experience suggests that composability—the abil-
ity to bridge two models at a shared boundary—warrants
consideration as a design criterion alongside correctness and
performance in future memory model work. Our compound
model provides the foundation for that reasoning.
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Artifact Appendix

This paper is accompanied by two artifacts (Appendix A and
B). The first one reproduces the litmus-test validation of the
compound memory model (Table 5). The second reproduces
the evaluation of lock-free data structures over BPF arenas
(Table 6).

A Litmus-test Validation
A.1 Abstract

This artifact validates the compound C/LKMM model against
the individual C and LKMM models via litmus testing (Ta-
ble 5). Our executable model, calculus. py, evaluates each
test’s target execution as Allowed or Forbidden; agree-
ment with herd?7 on the Linux kernel and Dartagnan RC11/C
suites validates the preservation theorems, and generated
cross-boundary variants validate the interchangeability the-
orem. The repository includes all source suites, their trans-
lations into our common calculus representation, and the
translators. (It also includes Paul E. McKenney’s RCU litmus
tests as an optional suite exercising the engine’s experimen-
tal RCU support; these are beyond the paper’s claims.)

A.2 Artifact check-list (meta-information)

o Algorithm: litmus-test translation, execution-graph explo-

ration, memory-model checking

Transformations: source-to-source translation of Linux

and RC11/C litmus tests into calculus litmus; implemented

by included public Python translators

Data set: Linux kernel litmus tests, Paul E. McKenney RCU

litmus tests, RC11/C litmus tests

e Run-time environment: Linux/Unix-like command line,

Python 3, local filesystem; no root access required

Output: translated litmus file, final A1lowed/Forbidden

result

Experiments: single-test evaluation, suite translation, suite

validation

How much disk space required (approximately)?: 100

MB

e How much time is needed to prepare workflow (ap-
proximately)?: 5-10 minutes

e How much time is needed to complete experiments

(approximately)?: seconds for single tests; 5 minutes for

baseline C and Kernel suite checks, 36+ hours for full valida-

tion of provided suites

Publicly available?: yes

e Code licenses (if publicly available)?: GPL-2.0-only OR

BSD-2-Clause

Archived?: https://doi.org/10.5281/zenodo.23201428

A.3 Description
A.3.1 How to access. The artifact is accessible via the cal-
culus subfolder of https://doi.org/10.5281/zenodo.23201428.

A.3.2 Datasets. Source suites are under 1itmus/Kernel/
(Linux kernel), 1itmus/paulmckrcu/ (Paul E. McKenney

Hastin Kapoor et al.

RCU), and litmus/c/ (RC11/C). Translated tests are under
the corresponding converted/ directories.

A.4 Installation

All software dependencies are wrapped into a Dockerfile.
Clone the repository and run . /scripts/run_docker.sh
while in the calculus subfolder.

A.5 Experiment workflow

All experiments are driven by a single script,
scripts/run_artifact_pipeline.py. The simplest in-
vocation runs the full single-language validation - the C
suite and the Linux suite:

python3 scripts/run_artifact_pipeline.py --all

Each group can also be run separately via the -suite
[c/1linux/RCU/interchange] flag; the RCU suite is op-
tional, exercising the engine’s experimental RCU support
beyond the paper’s claims. E.g.,
python3 scripts/run_artifact_pipeline.py \
--suite interchange

Because it runs tens of hours, the interchange script can be
run on a limited number of tests by using the -stop-after
[N] argument and can be canceled early (Ctrl + C) to view a
summary of results for the tests run so far.

Finally, a single litmus test can be run by providing a
.litmus file, using the same formatting as herd?7, as an
argument. -kind c/linux specifies which memory model
herd should use to compare against:

python3 scripts/run_artifact_pipeline.py \
path/to/test.litmus --kind [c/linux/converted]

A.6 Evaluation and expected results

The expected result is a PASS for each of the three groups:
C validation, Linux validation, and interchangeability. The
script prints a per-group summary; disagreements are re-
ported as a list of failing tests, and none is expected.

A pass means the following. For the 3,272 C and Linux
tests, the verdict produced by calculus.py matches that of
herd7 on every test. For the interchangeability tests, every
variant of each test should have calculus.py return the
same verdict as the baseline test from which it was generated
(herd7 has no compound C/LKMM model, so no external
oracle exists for these). The optional RCU suite is likewise
expected to match herd?7; it exercises the engine’s experi-
mental RCU support and is not part of the paper’s claims.

A.7 Methodology

Submission, reviewing and badging methodology:

e https://www.acm.org/publications/policies/artifact-review-

and-badging-current
e https://cTuning.org/ae


https://doi.org/10.5281/zenodo.23201428
https://doi.org/10.5281/zenodo.23201428
https://www.acm.org/publications/policies/artifact-review-and-badging-current
https://www.acm.org/publications/policies/artifact-review-and-badging-current
https://cTuning.org/ae
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B BPF Arena Data Structures
B.1 Abstract

To reproduce the data-structure benchmarks shown in Ta-
ble 6. Each data structure is implemented as a two way relay,
involving multiple concurrent threads for the userspace and
kernel components. The benchmark harness records latency
and throughput on both sides. This workflow reproduces
(i) correctness: each data-structure runs correctly with no
inconsistent data read by the consumer, (ii) performance: the
SPSC structures perform in the same ballpark as one another,
and faster than I0_URING.

B.2 Artifact check-list (meta-information)

Algorithm: lock-free queues, SPSC rings, stack

e Program: self-contained microbenchmarks

e Compilation: Clang/LLVM 15+ with BPF target (clang-20
recommended) and gcc; 1ibbpf and bpftool are built from
the included submodules

e Binary: built from source; x86-64 Linux

e Run-time environment: Linux 6.10+ configured with

the included kernel/configs/bpf-arena.config; root

access required to load and attach BPF programs

Hardware: any x86-64 machine with 4 or more cores.

¢ Run-time state: sensitive — run as sole user

Execution: root, sole user; roughly 10 seconds per data

structure

Metrics: per-op latency (ns), success rate, throughput

e Output: console tables, plus per-app logs under build/

Experiments: make, then scripts/usertests.py and

scripts/runner.py

e How much disk space required (approximately)?: 500
MB for the artifact; 20 GB more to build the kernel

e How much time is needed to prepare workflow (ap-
proximately)?: 10 minutes to build the artifact; 1-2 hours
to build / boot suitable kernel

e How much time is needed to complete experiments
(approximately)?: 5 minutes

e Publicly available?: yes

e Code licenses (if publicly available)?: GPL-2.0-only OR
BSD-2-Clause

e Archived?: https://doi.org/10.5281/zenodo.23201428

B.3 Description

B.3.1 How to access. The artifact is the bpf -arena-data
-structures subfolder of https://doi.org/10.5281/zenodo.
23201428. The data structures are in include/, the relay
apps in src/ as skeleton_x*.bpf.c plus skeleton_x*.c
pairs, and the measurement infrastructure in include/ds
_metrics.h.

B.3.2 Hardware dependencies. Our results are on Intel
Core i5-7600 (4 core) with 16GB DDR4 memory. Any compa-
rable multi-core machine will be sufficient, you can instan-
tiate a d710 node on Cloudlab with Ubuntu 22.04 using the
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profile.py in the root of the c-1kmm-cmcm-artifacts
repository.

B.3.3 Software dependencies. All software dependen-
cies are wrapped into a Dockerfile and a Nix Flake. You
may use either environment for this evaluation. We provide
one-click installation scripts for both:

# Option 1: Nix

./scripts/install-nix.sh

nix develop

# Option 2: Docker
./scripts/install-docker.sh
docker build -t bpf-arena-ds

Additionally, you will require Linux Kernel 6.18.44 with
specific BPF configuration flags enabled.
./scripts/build-kernel.sh --base running -y

This will download kernel 6.18.44, apply the BPF config
flags on top of the current config flags, build, and install the
kernel.

Docker faces some restrictions here, refer to Section 4 of
the README.md.

You have to reboot after this step.

B.4 Run

Instantiate the same environment and build the data-structure
suite.

nix develop
# OR
./scripts/init-docker.sh
The Docker script is required to configure BPF privileges
in the container.
make
sudo ./scripts/run_all.py

This script verifies your kernel configuration, loads all
required BPF related submodules, checks for suite binaries,
tests the suite, and then runs the definitive benchmark on
all data-structures.

B.5 Evaluation and expected results

The script above will run all the data structures to completion.
The expected results will rank the performance of the data-
structures: Folly SPSC, CK Ring SPSC, and CK FIFO SPSC will
be in the same ballpark, performing faster than IO_URING.

PERFORMANCE RANKING (slowest first)

# Data structure Ops/sec E2E(ns)

Absolute values are not the reproducible claim. Producer
latency may vary, and depends on core count, clock speed,
and how fast the workload generates events.


https://doi.org/10.5281/zenodo.23201428
https://doi.org/10.5281/zenodo.23201428
https://doi.org/10.5281/zenodo.23201428
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C Formal Model Primitives

This appendix defines the primitive objects on which the
formal model and proofs rest: event fields, the event struc-
ture and its restrictions, the standard axiomatic relations,
the generalized composition operator, and the definition of
programs and executions.

C.1 Linux Fence Types

Linux fences can have one of the following types. C’s se-
quentially consistent fences are classified as “mMB”, and C’s
other fences use release, acquire, and acquire-release fence
strengths.

FenceType = Wmb | Rmb | Mb | Barrier
| Reu-lock | Reu-unlock | Sync-reu
| Before-atomic | After-atomic

| After-spinlock | After-unlock-lock

C.2 Event Types

Event types include:

EventType = {R, W,RMW, F}

C.3 Language
Language = {C, Linux}

C.4 Strength

Strength = {RLX, REL, ACQ, AQRL, { FenceType}}
U {Lock-read, Lock-write, Unlock}

The lock strengths are Linux-only and follow the LKMM’s
event encoding: a spin_lock compiles to a lock-read/lock-
write pair, and a spin_unlock to an unlock write.

C.5 Event Structure
Events contain the following attributes:
thread : Z
thread_pos : Z
loc:Z
lang : Language
event_type : EventType
str : Strength

Event restrictions. There is no C write with strength Before
-atomic, for example. These restrictions match the existing
allowed event language, type, and strength combinations for
C and Linux.

Ve : Event, e.lang = C A e.event_type =W

= e.str € {RLX, REL, MB}
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Notably allowed is the LKMM’s MmB RMW but not C11’s
MB RMW, as the behavior of C11’s MB RMW is determined
by the pschb relation of the PSC axiom which has not been
formalized in this compound model.

C.6 Relations

See the relation composition section (§C.7) for definitions of
initial and terminal.

Internal.
int ={s =(s0,81,...,51) |
(Vi, s; : Event U Relation)
A initial(s).thread
= terminal(s).thread}
External.

+5n) |
(Vi, s; : Event U Relation)
A initial(s).thread

# terminal(s).thread}

ext = {s = (s, 51, . .

Program order (po).

po = {(eo, €1) | (eo, €1) € int
A eg.thread_pos < ey.thread_pos}

Communication relations. Communication relations are
given as part of an execution, with additional sanity checks
so that we can infer certain properties about communication
in proofs (e.g., a read only reads from a single write). There
is nothing inherent to an rf that says it must agree with po
order, which is why this is an axiom of the memory model
and not part of the definition of an rf.

Reads-from (rf). The last condition states a read reads from
a unique write.

rf C {(ep, e1) | (Vi, e; : Event)
A eg.event_type =W
A ej.event_type =R
A eg.loc = eq.loc
A ((eg, €1) € rf A (eg, 1) € rf
= ey=¢p)}
Coherence order (co). The last condition is transitivity.
co C {(eg,e1) | (Vi, e; : Event)
A eg.event_type =W
A ej.event_type =W
A ep.loc = ej.loc
A ((a,b) € co A (b,c) € co

= (a,c) € co)}
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From-read (fr).

fr={(ep, €1,...,en) | (Vi, ¢ : Event)
A 3j, 0<j<n,
(ej,...,e0) €rf,
(ej,...,ep) € co}
Overwrite.

overwrite = co U fr
Communication and extended communication.
.,en) | (eg,€1,...,en) € (rfUcoUfr)}

€Cco = COI’n+

com = {(eg, ey, . .

C.7 Relation Composition

In herd, the semicolon is used for relation composition (e.g.,
pposrfe is a ppo followed by an rfe) where the two relations
can overlap on a single event. We define composition such
that it also allows relations to overlap on an entire relation;
for example, an SC fence acting as both release and acquire
requires that it can be seen by both the release-acquire pat-
tern going to it and the release-acquire pattern going out of
it.

For composing a relation between events with a relation
between relations (i.e., fences), we need to be able to see if
the overlap is on the appropriate event in the fence. If the
fence is second in the composition, the relation must overlap
on either the entire fence or on the first event of the fence.
Similarly, if the fence is first, it must overlap on the entire
fence or on the last event of the fence. We generalize this
to relations that are compositions of relations themselves,
such as prop, by allowing the application of first and last
as many times as necessary, so long as at least one is ap-
plied once (otherwise any relation composes with itself since
first’((a, b)) = last"((a, b))).

For this reason, we define functions to reveal the first and
last events in a relation:

r ifr € Event
first(r) := )
ro ifr=_(ro,ry,....rm)
r if r € Event
last(r) = ]
rn ifr=(ro,ry,...,rn)

initial and terminal return the first or last event in a rela-
tion rather than potentially the first or last relation:

Lo r if r € Event
initial(r) := ]
initial(rg) ifr = (ro,r1,...,"n)
) r if r € Event
terminal(r) := ]
terminal(r,) ifr=(ro,ry,...,"m)
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Generalized composition. We say two sequences compose
when the first or last sequences agree at some level, more
formally:

composes(sy, sz) iff Am,n>0,m>0V n>0,
last™(s;) = first"(s;)  (13)
Where last™ indicates m applications of last, e.g. last*([A4, [B, C]]) =
last([B,C]) =C.

We then define the composition of generalized relations
(sets of sequences) as:

r15ry = {(s1,s2) € r1 X ry | composes(sy, sz2)} (14)

The original definition of relation composition, where
relations agree on a single event rather than an event or
relation, is defined as:

ri$ry = {(s1,82) € ri X ry | terminal(ry) = initial(r5)}
(15)
Acyclicity We define the transitive closure:
rt ={(s1,s2,...,8n) | (Vi <n,s; €r)A(Vi < n, composes(s;, si+1))}
From this we define acyclicity of r as the irreflexivity of
the transitive closure of r, i.e. A(s1, 52, ...,5,) € r¥,s1 = s,.

C.8 Programs and Executions

Program.

Program = {{eo, €1, ...} | Vi, e; : Event}

Execution.

Execution = {P : Program, C = {co,c1,... | ¢; € com}}

C.9 Notes
e A relation is in trivial if it contains a single event or
contains only relations that are trivial (i.e., is closed
under transitivity, so ((ep), (eq, €0)) is trivial):
A rn) |
de € Event, Vi < n,

ris(e) A (ri =eVr; € trivial)}

trivial = {r = (ro, r1, ..

o Arelationisinid ifit composes with itself; e.g., ((eo, €1),
(e, €9)) starts and ends with e:

id ={r | rer}

D Formal Model Relations

This appendix gives the complete formal definitions of all
compound model relations, corresponding to the informal
development in §4.
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D.1 Basic Relations

Release-acquire. A po-rel is a sequence of events such that
the first is po-before the last, the last event is a write, and
either the last event is a release or there exists a release fence
po-between the first and last events. The final two variants
allow for a second fence to exist between the first event and
the release write or release fence. This allows for an acquire
fence followed by a release write or release fence to be in
both po-rel and acq-po, thus allowing the ordering of acquire
and release fences that exists in C.

po-rel = {(eo, 1) | (eo, €1) € po

A ej.event_type # F A e.str > REL
A eg.event_type + F}

U {(eo, e1,€2) | (eo, e1) € po A (e1,€2) € po
A ej.event_type =F A ej.str > REL
A eg.event_type € {W,RMW}
A eg.event_type # F}

U {(eo, e1,€2) | (eg,€1) € poA (e1,e2) € po
A ej.event_type =F
A ey.event_type # F A ey.str > REL
A eg.event_type # F}

U {(eo, €1, €2, €3) |
(eo, €1) € po A (e1,€2) € po A (e, e3) € po

A ej.event_type =F A ey.event_type =F

>

e;.5ir > REL
es.event_type € {W,RMW}
eq.event_type #+ F} (16)

> >

The acq-po relation is defined similarly.
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acg-po = {(eo, €1) | (eo, €1) € po

A eg.event_type # F A eg.str > ACQ
A ej.event_type + F}

U {(eo, e1,€2) | (eo,€1) € po A (e1,€2) € po
A ej.event_type =F A ej.str > ACQ
A eg.event_type € {R,RMW}
A eg.event_type # F}

U {(eo, €1,€2) | (eo,€1) € po A (e, €2) € po
A eg.event_type # F A eg.str > ACQ
A ej.event_type=F
A ez.event_type # F}

U {(eo, €1, €2, €3) |
(e, e1) € po A (er,e2) € poA (ez,e3) € po
A ej.event_type =F A ej.str > ACQ
A eg.event_type € {R,RMW}
A ey.event_type=F
A es.event_type # F} (17)

Po-unlock-lock-po. Lock hand-off ordering is inherited
unchanged from the LKMM [2]:

po-unlock-lock-po = pog[ Unlock]s(po | rf)¢[ Lock-read]spo
Events program-order before an unlock are ordered against
events program-order after a subsequent lock-read—on the
same CPU via po, or across CPUs when the lock-read reads
from the unlock. Our preservation proofs cover the lock-free
fragment; lock orderings are exercised by the lock tests of
the Linux suite (§5.4), and we make no further formal claims
about locking.

Fences. The strong-fence relation includes all LKMM strong-
fence fence relations as previously defined, as well as C11’s
SC fence. This will also include the RMW tagged as MB, which
functions like a strong-fence (i.e. interacts with pb) despite
not explicitly being a fence itself.

rmb = {(eo, €1, €2) |
(eo, €1) € po A (e1,e2) € po
A eg.event_type = R A ej.event_type = F
A ez.event_type = R A eq.str = Rmb} (18)

wmb = {(eo, 1, €2) |
(eo, €1) € po A (e1,e2) € po
A eg.event_type =W A ej.event_type=F
A ez.event_type =W A ey.str = Wmb} (19)
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mb = {(eo, e1, €2) |
(e, e1) € po A (e1,e2) € po
A eg.event_type # F A er.event_type = F
A ez.event_type # F A ej.str = MB}
U {(eo. e1) | (eo, 1) € po
A eg.event_type # F
A ej.event_type = R A e;.str = MB}
U {(eo,e1) | (eo,e1) € po
A eg.event_type =W A ey.str = MB
A ej.event_type # F}
U {(eo, e1,€2) |
(eo, €1) € po A (e, €2) € po
A eg.event_type # F A ej.event_type = F
A ey.event_type = RMW
A ey.str = Before_atomic}
U {(eo, €1, €2, €3) |
(e, e1) € po A (er,e2) € poA (ez,e3) € po
A eg.event_type # F A ej.event_type = F
A ey.event_type = RMW
A es.event_type # F
A ey.str = Before_atomic}
U {(eo, €1, €2) |
(ep,€1) € poA (e1,e2) € po
A eg.event_type = RMW A eq.event_type = F
A ey.event_type # F
A ey.str = After_atomic}
U {(eo, €1, €2, €3) |
(eo,€1) € po A (e1,e2) € poA (e, e3) € po
A eg.event_type # F
A ej.event_type = RMW
A ey.event_type = F A e3.event_type # F
A ey.str = After_atomic} (20)

strong-fence = mb (21)

C adds a single “weak” fence (aQrr), which is like an SC
fence but does not interact with pb / PSC.

D.2 Fundamental Coherence Ordering
Sequential consistency per variable.
PO = {(€0, 1) | (€0, €1) € po A eg.loc = e;.loc}

per-loc-SC := acyclic(po_;,. U com)

=loc

Atomic read-modify-write. In the LKMM this is defined
by saying the set of relations that are both rmw and (fregcoe)
is empty.
Ve : Event, e.event_type = RMW
= Ae’ : Event, (e,€’) € (fr Next)
A (€',e) € (conext)
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D.3 Instruction Execution Ordering

Preserved program order (ppo). The ppos of the com-
pound model are the LKMM ppos, interpreted under the
new generalized relation composition, plus the C additions
made to acq-po, po-rel, and fences.

Propagation: ordering from release operations and
strong fences. Similar to Linux, this is defined as overwriten
ext, followed by cumulative fences (e.g., release or stronger),
followed by a terminal rfe. For C, this is modified such that
any rfe that takes place inside of the relation are release-
acquire as far as C is concerned. Each cumulative fence
allows a preceding rfe after the initial overwrite, exclud-
ing po-unlock-lock-po. This is true even for wmb, because
[A]soverwrites[ B]srfes[Clewmbg[D] implies C is a RMW
and thus [A]goverwrites[C].

prop = {(so, $1,52) | so € (overwrite N ext)’
A s1 € cumul-fences A s, € st’

A composes(sg, s;) A composes(si, $2)}
(22)

Cumulative fences are defined to include the preceding rfe
(when allowed by Linux), as well as the rmw-sequence that
can follow any cumul-fence; however, this rmw-sequence
has been shifted to the beginning of a cumul-fence as well
as included in the final st which replaces the final rfe.

Fences that allow a preceding rfe use st at their start;
fences that do not use inter-startsrmw-sequencesinter-end
to avoid the rfe; and wmb is further restricted to not allow
acquire fences in inter-end.

cumul-fence = {(sp,s1) | so € st A s; € strong-fence U po-rel
A composes(sg, 1) }
U{(s0,s1) | so € (inter-start, rmw-sequence, inter-end)
A s1 € po-unlock-lock-po
A composes(so, $1) }
U{(s0,51) | so € (inter-start, rmw-sequence,
(inter-end \ acq-po) A s; € wmb)
A composes (s, S1) } (23)
Here it is defined to be weak enough to admit any ob-
servable behavior, and could potentially be strengthened,
for example depending on how a wmb interacts with a non-
volatile write in terms of cumulativity (i.e. adding wmb to
inter-start).

cumul-fences = (rfeg(cumul-fence \ po-unlock-lock-po)
| po-unlock-lock-po)’scumul-fence* (24)
Synchronize threads (st). This is how we define inter-

thread synchronization patterns, where Linux uses writes
and reads but C uses releases and acquires.



ASPLOS 27, April 11-15, 2027, Heraklion, Greece

Mhig:i()eliy Section 5 Direction Appendix E
¢ (p ri‘;?rer:iiit}on) - §E.1.1
© | o Eotenc) | Compoumito) |12
¢ (h bTI?:Sir\Zﬁleice) (c toRCe;),g;S)f)und) §E.1.4
c fperioe 50 : SE.15
¢ (PbTél:l?ir\’ezﬁ;l}lce) Both §E.1.6
LM | lence) | -
LEMM (p t;rl?:;lc;ir\irirllei’ce) Both §E.2.2
Irltzrbcihhexge- Theorem 3 _ §E.3

Table 8. Correspondence between Section 5 theorems and Appen-
dix E proofs.

inter-start = {(e) | e € Event U Relation
A (e.lang = Linux V e.str > REL
V e € po-rel U strong-fence U weak-fence)}
(25)
inter-end = {(e) | e € Event U Relation
A (e.lang = Linux V e.str > ACQ
V e € acq-po U strong-fence U weak-fence) }
(26)

rmw-sequence = (rfsrmw)* (27)

st = {(eo, €1, e2) | (Vi, e; € Event U Relation)
A eg € inter-start A ey € inter-end
A e € (rfe U (rmw-sequencesrf’))}

(28)

Happens before. Similar to Linux, we take the transitive
closure of ppo, st (in place of rfe), and (prop \ trivial) N int.

hb = (ppo U st U ((prop \ trivial) Nint))
acyclic(hb)
D.4 Write and Fence Propagation Ordering
Propagation: each non-rf link needs a strong fence.
pb = propgstrong-fenceshb*
acyclic(pb)
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E Proofs

Appendix C defines the primitive objects—events, relations,
and generalized composition—that the model and proofs
depend on. Appendix D gives the complete formal definitions
of all compound model relations, corresponding to §4.

The following sections contain proofs for: C-compound
model equivalence, LKMM-compound model equivalence,
and interchangeability.

Table 8 maps each claim in §5 to its full proof below.

E.1 Equivalence of C and the Compound Model.

The following proofs correspond with Section 5 Theorem 1.

There are two parts to proving that the compound model
is no stronger than C: any po edge is already ordered by C, so
there is nothing to show here, but what we need to show is
that any interaction between threads is either release-acquire
(or stronger) or eco, and that there is only a single eco edge
in any happens-before cycle.

More specifically, given that the compound happens-before
axiom is defined as the acyclicity of three relations (ppo, st,
(prop\ trivial) Nint), we need to show that: ppo is either part

of C’s sb or sw (and it is, since every ppo is a po edge = sb
edge); st is part of sb or sw (and for C it is release-acquire

or stronger, so it is a subset of sw since sw allows release-
acquire synchronization to be internal to a thread compared
to st’s explicitly external release-acquire); and prop is the
special case that uses eco so we show prop is only used once
in a cycle (thus only one eco appears) and prop is a subset
of ecog(sb U sw)*. Notably only a subset thanks to internal
eco and internal synchronizations allowed in C.

Lemma E.1 shows that only a single eco edge is ever used
in a disallowed compound happens-before cycle comprised
of only C operations by showing that any cycle of C op-
erations disallowed by the compound happens-before that
uses multiple prop edges (and thus multiple eco edges) either
implies the existence of another compound happens-before
cycle that uses only a single prop edge or that the execution
is disallowed by per-location-SC. In this way, the execution
would have been disallowed by a valid C happens-before
cycle anyway.

E.1.1 C Preservation: Prop Reduction. The following is
a helper Lemma that is used in the forward direction proof of
the equivalence of the compound model and the C memory
model.

Lemma E.1. The compound happens-before on a C program
does not disallow cycles with multiple prop edges (and thus
loops with multiple eco edges) unless the execution is already
disallowed by a happens-before cycle with at most one prop
edge or is disallowed by per-location-SC. This corresponds
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with Section 5 Lemma 5.1.
VE = (P, C) : Execution,
(Ya € P, a.lang = C)
= ((3r; P
r=(ro,...,Tn =ry) € hb")
= (3s; CP,s=(Sp,...,8m =$0),
((s € hb*
A ((Vj, 0<j<m,

sj € (ppo Ust))
v 3y, 0<j<m
sj & (ppo Ust))))
Vs € (po_jy. Ucom)™)))

In words, the theorem says: given an execution, if the
program contains only C operations, then if there exists
a compound happens-before cycle in the execution, there
must exist a cycle in the execution with one of the following
properties: it is a happens-before cycle with at most one prop
edge, or it is a per-loc-SC cycle. We write it as the s; not in
ppo U st because we want to limit s; to prop relations that
are not also ppo or st (since po-rel is in both ppo and prop,
for example).

Proof overview.

If there is already one or fewer prop in the cycle, we are
done.

Assume there are two or more prop edges. Any prop edge
that does not begin with an eco edge is equivalent to a se-
quence of ppo and st and can immediately be simplified to a
cycle with one fewer prop edges, so assume all prop edges
begin with eco (implicitly by removing all non-eco-starting
prop edges).

Consider one of the prop edges: either it starts po-after it
ends, it starts on the same event on which it ends, or it starts
po-before it ends.

If it starts po-after it ends, we can show that this prop
alone is enough to cause a disallowed cycle: either the prop
edge is only the eco, in which case we have a per-loc-SC
cycle, or it uses cumul-fence or a terminal st to an acquire or
stronger in the case of C, in either case we have an acquire
or stronger on the initial thread, closing the cycle.

If it starts on the same event as it ends, this is already
an hb cycle and alone is sufficient to disallow the behavior,
regardless of other prop edges.

At this point, we know that all prop edges must end po-
after they start. Informally, in C this is equivalent to a po edge
and will inevitably be ordered by a later release or earlier
acquire. Formally, if it starts po-before it ends, knowing that
all prop edges must end po-after they start or a smaller cycle
would disallow the execution already, if the program were
single-threaded the thread position of the terminal event
would be strictly greater than the thread position of the
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initial event, and thus it would not be a cycle. Therefore
there must be communication to another thread that doesn’t
use prop, and thus the thread has a release and all prop edges
can be ignored in favor of release ordering.

Proof. Given an execution E = (P, C), suppose there exists
a cycle (rg,...,r,) € hb* such that each r; is a relation
between events in P. If there exist at most one i such that
0<i<n ri¢ (ppoUst),ie,r; isthe only such relation
in the cycle that is not in ppo or st (and hence is only in
((prop \ trivial) N int)), then this cycle only contains one
prop edge already so sets; =r; forall j € {0,...,n}.

Otherwise, there are at least two distinct relations r; # r;
such that neither is in ppo U st and thus both are ((prop \
trivial) Nint) relations. Without loss of generality, assume r;
does not start with eco. In terms of the definition of the prop
relation, this means for r; = (ryo, i1, i) We have ryy € trivial.
In this case, r; € (ppo U st)*, since r;; € cumul-fences €
(ppo U st)* and r;; € st’, contradicting the assumption r; ¢
ppo U st. Therefore each r; must have a nontrivial r;p €
(overwrite N ext)”.

Now on r; there are three cases, considering that the prop
relation must start and end in the same thread: it starts po-
after it ends, it starts po-before it ends, or it starts and ends
on the same event or relation, determined by the thread
positions of the initial and terminal events in the relation.

Case 1: If the prop relation starts po-after it ends, this prop
relation alone is sufficient to disallow the execution. If it is
only eco, this is a per-loc-SC cycle: let sy be the eco relation
(= prop relation) and s; be the po relation between the end
and start of the eco relation. If it ends with a cumul-fence, let
so be the prop edge minus any terminal cumulative fences on
the initial thread, so that it ends with eco or st. eco implies
a per-loc-SC cycle, and the st provides acquire-po ordering
or stronger, so we set s; to be the ordering guaranteed by
the terminal st, whether that is an acq-po or strong-fence. If
it ends with st, this is the same case as before but without
needing to remove any cumulative fences.

Case 2: If the prop relation ends on the same event or re-
lation it begins with, then this too is sufficient to disallow
the execution on its own. Set sy to be the prop edge. This
composes with itself, forming a cycle of a single prop edge.

Case 3: Since ending po-after or on the same event/rela-
tion would already disallow the execution, each prop rela-
tion must start po-before it ends. In this case, a sequence
of relations comprised of prop and ppo would only serve
to increase the thread position of each subsequent relation.
Eventually, in order to form a cycle, there must be an st re-
lation (since this is the only remaining relation allowed by
happens-before), resulting in a release or stronger on the
thread, so the prop relations can be reduced to a po-rel rela-
tion or a fence relation. Then the cycle can be reduced to ppo



ASPLOS 27, April 11-15, 2027, Heraklion, Greece

and st relations, using no prop edge: replace the ordering
from the initial event of the first prop edge in the thread
to a po-rel from that event to the release (e.g., for ry a prop
relation ((eg, e1), (...), (...)) and r; an st relation (e,, e,+1)
on the same thread, the ordering simplifies to (e, e,) is a
po-rel and (e, en+1) is an st as before). m]

E.1.2 C Preservation: Compound HB Implies C Co-
herence. This section proves the forward direction for the
equivalence of the compound and C memory models hb
axioms. Theorem E.1 doesn’t completely justify that a com-
pound hb cycle on a C program is disallowed by the C hb as
well. What remains is showing that, given that we have at
most one prop edge (and thus at most one eco), everything
else is in (po U sw)*, including whatever remains in prop
after the eco has occurred.

Theorem E.2. Any cycle disallowed by the compound happens-

before on a C program is disallowed by C’s coherence axiom.
This corresponds with Section 5 Theorem 1.

VE = (P, C) : Execution,
(Ya € P, a.lang =C)

= ((Erl- Cc P,
r=(ro,...,rn =r9) € hb")
= (3Is; C P,
s =1(Sg,...,Sm =So)

€ ((pou st)+3eco?)))

Proof. Note that st is strictly weaker than C’s release-acquire
requirements: st is between two distinct threads if there
are no RMWs, while C allows release-acquire on a single
thread. For this proof we only need to show that C is stronger
than the compound model on C programs, and for this pur-
pose showing that compound happens-before cycles are no
stronger than ((po U st)*seco’) implies that it is no stronger
than C’s coherence axiom either: ((po U st)*seco’) might
allow more behavior than C’s coherence axiom, but if it is dis-
allowed by ((po U st)*seco’) then it is definitely disallowed
by C’s coherence axiom.

First, consider cycles in hb* that don’t contain a prop
relation, i.e., only contain ppo and st. We show that this cycle
is a subset of ((poUst)*seco’): ppo is a subset of po, and st is
a subset of st, so (ppoUst)™ C (poUst)™ c ((poUst)Tseco?).
Thus Vi, s; = r; suffices.

Now consider a cycle that does involve a prop relation. By
Theorem E.1, we have at most one such prop relation. All
other relations in the hb cycle are ppo or st and thus a subset
of (po U st)*, so if we show prop is a subset of eco’s(po U
st)*, we can finish the proof after some transformations,
considering prop is being used in the context of a cycle and
thus we can “rotate” certain relations from the start of the

cycle to the end. )
prop is defined as {(rg,r1,72) | ro € (overwrite Next)” A

r1 € cumul-fences A r, € st’}, so ry is either empty or a
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subset of eco. r; is a subset of rfeg(st’sppo)*, which is a
subset of rfes(po U st)*, and thus is either empty or a subset
of rfeg(po U st)*. Similarly, r; is either empty or a subset of
st. Thus, in its entirety, prop is either empty or a subset of
(eco’3(po U st)*).

Call the three relations used in the single prop edge al-
lowed in the hb cycle ay, a1, and a,, and the optional (and thus
potentially trivial) rfe at the start of the cumulative fences
aip followed by the remainder of the cumulative fences ay ;.
By extracting these three relations from prop, we now have
acycle

(7’0, -5 Ti1, 40, 41,0, A1,1, A2, Vit 15 - -+ T’n)
c ((po Ust)*seco’s(po U st)™).
We can “rotate” this cycle to the following:

(al,l,az, e Vit oo s ns 105 - - 45 Fie1, Aoy 01,1)

c (poUst)*seco’

which is a cycle disallowed by C’s coherence axiom since it
is in the format (ppo U st)*seco’ now that ag, ai € eco is at
the end.

Thus all compound happens-before cycles on C programs
are disallowed by the C memory model. O

E.1.3 SW-ST Equivalence. Now we need to justify the
replacement of C’s sw with our st, since for proofs in the
other direction this simplification is too weak.

Lemma E.3. Any relation in sw that is not in st is either a
po relation or implies the existence of a per-loc-SC cycle.

reswArg¢st = repoVIse (po, Ucom)', seid

This is useful because if the sw relation is po, it matters
not if we call it sw or po, so we call it po. If it implies a cycle
in per-loc-SC, this cycle alone disallows the execution in
both C and the compound model, so we don’t have to care
about any happens-before cycles that contain such an sw
relation. Thus all that remain are sw edges that are also st
edges, so we replace sw with st.

Proof. The outline is as follows:

If the release is po-before the acquire, it is equivalent
to a po edge. Any happens-before cycle using it remains a
cycle regardless of if we call this edge sw or po, and thus
we opt to call it po. If the release is po-after the acquire,
then these two operations themselves form a cycle in C, one
which is disallowed by the compound model’s per-loc-SC
as well (this also holds when the acquire and release are
the same event and thus not po-before or after each other,
i.e., if a RMW that is acquire and release reads from itself).
Thus any release-acquire in one thread can be ignored. The
same holds for release and acquire fences, as well as SC
fences. Inserting RMW chains in between does not change
this; all that matters is that there is some communication
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edge between the release and acquire that are in the same
thread. O

E.1.4 CPreservation: C Coherence Implies Compound
HB. This section proves the reverse direction for the equiv-
alence of the compound and C memory models hb axioms.

Theorem E.4. Any execution disallowed by C’s coherence
axiom on a C program is disallowed by the compound happens-
before or per-loc-SC. This corresponds with Section 5 Theo-
rem 1.

VE = (P,C) : Execution,
(Ya € P, a.lang =C)
= (3 cp,

r=(ro,...,rn =ro)
€ ((pouy st)*seco?))

= (ds; C P, s = (s, .
(s € hb*
Vs € (po_jy. Ucom)™)))

"’sm zso)’

Proof. First, consider cycles without eco relations. These cy-
cles are comprised entirely of po and st edges. If it were only
po edges, the thread position would be strictly increasing
and thus there could be no cycle: the thread position of the
final event in a cycle is the same as the thread position of
the initial event. Starting on thread 0, there must be an st
edge that either starts or ends on this thread, and thus it
starts with an acquire or stronger, or ends with a release or
stronger. Using the definitions, replace po with acq-po or
po-rel, thus turning (po U st)* into (ppo U st)* c hb*.

Now consider a cycle with an eco relation. If the cycle is
only a single eco relation, then this is disallowed by per-loc-
SC. If it is only po relations followed by a single eco relation,
this too is disallowed by per-loc-SC. The final case is a cycle
with eco and any number of po and st edges, where there is
at least one st edge. We will build a prop relation, starting at
this eco edge.

The eco edge is either followed by any number of po (in-
cluding 0), but there eventually must be an st edge, otherwise
the cycle is only eco and po which has already been covered.
This st contains our first cumulative fence, and thus the
start of prop’s r;. Now it continues (po U st)*, and these
are equivalent to cumulative fences, since cumul-fence in-
cludes all releases or fences at least as strong as releases. Note
that pogcumul-fence does need to be simplified: for example,
(eg)spos(er)spo-rel is equivalent to a single po-rel that starts
at the first event ej rather than at e;. Lastly, to return to the
initial thread, we have an st, potentially followed by a po
to get to the initial event. If there is no po, then the cycle is
complete: the prop edge ends on the same event it started
on, and is thus a compound happens-before cycle. If there
is a po edge, we end our prop edge before the po, so that
the last relation in the prop relation is the st to the original
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thread, and this st is our r, of the prop edge. Then, since st
ends in acquire or stronger, this completes the compound
happens-before cycle with an acq-po or strong-fence. O

E.1.5 Per-Location SC vs. C Coherence. Next, we show
that cycles in the per-loc-SC axiom are disallowed by C’s
coherence axiom or by definition.

Theorem E.5. Any execution disallowed by the per-loc-SC
axiom is disallowed by C’s coherence axiom or by definition
of coherence order. The final condition implies that a write
is co-ordered before itself in the execution, implying that the
co order is ill-formed and thus the execution is disallowed.
This corresponds with Section 5 Theorem 1.

VE = (P, C) : Execution,
(Ya € P, a.lang =C)
= (@r; c P,

r=(ro,....ta = o) € (po_. Ucom)™)

= (ds; C P,
$ = (Sor--.»Sm = S0) € ((po Ust)*zeco’))
V (3w € P, (w,w) € co))

Proof. First, rewrite the per-loc-SC cycle by replacing each
PO, €dge with its corresponding communication relation
if it contains a write. If both are reads, then shorten the loop
by removing all po_,. edges following the initial read that
do not contain a write, then replacing the next relation in the
cycle with a fr relation from the initial read to the next write.
This can be done since a write that overwrites the initial read
must exist: if no such write exists, the cycle would consist of
only reads, implying there is no per-loc-SC cycle.

Either the resulting cycle contains a po_,, relation or it
does not. Suppose it does contain a po_; . relation. Choose
one such po_,. edge (r;, ri4+1). The remaining relations in the
cycle are communication relations, and thus in eco = com*;
thus the cycle is in (po U st)*seco’.

If no po_,, relation remains, then all reads can be removed
from the cycle: every read must be part of two communica-
tion relations, one rf that ends in the read and one fr that
starts with the read, as no read-to-read po_, . relations re-
main in the cycle. Shorten the cycle by replacing all reads
r; which are part of relations (r;_1,r;) € rf and (rj, riyq) € fr
with (r;_1,ri+1) € co. This implies a cycle consisting of only
writes in co order, which implies for any write in that cycle it
is co-before itself, violating the transitivity of the definition
of co. O

E.1.6 C PSC Equivalence. With the equivalence of the
compound happens-before on single-language programs
proven, we move to the propagates-before relation and its
equivalence with Linux’s propagates-before and C’s PSCF
relations. Notably, since C’s SC accesses are not included in
the model, we specifically compare propagates-before with
C’s PSCF relation and not PSCB or PSC = PSCF U PSCB.
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This theorem proves the reverse direction for the equiva-
lence of the compound and C memory models SC axioms.

Theorem E.6. For all C programs such that there exists a cy-
cle in PSCF, there exists a cycle in the compound propagates-
before (pb). This corresponds with Section 5 Theorem 1.

Recall that C’s happens-before (written here as hb¢) is
(po U sw)*, and sw can be replaced with st by Lemma E.3
since any non-st sw disallows the execution regardless of
other operations or cycles in the execution.

VE = (P,C) : Execution,
(Va € P, a.lang =C)

= ((3r = (ro,..
(strong-fences(hbe U (hbegecoghbe)

tn :rO) €

$ strong-fence)*))

= (Is = (50, -, 5m =%0)))

Proof. Firstly, we must prove that we can replace fences in
C’s PSCF with fence relations in the compound model. To
do so, we recognize that for any fence to be part of a cy-
cle, it must have another event po-before it and po-after
it, although these events may be used as part of an sw re-
lation rather than a po relation explicitly. A fence cannot
be part of an eco relation since there can be no communi-
cation relation with a fence, so the only relation that can
precede a fence is either po, implying an event po-before
the fence, or st, also implying the same. We take this event,
and the event that must follow the fence by the same rea-
soning, and create a fence relation using these events. Then,
any following po or st relation can overlap on the entirety
of the fence relation rather than the fence alone. For ex-
ample, (A)spos(F)spos(W)srfs(Acq), a sequence of events
related by po followed by an sw. The fence relation relates
G = (A, F, W), and the po and st relations compensate by
overlapping on the entire relation rather than only the fence:
po is now (A, G) and st is (G, Acq).

By Lemma E.16, we can replace the hbesecoghbe in each
r; with hb*sprop.

Now we rewrite the sequence of n PSCF relations {r; =
(Fishbsprop;sFisq)} into a sequence of pb relations:

Vi #n, s; = prop;sFirichbl,; and s, = prop,sFishb]

Because each r; and ;1 overlap on their fence relation F;.q
when i # n, and when i = n we know that the last PSCF
relation r,, composes with r; via the fence Fy, the relations
in each s; compose appropriately and s,, = sy. We also know
that these are pb edges by definition, and that s, composes
with s; because hb] composes with prop; in ry; this is a cycle
in pb*.

Thus for any C program execution such that there exists a
cycle in C’s PSCF, we can construct a cycle in the compound
model’s pb. O
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This theorem proves the forwards direction for the equiv-
alence of the compound and C memory models SC axioms.

Theorem E.7. For all C programs such that there exists a
cycle in pb, there exists a cycle in PSCF. This corresponds
with Section 5 Theorem 1.

VE = (P,C) : Execution,
(Ya € P, a.lang = C)

= ((3r=(ro,...,rn=r9) € pb*)

= (ds =(s0,...,Sm =$9) €
([F U SC]g(th U (hbc;eco;hbc))
s [FUSC)™))

Proof. The construction of the PSCF cycle from a pb cycle is
similar to that of the previous theorem, but in reverse.

Given a pb cycle (ro,r1,...,1,), where each r; is of the
form prop;jstrong-fence;shb}, we define for all i # 0:

s; = strong-fence;_;3hb}_, ¢prop;sstrong-fence;
and for i = 0:
so = strong-fence,_15hb},_;spropesstrong-fenceg
= strong-fence,_13hb},_, sprop,strong-fence,
=rp.

prop being a subset of eco’3(ppo Ust)* = eco?;hb?c, and hb*
being a subset of hb?c, this is equivalent to st rong—fenceshb?cg
eco?;hb?c;fstrong—fence. However, we need it in the form
Fs(hbe U hbesecoshbe)sF. Strong-fence relations imply an
event po-after the fence, so strong—fence;hb?cseco?;hb?C;

strong-fence is equivalent to hbesFshbeseco’shbesFshbe. In
the case that there is no eco relation, the two hb¢ relations
are equivalent to one hbc relation since hb¢ is closed under
transitivity. If there is an eco relation, then this falls under
the (hbcsecoshbe) case. The initial and terminal hbe rela-
tions will be part of preceding and following PSCF relations,
so we truncate these from each relation r;. Each r; still com-
poses with the preceding and following r;_; and r;4; since
they overlap on the fences F;_; and F; respectively. Thus we
have constructed (s, . . .,s,) € PSCF, a cycle disallowed by
PSCF. O

E.2 Equivalence of the LKMM and the Compound
Model.

E.2.1 LKMM Preservation. The following proofs corre-
spond with Section 5 Theorem 2.

The Linux proofs are mostly definitional.
The only “tricky” part is trivial prop vs. non-id prop.
This theorem proves the reverse direction for the equiv-
alence of the compound and Linux kernel memory models
hb axioms.
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Theorem E.8. Any execution disallowed by the LKMM’s
happens-before axiom on a Linux program is disallowed by
the compound happens-before axiom. This corresponds with
Section 5 Theorem 2.
VE = (P,C) : Execution,
(Ya € P, a.lang = Linux)

= (3 cp,
r=(ro,...,rn =r9) € LKMM hb*)
— dJs; C P,
s =(S0,..,5m = So) € hb*)

Proof. LKMM ppo C compound ppo; LKMM rfe C com-
pound st; LKMM (prop \ id) N int € compound (prop \
trivial) N int. O

This theorem proves the forward direction for the equiv-
alence of the compound and Linux kernel memory models
hb axioms.

Theorem E.9. Any execution disallowed by the compound
happens-before axiom on a Linux program is disallowed by
the Linux happens-before or Linux per-loc-SC axioms. This
corresponds with Section 5 Theorem 2.

VE = (P, C) : Execution,
(VYa € P, a.lang = Linux)

= ((3r; P
r=(ro,...,rn = o) € hb*)
= (ds; CP,s =(80,...,5m = $0),
(s € hb*

Vs € (po_j,. Ucom)™)))

Proof. The compound ppo restricted to Linux is a subset of
the LKMM ppo (in fact the two are equal by definition, but
subset is sufficient here).

The st relation restricted to Linux C (ppo U rfe)*: without
RMWs in between, st is either rfe, release-acquire (a sub-
set of rfe), or fence synchronization, which is a subset of
pposrfesppo. When considering the allowed RMWs in be-
tween the start and end of st, if they are external then it is a
chain of rfe; if they are internal then one of the Linux ppos
captures that behavior: (overwrite N int) or depsrfi.

Compound (prop \ trivial) N int: trivial is only relevant
when the prop cycle is id; otherwise trivial and non-id are
the same. If there is no eco start to the prop, this is ppo + st.
If there is an eco edge, there are three cases:

Case 1: prop is only eco = per-loc-SC cycle, which both
models would disallow.

Case 2: prop ends in cumul-fence = there exists a smaller
prop edge that is not id: if eco goes directly back to the origi-
nal thread, then there is a per-loc-SC cycle again. Otherwise,
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to get back to the original thread there must be an rfe, so
stop the cycle there (i.e., set r, to be this rfe) and the last
cumul-fence is a ppo.

Case 3: prop ends in rfe = the eco edge is “longer”™
start eco at the start of the rfe (since this is still part of the
communication chain), then check what case we are in again.
Eventually, this is Case 2 unless the cycle is only RMWs
reading each other, which is a per-loc-SC cycle (i.e., Case 1)
which would already be disallowed. O

E.2.2 Linux PB Equivalence. This theorem proves the
reverse direction for the equivalence of the compound and
Linux kernel memory models pb axioms.

Theorem E.10. For all Linux programs such that there exists
a cycle in Linux’s pb, there exists a cycle in the compound
pb. This corresponds with Section 5 Theorem 2.

VE = (P,C) : Execution,
(Ya € P, a.lang = Linux)
= ((3r=(ro,....1n=r9)
€ (Linux pb)*)
- Sm = So) € pb*))

Proof. Given (ro,r1,...,1 =T9), sets; = r; for all i. This is a
valid compound pb cycle because Linux prop is a subset of
compound prop, Linux strong-fence is a subset of compound
strong-fence, and Linux hb is a subset of compound hb. In
addition, the composition of relations in the LKMM is based
on overlap of a single event, which is also allowed by the
compound model (apply first and last “maximally”); thus any
Linux pb edge is a valid compound pb edge. O

= (ds = (s, ..

This theorem proves the forwards direction for the equiv-
alence of the compound and Linux kernel memory models
pb axioms.

Theorem E.11. For all Linux programs such that there exists
a cycle in compound pb, there exists a cycle in Linux’s pb.
This corresponds with Section 5 Theorem 2.

VE = (P, C) : Execution,
(Ya € P, a.lang = Linux)

= ((3r=(ro,...,rn =19) € pb*)

= (s = (80, .,Sm = o)

€ (Linux pb)*))

Proof. For each prop edge r;, we will modify this edge into
a valid Linux prop edge s;, where the only concern is that a
Linux prop uses rfe instead of st in its cumulative fences. An
st can be an rfe, which is valid for Linux cumulative fences, or
it can contain any number of (rfsrmw) in between the write
and read. In this case, the sequence of read-modify-writes is
appended to the previous cumulative fence as Linux’s “rmw-
sequence”, and the final rf to the read is the rfe if it is external,
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or can be “forgotten” if it is internal since this means the last
RMW is in the same thread as the next cumulative fence or
the following strong-fence and thus is ordered by the fence
(e.g., po-rel or mb) (Lemma E.14).

Then the strong-fence relation is the same between both
Linux and the compound model (when restricted to Linux
operations).

For any happens-before sequence in the compound model,
it can be replaced by a sequence of ppo, rfe, and prop: ppo is
identical, st is a subset of (ppo U rfe)*, and prop can be re-
placed by a Linux prop relation that starts and ends with the
same event as the compound prop relation, or the compound
prop relation is in id and the execution is already disallowed
by both the compound model and Linux as a consequence
of happens-before equivalence.

Thus any compound pb cycle implies the existence of a
Linux pb cycle on that execution. O

E.3 Interchangeability
The following proof corresponds with Section 5 Theorem 3.

Theorem E.12. Interchangeability: C and Linux acquires,
releases, and SC fence equivalents possess the same order-
ing and synchronization guarantees. This corresponds with
Section 5 Theorem 3.

Proof. In the axiom definitions of hb, pb, and rb, there is no
distinguishing between Linux and C releases, for example.
The po-rel relation uses either Linux release or C release.
Therefore, in any program that contains a cycle using a Linux
release, replacing it with a C release would maintain that
same cycle. If the program did not contain a cycle using
a C release, replacing any C release with a Linux release
would also contain no cycle using that release since if it
did, replacing that Linux release with a C release would
create a cycle using a C release. Therefore the existence or
nonexistence of a cycle does not depend on whether a Linux
release or C release is used.

The same reasoning holds for acquires and strong-fence
relations. O

E.4 Supporting Lemmas

Lemma E.13. An eco edge is equivalent to an optional
overwrite and rf:

((ep, €1), ..., (en—1,€n)) € eco
= 3i, ((eo, &), (ei, en)) € (overwrite’srf’)

Proof. First, we can simplify eco edges that contain reads
that are not ey or e,: Wirf3R3frsW implies an overwrite from
the first write to the second. If this were not the case, it would
violate the guarantee that writes form a total order on each
location: fr implies that the second W is coherence-order
after the first since the read reads from the first write. For

this reason, we can ignore any non-initial or terminal reads: a
read must either start/end the eco relation, or be surrounded

by two writes since there is no read-to-read relation.
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Now consider what cases exist for eco edges. They can
start with a read or write and end with a read or write.

1. R to R: For this to be in eco, there must be at least
one write in between the reads that modifies the value
before it is read by the second read, since there is no
relation in eco that relates a read to a read directly.
Choose the last such write, based on coherence order
which guarantees all writes to a single location are
totally ordered, as e;. (e, €;) is then fr and (e;, e,) is rf.

2. R to W: Either the write directly overwrites the read,
an fr being an overwrite so choose e; = e,, or there are
other writes in between so it is rf3co™ which is also an
fr by definition; choose ¢; = ep,.

3. W to R: Either an rf, choose e; = ¢, or there are other
writes between the W and R so choose the last such
write based on coherence order as e;.

4. W to W: co™. Choose ¢; = e,,.

]

Lemma E.14. A po followed by a po-rel or strong-fence is
equivalent to a (new) po-rel or strong-fence.

pogpo-rel C po-rel

pogstrong-fence C strong-fence

Proof. First consider po-rel. A po-rel is defined as begin-
ning with a po relation, and since po is transitive we take
[A]spospos[B] to be another, “longer” po relation from A to
B, ie., [A]spos[B].

Similarly, for a strong-fence, since it too begins with a po
edge we can combine this with the prior po edge to form a
new strong-fence relation. For example, [A]spo3[B]s
strong-fence[C] becomes [A]sstrong-fences[C]. O

Lemma E.15. For a C execution that contains a cycle in
hbeseco’, every thread that does not only contain events in
the eco relation must have a release or acquire, and thus its
events are ordered by po-rel or acq-po; otherwise there is a
cycle in one address (per-loc-SC).

VE = (P, C) : Execution,
r=(ro,r,...r =ry) € hb*;eco’,

(rs,...r1) € eco’

Vi,i<sVi>t,

3j,r;.thread = r;.thread

A (rj.strength > release A r;.position > r;.position)

V (rj.strength > acquire A r;.position < r;.position))

V (3s = (ritsriz -« - Tim = ri1) € (po_ye U com)™)
Proof. First, consider threads in the cycle that do not contain
any events that are in the eco relation. For these threads, the

only relations that the events they contain can be part of are
po or sw. If they are only po, there can be no cycle, since with
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only po edges there can be no inter-thread interaction and on
the single thread the thread position is a strictly increasing
monovariant: the end of the sequence of po relations will
have a different thread position than the start, implying that
they are not the same event.

Therefore there must be some other relation that at least
one event on the thread is part of in the cycle, but by assump-
tion this is not eco and must be sw. This implies there is an
acquire or a release on the thread, but we need to ensure
that this release or acquire is the po-last event or first event
respectively, or if it is a fence that the corresponding write
for a release fence is the last event or the read for an acquire
fence is the first event.

Suppose the (program order) first event in the thread is
not part of an sw relation. Then the only relation it can be in
is po, but this is a contradiction: if it is only in po relations
then the prior relation in the cycle must also be po, implying
there is another event po-before the first event in the thread,
contradicting it being po-first in the thread. Thus it must be
part of an sw relation, and since it is first in the thread the
previous relation must be an sw and thus the first event is
an acquire (or the read for an acquire fence or stronger). A
similar argument holds for the last event being a release or
the write of a release fence or stronger.

Now consider a thread that does contain events that are
part of the eco relation, but not only events in the eco relation.
Either there is a per-loc-SC cycle or for this thread we can
guarantee that at least one of the two holds: it starts with an
acquire or ends with a release. Consider the arguments for
why each thread that does not involve eco must start with
an acquire and end with a release. Because the thread does
not interact with eco, the fact that the threads cannot only
be po required that it start with an sw and end with an sw.
Now, because the threads that do interact with eco can use
eco to interact with another thread, it could start with eco
and end with eco, i.e., the first and last events in the thread
can be part of an eco relation.

If it both starts and ends with eco, either there is a per-loc-
SC cycle because it ends before it starts, or if it starts before
it ends then the eco edge can be replaced by a po edge and
the cycle simplified to one that does not use eco.

Now consider threads that contain events in eco but don’t
both start and end with events in eco. Then either the first
or last event in the thread is not part of eco, and we first
consider such threads where the first event is not part of
eco. The relation that precedes this event cannot be po, or
it would contradict this event being first in the thread, and
cannot be eco since that too contradicts the assumption that
this event is not part of eco; thus it must be st and the event
implies an acquire or fence as strong as an acquire on the
thread.

The same argument can be made for the last event in the
thread implying a release or a fence as strong as a release on
the thread. O
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Lemma E.16. For a C execution, strong-fence3(hbe U hbe$
eco’shbe)sstrong-fence is equivalent to strong-fenceshb*s
propsstrong-fence or the execution is disallowed.

Proof. For a sequence of relations strong-fenceg(hbe U hbes
eco’shbe)gstrong-fence, we can first replace the sw in hbe
with st via Lemma E.3. We can also replace eco’ with

%0 7.
overwrite grf* via Lemma E.13.

No-eco case. First, consider the relation with no eco, i.e.,
strong-fenceshbegstrong-fence. The hbe is some sequence
of po and st, i.e., (po U st)*. As an example, consider this
sequence: pospogstspo. To construct a pb relation where
this hb¢ is surrounded by strong-fences, we aim to use
Lemma E.14 to compress all subsequences of po relations
into po-rel and strong-fence relations, ordered by either an
st that follows it (implying a release or SC fence), or by the
strong-fence relation at the end of the PSCF relation. Then
this example sequence, surrounded by strong-fences, would

turn from strong-fencegpogposstsposstrong-fence into strong-fencegpo-rel

if the st used a release, for example. This is then turned into
a valid strong-fenceghb*
spropsstrong-fence by setting hb* = po-relist and prop is
empty.

In general, for a sequence

strong-fence$(po U st)*sstrong-fence,

call this S. If there are no po relations in this sequence then
we are done: each st is already in the compound happens-
before, so this is already a valid sequence strong-fenceshb*s
strong-fence, which can be converted to the appropriate
form by adding an empty prop relation.

Otherwise, consider the longest subsequence of po that
includes the second-to-last relation in S. This may be empty.
We construct a new sequence of relations S; where this sub-
sequence is replaced by the strong-fence relation, which is
allowed by Lemma E.14 which guarantees that this sequence
of po, in tandem with the terminal strong-fence, is ordered
by strong-fence itself. If no po relations remain, we are done.
Otherwise, we can repeat this process of “compressing” sub-
sequences of po relations preceding an st or strong-fence
relation via Lemma E.14 to create a po-rel or strong-fence
relation, which is part of hb.

With-eco case. Now we consider PSCF relations that contain
an eco relation.

If the overwrite” and rf’ are either empty or external, then
this agrees with the start of prop. The eco’shb¢ can be con-
verted to prop; however, this requires some expanding of
hbc relations to ensure that we see the appropriate pattern
of cumulative fences, where cumul-fence includes st?gpo—rel
and st’sstrong-fence. When compressing po relations, this
ensures that if there are any po edges between any two st
relations, there will be an appropriate po-rel or strong-fence
between those two st relations. However, if there are two st
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relations with no po edge between them, we must expand
the relations so that we can ensure there is one. If the second
st uses a strong-fence for its release synchronization, then
this fence plus the preceding st is a cumulative fence, i.e.,
we expand stsst to stgstrong-fencesst. The same is true for a
release fence.

If it uses a release write, then we must consider what the
first st uses as its acquire. If it uses a fence of any kind, this im-
plies a po order from the read to the release, which is a po-rel
for the cumulative fence, i.e., st3st becomes stipo-relgst. If it
uses an acquire read, then there are two possible cases: either
the acquire and release are separate operations, implying
a po edge between them and breaking the assumption that
there was none, or they are the same operation, a RMW that
is AQRL or stronger.

If the st relations overlap on a RMW, then there are two
subcases: preceding the first st there is another cumulative
fence (e.g., a po-rel ending at that first st), or there is not. If
there is a cumulative fence preceding the first st, then this
RMW is part of the (rfgrmw)* that can follow a cumulative
fence, the (rfsrmw)* that follows cumul-fence as part of the
following st. If there is no cumulative fence prior, then this is
part of eco: the RMW reads and writes to the same location
as the overwrite and rf from eco, thus we can create new
overwrite and rf relations to cover this larger eco edge. Even
if eco were empty, i.e., the overwrite and rf were identity
relations, then rather than extending eco, the RMW (and any
more RMW that follow) becomes the eco edge.

After compressing po sequences to po-rel and strong-fence
relations, and expanding stsst to include a cumulative fence
between them or become adjoined with the previous cumu-
lative fence or eco, for a prop edge (7o, r1, r2), set:

. ?
ro = overwrite N ext’,
2
ry = rfe’$hbegstrong-fence,
ry is empty.

This is allowed because hbc has been converted to (st’s(po-rel
U strong-fence))*sst?, a valid sequence of cumulative fences
plus a final st in terms of prop’s r; and r,.

In order to convert the initial hbe into hb*, we must apply
the same po-compressing reasoning but instead of convert-
ing to po-rel and strong-fence we convert it to acq-po and
strong-fence. If the initial hbe has no po relations in it, it
is already a valid hb*. Otherwise, take the first po relation
in hbe and the longest subsequence of hbe that consists of
only po relations and contains that first po relation. This is
either preceded by the initial strong-fence or by a prior st
relation, so we can replace this sequence of po relations with
either an acq-po relation or a strong-fence relation based on
which preceded it. Similar to the previous argument with
po-rel and strong-fence, we can convert the entire hb¢ into
a valid hb* relation.

If the overwrite is not empty or external, then it is inter-
nal. Either it is also a po edge, or it is a cycle in per-loc-SC

Hastin Kapoor et al.

and the execution is disallowed. In this case, it is a po edge
following the first hbe, and hbe being transitive it can be ex-
tended to include this additional po edge. Thus any internal
overwrite can be “ignored”, and the new sequence of rela-
tions is hbegeco’shbe = hbes(overwrite’srf?)shbe, where
the overwrite is empty.

If rf is not empty or external, then it is internal. Either
it is also a po edge, or it is a cycle in per-loc-SC and the
execution is disallowed. In this case, it is a po edge pre-
ceding the second hbc, and hb¢ being transitive it can be
extended to include this additional po edge. Thus any in-
ternal rf can be “ignored”, and the new sequence of rela-
tions is hbeseco’shbe = hbes(overwrite’srf?)shbe, where rf
is empty. m|

F Additional Case Studies
F.1 ConcurrencyKit FIFO Queue (SPSC)

The FIFO Queue is a linked-list queue that maintains a per-
sistent stub node separating the producer and consumer
domains. The producer appends new entries by writing into
tail->next, then advancing tail. The consumer reads
head-> next to find the next entry, then advances head.
The data structure itself is very similar to the Michael-Scott
Queue Section 6.1.1, but the underlying algorithm is much
simpler and does not involve any CAS operations.

entry->data = data;
entry->next = NULL;
r0 = load_rlx(tail);
st_rel(r0->next, entry);
st_rlx(tail, entry);

G W o e

Figure 12. P for CK FIFO, there are no optimizations for LKMM

1 r0 = load_rlx(head);
2 rl = load_acq(rO->next); // C

4 if (r1 == NULL)
5 return EMPTY;
6 read_data = rl->data;

7 st_rel(head, rl); // C
| storlx(ead, ri); //am

Figure 13. Cc (orange) and Cy, (blue) for CK FIFO

Invariants.

1. tail is written only by the producer

2. head is written only by the consumer

3. Insertions always take place at the tail. The tail node’s
next pointer is the publication channel, and a non-NULL
value signals a new entry. The new entry must be popu-
lated before being published.

4. The consumer must see all published entries before ob-
serving head->next == NULL.
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Required Orderings. Invariant 3 requires that a consumer
reading a non-NULL value of tail->next must also see the
fully populated entry. Therefore, the producer must ensure
that the entry is populated before publishing to tail->next.
Invariant 4 requires that the next value being read is fresh,
and necessarily before dereferencing the node and its con-
tents.

Pc: The C Producer. Figure 12 shows the producer code
for the CK FIFO. The producer simply requires a st_rel
on tail->next to ensure that the data writes are ordered
prior to this publication. The next pointer is read during
linked list traversal by the consumer. The store to tail itself
does not require a strong operation since it is local to the
producer.

Pr: The LKMM Producer. There are no changes to the
LKMM version of the producer since the C producer already
uses the appropriate release semantics.

Cc: The C Consumer. Figure 13 shows the consumer code
for the CK FIFO. The C consumer must use an explicit 1d_acq
on head->next to maintain Invariant 4 and ensure that the
correct entry is being read.

Cr: The LKMM Consumer. The LKMM consumer can use a
1d_rlx onhead->next, since the addr-dependency ppo and
ctrl-dependency ppo will ensure that this operation takes
place between the 1d_rlx(head) and the read_data =
r1->data operations. The store to head can also be relaxed
since it is local to the consumer.

Evaluate Heterogenous Pairings. The st_rel on next
synchronizes with the 1d_acq onnext in the (P, C¢) pairing,
achieving release-acquire synchronization for Invariant 4. In
the (P, Cy) pairing, the same st _rel satisfies inter-start,
and the addr-dependency ppo from head to head->next on
the LKMM consumer carries the ordering forward, preserv-
ing Invariant 4.

P (User) Cr (Kernel)

[wO: W (entry->data, v) Jv & [ r0: R(head->next)
po-rel ¥ 3 ¥ PPO
[wl: Rel W(tail->next) fir [ rl: R(r0->data)

[ Forbidden: rO==entry A r1 # v (fresh next, stale payload) ]

Figure 14. Heterogeneous pairing: user producer (P) with kernel
consumer (Cr) for the CK FIFO. The st relation bridges the boundary

) s po-rel t
from the user’s st_rel to the kernel’s 1d_rlx. w0 —— wi —>

fr
r0 2% r1 - 40 is forbidden by the compound model.

Result. All four pairings of the CK FIFO preserve the queue’s
invariants under the compound model. There is either a
release-acquire pairing, or a release-addr-dependency-ppo
that ensures the necessary ordering between the producer
and consumer, with the compound model’s st relation join-
ing them across the boundary.
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F.2 ConcurrencyKit Stack (UPMC)

The CK Stack is a classic lock-free Treiber stack, supporting a
unique producer with multiple consumers. This also follows
a linked-list structure, with new entries being linked to head,
which is the top of the stack by the producer, and unlinked
by the consumer. The linking and un-linking operations are
done through CAS operations on the stack’s head pointer.
The next pointer of each entry points to the entry below it
in the stack.

Invariants.

1. The stack’s head pointer is the shared top-of-stack pointer,
written by both P and C.

2. A successful push-CAS publishes entry->dataand entry->

next

3. A successful pop-CAS must unlink the correct node and
the consumer must see the published data of the popped
node.

1 entry->data = data;

2 r0 = 1ld_rlx(head);

3 do {

4 entry->next = r0;

5 rl = cas_rel(head, r0O, entry);
6 if (r1 == r0)

7 break;

s '} while (limit);

Figure 15. P for CK Stack, there are no optimizations for LKMM

i r0 = load_acq(head); // C

3 while (rO != NULL) {
4 rl = 1d_rlx(r0O->next);
5 r2 = cas_acq(head, r0, r1); // C

7 if (r2 == r0)
8 break;
0}

10 ' return rO->data;

Figure 16. Cc (orange) and Cy, (blue) for CK Stack

Required Orderings. Invariant 2 requires that the producer
must order the write to entry->data and entry->next
stores before the publication push-CAS to head. Invariant 3
requires that the consumer must see the published data of
the popped node, which means that the load of head must
be ordered prior to the pop-CAS, and prior to the load of
next and data.

Pc: The C Producer. The cas_rel on head ensures that
the push-CAS is ordered after the data and next stores, and
also serves as the publication point for the new entry.

Pr: The LKMM Producer. There are no optimizations for
the LKMM producer since the C producer already uses the
appropriate release semantics on the push-CAS.
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1 r0 = 1d_rlx(read_idx);

> rl = ld_acq(write_idx); // C

Cor- ldrlxGriteddn; /e
4 if (r0 == rl1)

5 return EMPTY;

¢ read_data = 1ld_rlx(&array[r0]);

7 | st_rel(read_idx, (r0 + 1) % size);

Figure 19. Cc (orange) and Cy, (blue) for Folly SPSC Queue

Cc: The C Consumer. The C consumer requires an explicit
1d_acq on head to ensure that the read of next and data
take place after the load of head, resulting in correctly ob-
serving the published data of the popped node. The pop-CAS
uses cas_acq to ensure that the head node being unlinked is
still the current head node, without which the unlink could
lead to branches and orphaned nodes.

Cr: The LKMM Consumer. The LKMM consumer can
relaxed the 1d_acq on head to a 1d_rlx since the addr-
dependency ppo will ensure that the load of head takes
place before the loads of next and data. The pop-CAS can
also be relaxed since the consumer does not require a strong
ordering between the load of head and the pop-CAS, as long
as the correct node is being unlinked.

Evaluate Heterogenous Pairings. The stack has a single
shared synchronization variable, which is head. The push
operation publishes via release-CAS; pop observes via either
1d_acq + cas_acq for C¢, or addr-dependency ppo and
cas_rlx for Cr.

P (User) Cr (Kernel)

{WO: W (entry->data, v)] & [ r0: R(head) }
po-rel{ J ppo
[ wl: Rel CAS(head) [ r1: R(r0->data) }

[ Forbidden: rO==entry A rl # v (fresh head, stale payload) ]

Figure 17. Heterogeneous pairing: user producer (P) with kernel
consumer (Cp) for the CK Stack. The st relation bridges the bound-

Ho-rel
ary from the user’s cas_rel to the kernel’s 1d_rlx. w0 !

> f
w15 r0 2% r1 5 wo is forbidden by the compound model.

F.3 Facebook Folly’s SPSC Queue

Known simply as ProducerConsumerQueue in the Folly
library, this is a fixed-size ring buffer supporting a single-
producer and a single-consumer. There are two separate
indices, the read_idx and write_idx, which are owned by
the consumer and producer respectively. There is a fixed size
array which is indexed into by these two indices.
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1/r0 = 1d_rlx(write_idx);
2 rl = ld_acq(read_idx); // C

4 [if (r1 '= r0) {
5 st_rlx(&array[r0], data);
6 st_rel(write_idx, (O + 1) % size);

7}

Figure 18. P for Folly SPSC Queue, there are no optimizations for
LKMM

Invariants.

1. write_idx is written only by the producer.
2. read_idx is written only by the consumer.

3.write_idx '= read_idx indicates data is available to
consume.
4. write_idx + 1 ¥ size != read_idxindicates space

is available to produce.

Required Orderings. Invariant 3 requires that the producer
must order data writes prior to advancing write_idx. Simi-
larly, Invariant 4 requires that the consumer must order the
load of read_idx after reading the data.

Pc: The C Producer. Shown in Figure 18, the producer re-
quiresa 1d_acqonread_idx to ensure that it does not write
into a slot that the consumer is still reading. The st_rel
on write_idx ensures that the data write to the array is
ordered before the publication of the new write_idx value.
Pr: The LKMM Producer. The LKMM producer can re-
lax the 1d_acq on read_idx to a 1d_rlx since the ctrl-
dependency ppo and data-dependency ppo will ensure that
the store to the array takes place after the load of read_idx.
Cc: The C Consumer. The C consumer requires a 1d_acq
onwrite_idx to ensure that it does not read from an empty
slot. The st_rel on read_idx ensures that the load of the
data from the array is ordered before the publication of the
new read_idx value.

Cr: The LKMM Consumer. The LKMM consumer can re-
lax the 1d_acq on write_idx to a 1d_rlx since the ctrl-
dependency ppo orders the data read (and write into a buffer)

after the load of write_idx. Weretain the st_rel onread_idx.

Evaluate Heterogenous Pairings. The producer and con-
sumer synchronize via the write_idx and read_idx vari-
ables. The C producer with an LKMM consumer still has
sufficient synchronization via the st_rel on write_idx
and the ctrl-dependency ppo on the consumer side. The
LKMM producer with a C consumer also has sufficient syn-
chronization via the st_rel on write_idx and the 1d_acq
onwrite_idx.

F.4 ConcurrencyKit SPSC Ring

The CK Ring is a single-producer single-consumer bounded
ring buffer implementation found in the ConcurrencyKit
library. There is a c_head index and a p_tail index, which
wrap around a fixed-size array containing the entries. c_head
is only modified by the consumer, while p_tail is only mod-
ified by the producer. Both producer and consumer read both
indices to ascertain whether the queue is full or empty before
performing their respective operations.
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Pp (Kernel)

LWO: W (array[slot], v)}\ & [ r0: Acq R(write_idx) }
ppo ¥ o - ¥ acq-po
[ wl: Rel W(write_idx) fir =~ \[ rl: R(array[slot]) J

[ Forbidden: rO==new A r1 # v (fresh index, stale data) ]

Cc (User)

Figure 20. Heterogeneous pairing: kernel producer (Pr) with user
consumer (Cc) for the Folly SPSC queue. The st relation bridges the

boundary from the kernel’s st_rel to the user’s 1d_acq. w0 SN
t - fi
w1 < 10 — 5 11 - w0 is forbidden by the compound model.

1 cons = load_acq(c_head); // C

2
3 prod = load_rlx(p_tail);
4 next = prod & mask;
5 if (next == cons)

6 return ERROR;

7 slot = slots[prod];

3 slot->data = data;

9 store_rel(p_tail, next);
10 return SUCCESS;

Figure 21. Pc (orange) and Py, (blue) for CK Ring

1 cons = load_rlx(c_head);
> prod = load_acq(p_tail); // C

4 if (cons == prod)

5 return ERROR

6 'slot = slots[cons];

7 read_data = slot->data;

3 next = (cons + 1) & mask;
store_rel(c_head, next);

Figure 22. C¢ (orange) and Cy, (blue) for CK Ring

Invariants.

1. c_head must be lesser than p_tail as the consumer can
only read payloads the producer has already written.

2. The difference between p_tail and c_head cannot ex-
ceed the buffer’s capacity.

3. The producer only writes to p_tail and the consumer
only writes to c_head.

4. The payload must be written before updating p_tail.

5. The payload must be read after reading p_tail to ensure
visibility.

6. The payload must be read before updating c_head to
ensure freshness for the next consumer.
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Required Orderings. Invariants 4 and 5 require that a con-
sumer that observes the new p_tail index also observes
the corresponding payload write.

Pc: The C Producer. Figure 21 shows the C-annotated pro-
ducer. The algorithm requires 1oad_acq(c_head) so the

comparison with next uses a fresh value of c_head. The
st_rel on p_tail ensures that the payload write to the slot

is ordered before the publication of the new index.

Pr: The LKMM Producer. Figure 21 shows the LKMM-
annotated producer. Since the control-dependency ppo will
order the load prior to the payload write, Lload_rlx(c_head)
can be used for the kernel-side.

Cc: The C Consumer. Figure 22 shows the C consumer.
The 1d_acq on p_tail ensures that the data read takes
place after observing the new index. The st_rel on c_head
ensures that the payload has been read before the producer
is allowed to overwrite the slot.

Cr: The LKMM Consumer. The LKMM consumer can
relax the 1d_acq on p_tail to a 1d_rlx since the ctrl-
dependency ppo and addr-dependency ppo order the data
read after the load of p_tail. The st_rel on c_head is
retained.

Evaluate Heterogenous Pairings. The producer and con-
sumer synchronize via the p_tail and c_head variables.
The LKMM producer with a C consumer has sufficient syn-
chronization via the st_rel on p_tail and the 1d_acq on
p_tail. The C producer with an LKMM consumer also has
sufficient synchronization via the st_rel on p_tail and
the ctrl-dependency ppo on the consumer side.

Pp (Kernel) Cc (User)

w0: W(slot->data, v) ]Y\ N
ppo ¥
[ wl: Rel W(p_tail)

[ r0: Acq R(p_tail)
¥ acq-po
- { rl: R(slot->data) }

< st

fr

[ Forbidden: rO==new A r1 # v (fresh index, stale data) ]

Figure 23. Heterogeneous pairing: kernel producer (Pr) with user
consumer (C¢) for the CK Ring. The st relation bridges the boundary

from the kernel’s st_rel to the user’s 1d_acq. w0 e, wl N
acq- f)
r0 — 5 r1 5 w0 is forbidden by the compound model.

Result. All four pairings of the CK Ring preserve the ring
buffer’s invariants under the compound model. The st_rel
onp_tail pairs with either the C consumer’s 1d_acq or the
LKMM consumer’s ctrl/addr-dependency ppo, with the com-
pound model’s st relation joining them across the boundary.
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