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Cryptographic Hash Functions

e Given a string s, H(s) is a fixed-length string that
IS purely a deterministic function of s

e Efficient: Given s, easy to compute H(s)

* [rreversible: Given H(s) “hard” to compute s
* No easier than just computing H(s’) for all s” and
checking to see if it matches given H(s)

 Collision resistant: Given H(s), hard to find s’ s.t.
H(s) = H(s’)
* Well distributed and unpredictable
(small change in s, unpredictable change in H(s)



Public-Key Cryptography

 Create public-private key pairs (p,, sk)[ }—n

* Decrypt(Encrypt(m, sy), py) = m “
* Alice can encrypt things others can decrypt without
revealing her secret key

* Other’s can verify Alice encrypted m
* Alice gives c=Encrypt(m, s,), p,, and m out

* If Decrypt(c, p,) = m, then only Alice could have
generated ¢

* Encrypt with p, also, then can only decrypt with s,
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Motivation

| Bitcoin/ideal Credit Card

Works on Internet v v
No trusted central authority V4 X
Anonymity/psuedonymity Some X
Non-reversible v X
Difficult to steal v ?
Low cost for small transactions \/ X



Basic idea

* Create statements assigning ownership of BTC from one
party to another (transactions)

Parties identified by public key (or address)
Parties broadcast pub keys, anyone can send BTC to it

Sign transactions with private key of owner of BTC
» Addresses the theft issue

* Only owner of private key corresponding to the public key can
reassign ownership

e.g. Alice wants to give 1 BTC to Bob online

* Create signed “transaction” statement assigning 1 BTC of
hers to him



Challenges

* Where did Alice’s BTC come from?

* How can she prove to Bob that she owned a BTC
to give to him?

* How can Bob ensure she didn’t give the same
BTC to Chris already?

* double spending



Transactions

e |dea: chain transactions

* New transactions will indicate transactions from which
they draw ownership

T11 T12

C->A:1BTC A->B: 1BTC

h(T10) h(T11)




Verification?

* Check signature on T12, extract h(T11)
* Find T11, repeat (ignore base case for now)

T11 T12
4 R e )

C->A:1BTC A->B: 1BTC

h(T11)

h(T10) h(T11)

- “signed(C) - “signed(A)

 Hash chain creates “tamper-evident” history of a tx

e Security based on collision-resistance
Given m and h = hash(m), difficult to find m’
such that h = hash(m’)and m!=m’

e Can’t create an alternate T11 that matches h(T11)



Transaction Transaction Transaction
Owner 1's Owner 2's Owner 3's
Public Key Public Key Public Key

Hash k Hash k Hash
¢ Ve, ¢ Ve, | ¢
Owner O's A Owner 1's A Owner 2's
Signature v Signature v Signature
e e
o9 o9

Owner 1's
Private Key

Owner 2's . Owner 3's
Private Key Private Key



Challenges

* How can she prove to Bob that she owned a BTC
. hira?
* How can Bob ensure she didn’t give the same
BTC to Chris already?

* double spending
 Where did the first BTC come from?



Ledger (Timestamp Server)
* Create a public, shared log that lists all txns ever

e Alice sends Bob a transaction for BTC

* Bob checks integrity and verifies signatures

 Now knows that Alice owned the BTC at some point at least
T12

A->B:1BTC

* Bob checks to ensure h(T11) hasn’t already
appeared in another transaction in the ledger UG

* Only after that is it safe to give product to Alice

* Q: Why doesn’t Bob need to check if T10... is double spent?




Ledger Without Centralization?

* Today banks are the ledger
* Ledger is materialized and easy to see at the bank web site

e Can we do the same but decentralized? With
untrusted peers? High churn? High availability?

* Like Byzantine consensus on an unprecedented scale?

» Key idea: P2P set of nodes accept transactions and
order them into a log (ala state machine replication)
* Honest only accept valid txns in log; no double spending

* If "majority" honest, nodes come to consensus (reasonbly
quickly)



Big Picture

Ledger

Nodes

 Lots of nodes in P2P network, collecting
transactions and batching into “blocks”

e Blocks are chained via block hashes to form a
transaction log/ledger

* P2P nodes consume log ala state-machine
replication to keep map of all of unspent coins
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Lots of Problems

Ledger

Nodes

* Nodes can be Byzantine
(consensus)

* Nodes can freely join, so how do we prevent
“Sybil” attacks?
(proof of work - “mining”)
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Step 1: Broadcast to P2P network

A->B
1BTC

| got it from
transaction 0x92718

VN




Step 2: Create “Blocks” and chain them

* Think of a block of txns as a page in the ledger
* Some nodes may miss messages!

* Nodes will be simultaneously creating
different/competing blocks!

* Honest nodes will reject bad, double-spent txns

A>B A->B 1 BTC from 0x92718 signed A
1BTC J->K 10 BTC from 0x82812 signed J
. —_—> B>K-5-BFcfrom-ox8822-signedF
| got it from .
transaction 0x92718 Prior block:
Sincerely, A Nonce:




Step 2: Create “Blocks” and chain them

* Block “extends” the chain by including hash of the prior block
» After extending the chain, broadcast to other peers
* Every peer independently validates each received block

A->Z 1 BTC from 0x11171 signed A A->B 1 BTC from 0x92718 signed A
Q->P 10 BTC from 0x28129 signed J J->K 10 BTC from Ox82812 signed J
T->W 5 BTC from 0x111222 signed T B->K 5 BTC from Ox718822 signed B
Prior block: h(block1) Prior block: h(block2)

Nonce: 1829182198 Nonce:

* All transactions are made public in a common chain

* Bob can consult this to see if Alice already spent the money
she got in transaction 0x92718, if she hasn’t then he’s good



Key Problem: forking the chain

 What if Alice colludes with a node in the P2P
network?

* What if node creates one block where she gave
coin to Bob and one where she gave it to Chris?

A->Z 1 BTC from 0x11171 signed A
Q->P 10 BTC from 0x28129 signed J

Prior block: h(block2)
T->W 5 BTC from Ox111222 signed T /

Prior block: h(block1)
\ A->C 1 BTC from 0x92718 signed A

Prior block: h(block2)

A->B 1 BTC from 0x92718 signed A




How do we stop this? Proof of work

1. Honest nodes always work to extend the longest chain
2. Pace extending chain by requiring computational effort

* Why does this help?

* To get Bob to accept A->B and Chris to accept B->C
she must create two chains
* The first with A->B that is the longest chain
* Then, a second longer than the first without A->B but with B->C

* But if majority of nodes are honest then longest chain
grows rapidly

* Hard to add A->B then race majority to get B->C in a fork



How do we make block creation slow for
one but fast for majority?

* “Proof of work”: only accept blocks on which “a lot” of
computational effort was invested to generate

e [dea: “nonce” in each block; force creator to fill in a nonce
that forces h(block) to start with some number of zeroes

Requires O(2") hash attempts to create such a block
 If hash values distributed evenly and collision resistant

Honest nodes require block hash leads with enough Os
* Else block is rejected as invalid

“Enough” is chosen dynamically over time by the majority

Pace block generation to about 10 minutes per block
among majority (How is this done?)



nonce = 0

d = '

zeroes = '000000°

while not d.startswith(zeroes):
d = sha.new(str(nonce)).hexdigest()
nonce += 1

print zeroes, nonce, d

» time python mine.py

nonce 6132846
hash 00000055a78bf6735c4a89358fablde34104c3ch

13.83s user 0.09s system 98% cpu 14.135 total



Chain Grows Fast

“ Honest

Majority
A




Chain Grows Fast
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To seal txn's fate, Bob waits a period of time after he gets A->B
relative to the value of the transfer.

Longer the wait, the harder it is for Alice to fork history because she
has to “outperform” the compute power of the honest nodes.

Binomial random walk - by assumption we have a coin biased against
Byzantine actors



Challenges

* Where did the first BTC come from?

* Why do people run this P2P network? It costs
money to participate! 2

Answered by the same mechanism



Mining

* Need an incentive for people to do proof of work and
extend chain

* Need a way for currency to enter the economy (to
mint money)

 Want incentive to use compute to help honest nodes
rather than fight for evil to double spend

* [dea: honest nodes will accept an “extra” entry in
each block that assigns some BTC to the node whose
block is accepted by the network (“coinbase”)



Coinbase

->Me 25 BTC from Ox0 signed Me
J->K 10 BTC from 0x82812 signed J
A->B 1 BTC from 0x92718 signed A
Prior block: h(block2)

Nonce: 0x1281f928

Reward amount per block goes down by %2 every 4 yrs

Currently 12.5 BTC per block (started at 50); $3,772 on Wed
« Was $9,169 USD as of last year and 12.BTC
 Was $7,452 USD as of two years ago and 25 BTC

Eventually goes to O, then transaction fees take over
Also, incentivizes using compute for good rather than evil
(Txn fees represented about 1.75% of miner earnings yesterday)



Historical hash rate trends of bitcoin

Hash Rate .
38.73 EH/s
2009-01-03 blockchain.info/charts 2018-12-04

Tech: CPU — GPU — FPGA — ASICs
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Not panacea of scale as some claim

e Scaling lIMItatioNs  prmmsss
e 1 block =1 MB max

1 block ~ 2000 txns

1 block ~ 10 min

So, 3-4 txns / sec

Log grows linearly, joining requires full dload and
verification

block size

* Visa peak load comparison

* Typically 2,000 txns / sec
* Peak load in 2013: 47,000 txns / sec



Fixes?

* Lower mining difficulty?
* More forks

* I[Increased block size?
e Fairness suffers (why?)

» Off-blockchain channels/payments

* Bitcoin-NG?
* Generating a valid block is a form of leader election
* Leader can fill blocks until new leader emerges
* Byzantine leader can only DoS until new winner

* Incentives tricky (why fill blocks once you become
leader? etc)



Conclusion

* Digital cash, no central authority, anonymity
* Simple: signed statements of transfer

* Key: how we ensure owner of BTC doesn’t try to
transfer it twice

 |[dea: “fast moving” monotonic public ledger

* Easy to add entry, hard to compete with honest
nodes to fork ledger

* Give economic incentive for nodes to drive ledger
creation at a rate that no colluding pool of bad
guys can compete with



Discussion Qs

* Applications?
* Trust relationship between the participants?

* If one exists, does Nakamoto consensus and PoW
make sense”?

e e.g. if there is enough trust to agree on a fixed set of
participants, do you heed Nakamoto consensus?

* pBFT-like would be much more efficient
e Blockchain without PoW?



Discussion Qs

* Where do you keep your private keys?
 ~10 m commit time for small txns, more for big ones. OK?

* Are transactions anonymous?
How can they be made more so?

* |f | steal bitcoins is it safe to spend them?

* |s it a problem that there will be a fixed pool of coins?
* (How) can a BTC be destroyed permanently?

 What can a bad guy do if he had majority CPU power?

* Double-spend, but not steal;
can revert past transactions, prevent some txns

* Who is Satoshi? Has $9B USD in 1M BTC
* Well, make that 3B this year...
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