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Week 13: Lecture A
Compiler Fuzzing
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How are semester projects going?

Fuzzing and finding bugs?
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Can’t compile your harness?
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The Next Few Weeks
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Recap: Project Schedule

￭ Apr. 16th & 21st: final presentations
￭ 5–8 minute slide deck and discussion
￭ What you did, and why, and what results
￭ Report any bugs found (and show you did so!)

￭ What’s most important:
￭ High-level technique
￭ Challenges and workarounds
￭ Key results (bugs found, other successes, etc.)

￭ Project report due by midnight last day of class
￭ 3–5 pages describing your work and results
￭ Reports of any bugs found
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Questions?
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Compiler Fuzzing
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How Software is Built

￭ clang hello.c -o hello 
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Compiler
Source File

Executable
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How Software is Built
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Compilation involves many steps…
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Where could things go wrong?
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Where could things go wrong?

￭ Front-end parsing
￭ ???

￭ Optimization
￭ ???

￭ Gode generation
￭ ???

16



Stefan Nagy

Where could things go wrong?

￭ Front-end parsing
￭ Bad: crash the compiler
￭ Worse: memory corruption

￭ Optimization
￭ ???

￭ Gode generation
￭ ???

17

https://bugs.llvm.org/show_bug.cgi?id=44750
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Where could things go wrong?

￭ Front-end parsing
￭ Bad: crash the compiler
￭ Worse: memory corruption

￭ Optimization
￭ Bad: mis-optimizations
￭ Worse: memory corruption

￭ Gode generation
￭ ???
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https://www.redhat.com/en/blog/security-flaws-caused-compiler-optimizations
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https://www.redhat.com/en/blog/security-flaws-caused-compiler-optimizations

void GetData(char *MFAddr) { 

char pwd[64];

if (GetPasswordFromUser(pwd, sizeof(pwd))) {

 if (ConnectToMainframe(MFAddr, pwd)) {

// Interaction with mainframe

}

}

memset(pwd, 0, sizeof(pwd));

}



Stefan Nagy

Where could things go wrong?
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￭ Worse: memory corruption
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https://www.redhat.com/en/blog/security-flaws-caused-compiler-optimizations

void GetData(char *MFAddr) { 

char pwd[64];

if (GetPasswordFromUser(pwd, sizeof(pwd))) {

 if (ConnectToMainframe(MFAddr, pwd)) {

// Interaction with mainframe

}

}

memset(pwd, 0, sizeof(pwd)); // Optimize out!

}

Pwd buf isn’t 
read later… 

so why keep 
this memset? 
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Where could things go wrong?

￭ Front-end parsing
￭ Bad: crash the compiler
￭ Worse: memory corruption

￭ Optimization
￭ Bad: mis-optimizations
￭ Worse: memory corruption

￭ Gode generation
￭ ???
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..................

My$3cr3tP4$$w0rd

..................

..................
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Where could things go wrong?

￭ Front-end parsing
￭ Bad: crash the compiler
￭ Worse: memory corruption

￭ Optimization
￭ Bad: mis-optimizations
￭ Worse: memory corruption

￭ Gode generation
￭ Bad: semantically wrong code
￭ Worse: memory corruption
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Fundamental Forms of Compiler Fuzzing

￭ Front-end Fuzzing (e.g., Polyglot):
￭ AFL-style test case generation
￭ Syntax-aware + string mutation
￭ Rain SEGFAULTs, but not much else
￭ Oracle: does the compiler crash?
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Fundamental Forms of Compiler Fuzzing

￭ Front-end Fuzzing (e.g., Polyglot):
￭ AFL-style test case generation
￭ Syntax-aware + string mutation
￭ Rain SEGFAULTs, but not much else
￭ Oracle: does the compiler crash?

￭ Middle- and Back-end Fuzzing:
￭ E.g., Csmith, YARPGen, many others
￭ Must be syntax- AND semantics-aware
￭ Avoid things like undefined behavior
￭ Oracle: do multiple compiles agree?
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Questions?
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