
Stefan Nagy

Week 14: Lecture A 
What’s Next? Life After CS 4440

Tuesday, December 3, 2024
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Announcements

￭ Project 4: NetSec released
￭ Deadline: Thursday by 11:59PM
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Final Exam

￭ Save the date: 1–3PM on Tuesday, December 10
￭ CDA accommodations: schedule exam via CDA Portal

￭ High-level details (more to come):
￭ One exam covering all course material
￭ Similar to project/quiz/lecture exercises

￭ Cheat Sheet
￭ One 8.5”x11” paper with handwritten/typed notes on both sides
￭ Suggestion: Don’t just use someone else’s—you’ll learn better making your own!
￭ Suggestion: Don’t just paste lecture slides—you’ll learn better by writing/typing it!
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Practice Exam

￭ Practice Exam released
￭ See Assignments page on the CS 4440 website

￭ Final lecture will serve as a review session
￭ Solutions discussed in-class only—don’t skip!
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Practice Exam

￭ Practice Exam released
￭ See Assignments page on the CS 4440 website

￭ Final lecture will serve as a review session
￭ Solutions discussed in-class only—don’t skip!
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Last lecture (Thursday, Dec. 5th) will 
go over the exam review solutions

Solutions won’t be posted online. 
(Reminder: attendance/participation 
makes up 5% of your course grade)

To get the most out of this, treat it 
just as you would the Final Exam
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End-of-semester Course Evals

￭ I want your feedback!
￭ 3rd time teaching this course 😃
￭ Help me improve the class!

￭ Due by December 19th
￭ https://scf.utah.edu
￭ Please please please!
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https://scf.utah.edu/blue/
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End-of-semester Course Evals

￭ I want your feedback!
￭ 3rd time teaching this course 😃
￭ Help me improve the class!

￭ Due by December 19th
￭ https://scf.utah.edu
￭ Please please please!
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If 85% of the class (82 of 96 students) 
submits an eval, we will add 5 points of 
extra credit to your Participation grades! 

https://scf.utah.edu/blue/
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End-of-semester Course Evals
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End-of-semester Course Evals

￭ I want your feedback!
￭ 1st year teaching at UofU 😃
￭ Help me improve the class!

￭ Due by May 11th
￭ https://scf.utah.edu
￭ Please please please!
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If 85% of the class (131/154 students) 
submits an eval, I will add 5 points of 
extra credit to your Project 4 grades! 

It’s Free Extra CreditIt’s Free Extra CreditIt’s Free Extra Credit

https://scf.utah.edu/blue/
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Announcements
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Questions?
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Last time on CS 4440…
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Election Cybersecurity
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Requirement #1: Integrity

￭ Goals: outcome matches voter’s intent
￭ Votes are cast as intended
￭ Votes are counted as cast
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Requirement #2: Confidentiality

￭ Goals: nobody can figure out how you voted
￭ … even if you try to prove it to them
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Requirement #3: Authentication

￭ Goals: 
￭ Only authorized voters can cast votes
￭ Each voter can cast at most one vote
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Requirement #4: Availability

￭ Goals: 
￭ All authorized voters have opportunity to vote
￭ System is able to accept all votes on schedule 
￭ System can produce results in a timely manner
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Computer-based Voting Devices
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DRE Machine Optical Scanner
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Ballot Tampering Attacks
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Memory Corruption Attacks
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Memory Corruption Attacks
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Return-oriented Programming (ROP)
Use code gadgets to achieve functionality



Stefan Nagy

Code Insertion Attacks
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Code Insertion Attacks
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Voting Machine Security
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Voting Machine Security
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Internet-based Voting Security
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Internet-based Voting Security
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Questions?

29



Stefan Nagy

This time on CS 4440…
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The Security Ecosystem
Bug Bounty Programs

Capture-the-Flag
Career Paths
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Personal 
Technology

Infrastructure & Industry

Military and 
Government

Our world depends on software…
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Source: cvedetails.com

… and software security is a nightmare
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Source: cvedetails.com

… and software security is a nightmare
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Software Security Vulnerabilities
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Source: cvedetails.com
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Attacks are getting more sophisticated…
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Attacks are getting more sophisticated…
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What’s next?

Who will be at the frontlines of stopping the next attack?

YOU
!
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Choose your side!
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Attacker Defender
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Laws and Ethics

￭ If you perform attacks, do so ethically!
￭ Federal/state laws criminalize computer 

intrusion, wiretapping, or other abuse
￭ Computer Fraud and Abuse Act (CFAA)
￭ You can be sued or go to jail

￭ Ethical attacker scenarios:
￭ Career as a Penetration Tester
￭ CTF competitions (join UTAHSEC too!)
￭ Become a Security Researcher 
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Bug Bounties

39



Stefan Nagy

Why find and report bugs?

￭ You want to save the world
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Why find and report bugs?

￭ You want to save the world
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Why else find and report bugs?

￭ You want the notoriety of finding a new bug
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Why else find and report bugs?

￭ You want the notoriety of finding a new bug
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Why else find and report bugs?

￭ You love the thrill of breaking stuff
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Why else find and report bugs?

￭ You love the thrill of breaking stuff
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Disclosing Bugs Responsibly
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== heap-use-after-free

    #0 src/main.cpp:30

    #1 std_function.h:297

    #2 std_function.h:687

    #3 src/main.cpp:130
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Disclosing Bugs Responsibly
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== heap-use-after-free
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Disclosing Bugs Responsibly
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Disclosing Bugs Responsibly
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Disclosing Bugs Responsibly
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== heap-use-after-free

    #0 src/main.cpp:30

    #1 std_function.h:297

    #2 std_function.h:687

    #3 src/main.cpp:130
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What developers love…

￭ Proof-of-concept test cases
￭ Devs need to reproduce your bug

￭ Perform their own severity analysis 
￭ Limited time and resources
￭ Fix most severe ones first
￭ E.g., MS Patch Tuesday

￭ Help them improve their test suites
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What developers love…

￭ Actionable insights
￭ Basic: build information

￭ E.g., compiler, version, OS, etc.
￭ Only report bugs in the latest version!

￭ Good: crashing source lines, PoCs

￭ Better: root cause analysis
￭ E.g., Missing a check on chunk X
￭ You’ll need to get your hands dirty

￭ Best: proposed patches
￭ May be a back-and-forth battle
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What developers love…

￭ Follow-up testing
￭ Initial fixes may be incomplete
￭ Re-run your fancy fuzzer
￭ Open-source your fancy fuzzer
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Source: Deja Vulnerability by Google Project Zero
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What developers hate…

￭ Little (or unhelpful) information
￭ No PoC test cases or stack traces

￭ Bugs on obsolete versions
￭ E.g., I installed this via apt-get

￭ Spamming tons of bug reports
￭ Duplicate bug reports
￭ Already-reported bugs
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What developers hate…

￭ Selfish resumé padding
￭ Requesting CVE assignment without 

first asking them
￭ Common in academic papers
￭ Reviewers are partially to blame
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What developers hate…

￭ Selfish resumé padding
￭ Requesting CVE assignment without 

first asking them
￭ Common in academic papers
￭ Reviewers are partially to blame

￭ Developers can (and do) dispute CVEs
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What developers hate…

￭ Weaponizing and selling an exploit
￭ A huge underground economy

￭ Nation-state actors
￭ Cyber-criminal gangs
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What developers hate…

￭ Weaponizing and selling an exploit
￭ A huge underground economy

￭ Nation-state actors
￭ Cyber-criminal gangs

￭ Don’t do this
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What developers hate…

￭ Weaponizing and selling an exploit
￭ A huge underground economy

￭ Nation-state actors
￭ Cyber-criminal gangs

￭ Don’t do this
￭ Likely to end up in bad hands 

regardless of who brokered it
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What developers hate…

￭ Weaponizing and selling an exploit
￭ A huge underground economy

￭ Nation-state actors
￭ Cyber-criminal gangs

￭ Don’t do this
￭ Likely to end up in bad hands 

regardless of who brokered it
￭ Authoritarian regimes use these 

all the time for evil acts
￭ You are very likely causing people 

to get hurt (or worse)
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Practice saying NO!

￭ Weaponizing and selling an exploit
￭ A huge underground economy

￭ Nation-state actors
￭ Cyber-criminal gangs

￭ Don’t do this
￭ Likely to end up in bad hands 

regardless of who brokered it
￭ Authoritarian regimes use these 

all the time for evil acts
￭ You are very likely causing people 

to get hurt (or worse)

61

I have a… lucrative… 
proposition for you 
regarding the 0-day 
bug you’ve found…
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Practice saying NO!

￭ Weaponizing and selling an exploit
￭ A huge underground economy

￭ Nation-state actors
￭ Cyber-criminal gangs

￭ Don’t do this
￭ Likely to end up in bad hands 

regardless of who brokered it
￭ Authoritarian regimes use these 

all the time for evil acts
￭ You are very likely causing people 

to get hurt (or worse)
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I have a… lucrative… 
proposition for you 
regarding the 0-day 
bug you’ve found…NO!
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Why else find and report bugs?

￭ You want that money!
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￭ Get paid to find bugs!

Bug Bounties
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Bug Bounty Programs

￭ Where programs are advertised:
￭ BugCrowd: https://bugcrowd.com/ 
￭ HackerOne: https://www.hackerone.com/ 

￭ Not all bugs receive a bounty! 
￭ Must be reproducible by devs
￭ Higher-severity = more $$$
￭ Adjudication up to the dev

65

https://bugcrowd.com/
https://www.hackerone.com/
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Developers are people, too

￭ Data suggests that fixing bugs is a really tough job

￭ Treat developers with courtesy, respect, and patience
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Source: https://content.rollbar.com/hubfs/State-of-Software-Code-Report.pdf
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Capture-the-Flag (CTF)
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What is CTF?

￭ CTF = “Capture the Flag”
￭ Competitive cybersecurity events
￭ For educational purposes, prizes, etc.
￭ Takes skill to win!
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Styles of CTF: Jeopardy

￭ Jeopardy: solve the most challenges to win
￭ Score the most points in allotted time
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Jeopardy Scoring

￭ Maximum points in the beginning
￭ Incentivizes “first blood” (i.e., first to solve)

￭ Score decreases as more solve it
￭ Harder challenges weighted higher
￭ Easier challenges weighted lower

￭ Submit the flag (when you find it)! 
￭ Usually an obvious string
￭ E.g., ucc{b3_r34dy_f0r_$pr1ng23}
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Jeopardy Challenges

￭ Web: web security
￭ Examples: 

￭ SQL injection
￭ Cross-site scripting
￭ Request forger
￭ Password cracking
￭ …

￭ Find the flag!
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Jeopardy Challenges

￭ RE: reverse engineering
￭ Figure out what this weird 

binary executable does
￭ Then find the flag!

￭ Examples: 
￭ Windows EXEs
￭ Linux ELFs
￭ iOS/Android apps
￭ Weird/esoteric formats

￭ Xbox game files
￭ …
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Jeopardy Challenges

￭ RE: reverse engineering
￭ Figure out what this weird 

binary executable does
￭ Then find the flag!

￭ Tools of the trade:
￭ Decompilers

￭ IDA Pro, Ghidra
￭ Disassemblers

￭ Objdump, angr
￭ Custom tools!
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Jeopardy Challenges

￭ Net: network security
￭ Analyze network traffic

￭ Then find the flag!

￭ Tools of the trade:
￭ Wireshark
￭ Others?
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Jeopardy Challenges

￭ Crypto: cryptography
￭ Undo this crypto, find the flag!

￭ Examples:
￭ Ciphers
￭ Public-key crypto
￭ Signature forgery
￭ …

￭ Tools of the trade:
￭ Usually hand-coded stuff
￭ Lots of math!!!
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Jeopardy Challenges

￭ Forensics: digital forensics
￭ Find the hidden flag
￭ Mimics digital CSI investigations

￭ Examples:
￭ File system dumps
￭ Memory dumps

￭ Tools of the trade:
￭ The Sleuth Kit
￭ …
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Jeopardy Challenges

￭ Pwn: exploitation
￭ Find the program’s bug
￭ Figure out how to exploit (pwn) it!

￭ Examples:
￭ Stack/heap overflows
￭ Spawning a root shell 
￭ Control-flow redirection

￭ Tools of the trade:
￭ Debuggers (GDB), RE tools
￭ CS 4440 Project 2 provides a 

great intro to exploitation
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Jeopardy Challenges

￭ Misc/Trivia: random questions
￭ Hackers love their trivia
￭ Usually the flag isn’t obvious

￭ You might have to type it out

￭ Examples:
￭ Old hacker movies
￭ Mr. Robot ARG

￭ Tools of the trade:
￭ Google, YouTube, etc.
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Competitions

￭ Events happen all the time
￭ See CTFTime.org 

￭ Competition weight:
￭ How much the event 

counts to “rankings”

￭ Team limits:
￭ Many have no limits
￭ Others cap at n players
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Competitions

￭ Many schools host their own
￭ RPI
￭ Purdue
￭ OSU
￭ UIUC
￭ CMU
￭ …
￭ University of Utah!!! (eventually)

￭ Who creates and hosts challenges?
￭ The event organizers!
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Competitions

￭ DEFCON CTF Finals
￭ The Super Bowl of CTF

￭ Happens in Vegas during 
DEFCON hacker conference

￭ Only top CTF teams invited
￭ Win qualifier tournaments

￭ Our goal is to make it (and win)!
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How do I get good at CTF?

￭ Attend UtahSec meetings
￭ “Let’s solve this CTF challenge” 

will be a frequent meeting topic

￭ Read challenge write-ups
￭ Detailed solutions

￭ Practice practice practice!
￭ Join the team and come learn!

￭ Take CS 4440: Intro to Security
￭ An overview of many CTF-style topics
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ONE DOES NOT SIMPLY

BECOME ELITE AT CTF 
WITHOUT PRACTICE
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Careers in Cybersecurity
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So you’ve taken CS 4440… what now?

￭ Do you find cybersecurity interesting?
￭ If so, consider a career in cybersecurity!
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So you’ve taken CS 4440… what now?

￭ Do you find cybersecurity interesting?
￭ If so, consider a career in cybersecurity!

￭ Some possible career paths:
￭ The Ethical Hacker
￭ The Practitioner
￭ The Researcher
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Careers in Cybersecurity: 
The Ethical Hacker
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What is Pen-Testing?
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What is Pen-Testing?

￭ Basically, a company hires you to hack them
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What is Pen-Testing?

￭ Basically, a company hires you to hack them
￭ Test their physical security

￭ Pick the locks on their front entrance
￭ Trick employees into letting you inside

￭ Test their web and network security
￭ Impersonate the CEO in a phishing email

￭ Test their application security
￭ Exploit a widely-known-yet-unpatched bug
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Becoming a Pen-Tester

￭ Figure out your security niche(s)!
￭ What topics interest you the most?

￭ Physical
￭ Forensics
￭ Application
￭ Web / Network
￭ Communications
￭ Open-src Intelligence

￭ Master your niche and apply!
￭ Internships are great to start
￭ Be ready to learn on the job!
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Learn from the Pros
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Ethical Hacking

￭ Other ways to ethically hack:
￭ Participate in bug bounties
￭ Submit third-party bug reports
￭ Work to improve security tools
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Careers in Cybersecurity: 
The Practitioner
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Cybersecurity Practitioners
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Security 
Operations 
Specialist

Software & 
Hardware 

Tester

Computer 
Forensic 

Technician

Information 
Technology 

Manager
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Becoming a Security Practitioner

￭ Education
￭ CS 4440—security fundamentals
￭ Many trade-school programs too
￭ Specialized degree programs
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Becoming a Security Practitioner

￭ Education
￭ CS 4440—security fundamentals
￭ Many trade-school programs too
￭ Specialized degree programs

￭ Certifications
￭ E.g., CISSP, CompTIA, CISA
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Becoming a Security Practitioner

￭ Education
￭ CS 4440—security fundamentals
￭ Many trade-school programs too
￭ Specialized degree programs

￭ Certifications
￭ E.g., CISSP, CompTIA, CISA

￭ Tools & techniques of the trade
￭ E.g., for testing—fuzzing
￭ E.g., for forensics—SleuthKit
￭ E.g., for netsec—WireShark/Snort
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Careers in Cybersecurity: 
The Researcher
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What is research?
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“Creative and systematic work undertaken 
to increase the stock of knowledge”

￭ Examples:
￭ New techniques that improve bug-finding capabilities
￭ New attacks that exploit microarchitectural leakage
￭ New methodologies to evaluate fuzzer’s effectiveness
￭ And an infinite wealth more!
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Research Labs
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Industrial 
Labs

National 
Labs/FFRDCs

Academic 
Labs
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How can I get a career in research?

1. Become an enthusiast
￭ Find your favorite topic(s)
￭ Get involved in research!

￭ University labs
￭ Internships
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How can I get a career in research?

1. Become an enthusiast
￭ Find your favorite topic(s)
￭ Get involved in research!

￭ University labs
￭ Internships

2. Go to grad school and get a PhD
￭ Your job will be conducting research

￭ The “worker bees” of labs
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What is a PhD?

￭ “Doctorate of Philosophy”—proof that you can conduct and lead research

103

This
→

Also 
this
← 
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Why get a PhD?

￭ What you get out of it:
￭ A fancy piece of paper 
￭ A prefix to your name ;)
￭ Author cutting-edge work
￭ Expertise in some topic
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Why get a PhD?

￭ What you get out of it:
￭ A fancy piece of paper 
￭ A prefix to your name ;)
￭ Author cutting-edge work
￭ Expertise in some topic

￭ Circle = all knowledge
￭ Blue = grade school
￭ Green = high school
￭ Pink = your Bachelor’s
￭ Red = your Master’s
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Undergrads can do research too!
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Security/Privacy Research @ UofU

Sneha Kasera
Networks

Pratik Soni
Cryptography

Stefan Nagy
Software / Systems

Anton Burtsev
Kernels

Mu Zhang
Mobile / IoT

Sameer Patil
Human Factors

Luis Garcia
CPS / Drones

Jun Xu
Software / Systems

Guanhong Tao
ML / AI Security
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Questions?
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Next time on CS 4440…

109

Course Wrap-Up
Exam Review—show up!


