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Week 13: Lecture B 
Election Cybersecurity

Thursday, November 21, 2024
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Announcements

￭ Project 3: WebSec regrades posted
￭ If your team submitted a regrade request, 

you’ll see a comment on Canvas 
￭ If you don’t see one, let me know!

￭ Questions? See me after lecture
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Announcements

￭ Project 4: NetSec released
￭ Deadline: Thursday, December 5th by 11:59PM
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Final Exam

￭ Save the date: 1–3PM on Tuesday, December 10
￭ CDA accommodations: schedule exam via CDA Portal

￭ High-level details (more to come):
￭ One exam covering all course material
￭ Similar to project/quiz/lecture exercises

￭ Cheat Sheet
￭ One 8.5”x11” paper with handwritten/typed notes on both sides
￭ Suggestion: Don’t just use someone else’s—you’ll learn better making your own!
￭ Suggestion: Don’t just paste lecture slides—you’ll learn better by writing/typing it!
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Practice Exam

￭ Practice Exam released
￭ See Assignments page on the CS 4440 website

￭ Final lecture will serve as a review session
￭ Solutions discussed in-class only—don’t skip!
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Practice Exam

￭ Practice Exam released
￭ See Assignments page on the CS 4440 website

￭ Final lecture will serve as a review session
￭ Solutions discussed in-class only—don’t skip!
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Last lecture (Thursday, Dec. 5th) will 
go over the exam review solutions

Solutions won’t be posted online. 
(Reminder: attendance/participation 
makes up 5% of your course grade)

To get the most out of this, treat it 
just as you would the Final Exam
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End-of-semester Course Evals

￭ I want your feedback!
￭ 3rd time teaching this course 😃
￭ Help me improve the class!

￭ Due by December 19th
￭ https://scf.utah.edu
￭ Please please please!

8

https://scf.utah.edu/blue/
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End-of-semester Course Evals

￭ I want your feedback!
￭ 3rd time teaching this course 😃
￭ Help me improve the class!

￭ Due by December 19th
￭ https://scf.utah.edu
￭ Please please please!
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If 85% of the class (83 of 97 students) 
submits an eval, we will add 5 points of 
extra credit to your Participation grades! 

https://scf.utah.edu/blue/
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Reminders: Participation Extra Credit

￭ Piazza: 5 points per top-10 student contributors
￭ Answering peers’ questions
￭ Providing helpful resources

￭ Wiki Contributions: 1 point per approved contribution
￭ Must be cleared in advance

￭ Course Evals: 5 points if 85% of class submits evals
￭ Will be released soon on scf.utah.edu 
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Reminders: Participation Extra Credit

￭ Piazza: 5 points per top-10 student contributors
￭ Answering peers’ questions
￭ Providing helpful resources

￭ Wiki Contributions: 1 point per contribution
￭ Must be cleared in advance

￭ Course Evals: 5 points if 85% of class submits evals
￭ Will be released soon on scf.utah.edu 
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Final deadline for extra credit will be the 
last day of class (Thursday, December 5th)  



Stefan Nagy 12

Announcements



Stefan Nagy

Announcements
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See Discord for 
meeting info!

utahsec.cs.utah.edu
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No Class Next Week
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Questions?
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Last time on CS 4440…
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Side Channels
Hardware Security

Hardware Supply Chain Attacks
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Side Channels

￭ What are some potential sources of indirect info emitted by your computer?
￭ Additional channels of information beyond what is directly visible/accessible to you
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Side Channels

￭ What are some potential sources of indirect info emitted by your computer?
￭ Additional channels of information beyond what is directly visible/accessible to you

19

Execution TimeEmitted Radiation Power Consumption
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Side Channels

￭ What are some potential sources of indirect info emitted by your computer?
￭ Additional channels of information beyond what is directly visible/accessible to you
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Execution TimeEmitted Radiation Power Consumption

These (and other) side channels reveal 
critical information that is exploitable
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Optical Side Channels

￭ Stealing passwords via gestures
￭ ??? 
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Optical Side Channels

￭ Stealing passwords via gestures
￭ Capture visible hand movements
￭ Assume attacker knows (or can 

easily guess) the key interface
￭ Attacker maps movements to 

pressed keys on the interface
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Acoustic Side Channels

￭ Stealing passwords via key press noises
￭ ??? 
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Acoustic Side Channels

￭ Stealing passwords via key press noises
￭ Build model of key press noises

￭ Consider microphone
￭ Consider ambient noise

￭ Use model to infer entered data
￭ Passwords
￭ Usernames
￭ Phone numbers
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Other Side Channels

￭ How memcmp() works under the hood:
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What is the side 
channel here?

bool checkPW(char *testPW, char *realPW, int len) {

    for (int i = 0; i < len; i++) {

        if (testPW[i] != realPW[i]) {
            return false;
        }
    }

    return true;
}
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Other Side Channels

￭ How memcmp() works under the hood:
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ABCDEFGH == PASSWORD
￭ False on first iteration

PASSEFGH == PASSWORD
￭ True on iterations 1–4
￭ False on fifth iteration

More code executed 
for a correct symbol!

Password Login Attempts:
bool checkPW(char *testPW, char *realPW, int len) {

    for (int i = 0; i < len; i++) {

        if (testPW[i] != realPW[i]) {
            return false;
        }
    }

    return true;
}
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Other Side Channels
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How can this side channel be exploited?
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Other Side Channels
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How can this side channel be exploited?

Attacker: CRCDEF

Server: False
Server took 2ms to respond

Attacker: CHIDEF

Server: False
Server took 4ms to respond

“CHI”…
Getting 
warmer!
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Other Side Channels
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How can this side channel be exploited?

Attacker: CHIEFS

Server: True
Server took 7ms to respond

Through timing analysis, attacker can infer the 
correctness of individual password symbols!
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Avoiding Side Channels

￭ Solution:
￭ ???
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Avoiding Side Channels

￭ Solution:
￭ Constant-time implementation (e.g., using bitwise AND-ing)
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bool checkPW(char *testPW, char *realPW, int len) {

bool result = 1; // integer equiv of “true” 

for (int i = 0; i < len; i++) {

        result &= ca[i] == cb[i];

        return result;
    }
}
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Avoiding Side Channels

￭ Solution:
￭ Constant-time implementation (e.g., using bitwise AND-ing)
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bool checkPW(char *testPW, char *realPW, int len) {

bool result = 1; // integer equiv of “true” 

for (int i = 0; i < len; i++) {

        result &= ca[i] == cb[i];

        return result;
    }
}

PASSEFGH == PASSWORD
￭ False on last iteration

ABCDEFGH == PASSWORD
￭ False on last iteration

PASSWORD == PASSWORD
￭ True on last iteration

Guess: PASSEFGH
Bit: 11110000
Result: False

Password Login Attempts:

True and False run 
for identical time!
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Hardware Threats
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Hardware

Firmware

Hypervisor

Operating System

Applications

The foundation 
of our computers
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Hardware Threats
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Untrusted Hardware

Firmware

Hypervisor

Operating System

Applications

Weaknesses weaken 
the entire system

The foundation 
of our computers
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Hardware Threats

￭ Hardware Trojans:
￭ ???
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Hardware Threats

￭ Hardware Trojans:
￭ Attack pre-inserted into chip
￭ Will be exploited at run time
￭ Remotely triggered by attacker

￭ Small
￭ Stealthy
￭ Controllable
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Hardware Threats

￭ Counterfeit and recycled chips:
￭ ???
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Hardware Threats

￭ Counterfeit and recycled chips:
￭ Have a shorter lifespan—leads cell bias and/or earlier wear-out
￭ Absolutely dangerous for security-critical use cases
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Questions?
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This time on CS 4440…
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Election Cybersecurity
Voting Technology

Computerized Voting
Attacking Voting Systems
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Elections

￭ Why have them?
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Elections

￭ Why have them?

42

What Security Requirements do 
election systems need to enforce? 
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Requirement #1: Integrity

￭ Goals: ???
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Requirement #1: Integrity

￭ Goals: outcome matches voter’s intent
￭ Votes are cast as intended
￭ Votes are counted as cast
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Requirement #1: Integrity
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Requirement #1: Integrity
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Must convince loser that they lost
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Requirement #2: Confidentiality

￭ Goals: ???
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Requirement #2: Confidentiality

￭ Goals: nobody can figure out how you voted
￭ … even if you try to prove it to them
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Requirement #3: Authentication

￭ Goals: ???
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Requirement #3: Authentication

￭ Goals: 
￭ Only authorized voters can cast votes
￭ Each voter can cast at most one vote
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Requirement #4: Availability

￭ Goals: ???
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Requirement #4: Availability

￭ Goals: 
￭ All authorized voters have opportunity to vote
￭ System is able to accept all votes on schedule 
￭ System can produce results in a timely manner

53



Stefan Nagy

Tension Between these Properties
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Ballot Integrity Ballot Confidentiality

Voting Availability Voter Authentication
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Early Voting Technology
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Voice Voting
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Voice Voting

57



Stefan Nagy

Voice Voting

58



Stefan Nagy

Voting by Ballots
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1839 1880 1888
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Voting by Ballots
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Voting by Ballots
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Weaknesses?
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Ballot Boxes
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SEAL
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Ballot Boxes
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Ballot Boxes
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Countermeasures?
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Ballot Boxes
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Voting Machines
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Voting Machines
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Voting Machines
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Voting Machines
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Computerized Voting
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Early Computer-based Voting
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DRE Machine Optical Scanner
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Optical Scanning
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+=
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Optical Scanning
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Optical Scanning
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Attacks against Computerized Voting
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Sequoia AVC
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Sequoia AVC
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Attacking the Sequoia AVC
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Attacking the Sequoia AVC
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Return-oriented Programming (ROP)
Use code gadgets to achieve functionality
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Diebold DRE
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Reverse Engineering the Diebold DRE

81



Stefan Nagy

Reverse Engineering the Diebold DRE
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Reverse Engineering the Diebold DRE
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Attacking the Diebold DRE

84



Stefan Nagy

Attacking the Diebold DRE
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Attacking the Diebold DRE
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Attacking the Diebold DRE
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Attacking the Diebold DRE
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Attacking the Diebold DRE
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Attacking the Diebold DRE
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Ben:    000
George: 000
Ben:    010
George: 000
Ben:    010
George: 990
Ben:    010
George: 991
Ben:    010
George: 992
Ben:    010
George: 993
Ben:    010
George: 994
Ben:    010
George: 995
Ben:    010
George: 996
Ben:    010
George: 997
Ben:    010
George: 998
Ben:    010
George: 999
Ben:    010
George: 000

Attacking the Diebold DRE
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Attacking the Diebold DRE
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Other Machines
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Other Machines
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Every examined machine 
has critical security flaws!
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Other Machines
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Internet-based Voting

￭ Is this safe?
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Internet-based Voting

￭ Is this safe?
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Web Vulnerabilities

Malware

Fraudsters

Denial of Service
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Internet-based Voting

￭ Is this safe?
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Web Vulnerabilities

Malware

Fraudsters

Denial of Service
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Post-election Auditing
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Post-election Auditing
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Redundancy + multiple failure modes = greater security

But… redundancy only helps if we use both records!
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Post-election Auditing

￭ Better ideas?
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Questions?
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Next time on CS 4440…
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Today’s Security Ecosystem
Bug Bounties, CTF Competitions
Career Paths in Cyber Security


