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Week 11: Lecture B 
Security in Practice: Tor

Thursday, November 7, 2024
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Announcements

￭ Project 3: WebSec released
￭ Deadline: tonight by 11:59PM
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Announcements

￭ Project 4: NetSec released
￭ Deadline: Thursday, December 5th by 11:59PM
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Announcements

￭ New Wiki pages to help you on Project 4:
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Announcements
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See Discord for 
meeting info!

utahsec.cs.utah.edu
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Interested in fuzzing?

￭ Spring 2025: CS 5963/6963: Applied Software Security Testing
￭ Everything you’d ever want to know about fuzzing for finding security bugs!
￭ Course project: team up to fuzz a real program (of your choice), and find and report its bugs!
￭ https://cs.utah.edu/~snagy/courses/cs5963/ 
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https://users.cs.utah.edu/~snagy/courses/cs5963/
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Questions?
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Last time on CS 4440…
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Authentication
Multi-factor Authentication

One-time Passwords
Secure Password Storage
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What is authentication?
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￭ What is it?
￭ That password you re-use for every website
￭ An ever-changing set of rules to frustrate you
￭ The most annoying thing about attending UofU

WHY JUST 12 HOURS!?!?
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What is authentication?

￭ Goal: ???

￭ Problem: ???

￭ Challenge: ???
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What is authentication?

￭ Goal: establish trust in the identity 
of another communicating party

￭ Problem: cannot directly interact 
with them to verify their identity

￭ Challenge: how can someone prove 
they are who they say they are?
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The Three Factors of Authentication

￭ Something you ???

￭ Something you ???

￭ Something you ???
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The Three Factors of Authentication

￭ Something you have
￭ Smartphone
￭ Laptop
￭ Email account

￭ Something you are
￭ Your fingerprint
￭ Your DNA
￭ Your iris, retina 

￭ Something you know
￭ Account password, banking PIN number
￭ Nuclear strike challenge-response code
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One-time PINs

￭ Provides proof of: ???
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One-time PINs

￭ Provides proof of: possession
￭ A PIN/code valid for only one 

login session or transaction

￭ Delivering One-time PINs:
￭ ???
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One-time PINs

￭ Provides proof of: possession
￭ A PIN/code valid for only one 

login session or transaction

￭ Delivering One-time PINs:
￭ SMS

￭ Phone call
￭ Text message

￭ Hardware
￭ Yubico YubiKey
￭ RSA SecureID

￭ Application
￭ DUO Mobile
￭ Google authenticator
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Implementing OTPs

￭ Better idea: independently generate OTP codes based on a moving factor
￭ E.g., intervals of time, unique session count, etc.

￭ Common OTP protocols:
￭ HMAC-based OTP (HOTP)

￭ Use session count as factor
￭ Time-based OTP (TOTP)

￭ Use time interval as factor

￭ Problem: desynchronization
￭ E.g., user hits “login” one too many times
￭ Solution: make a few OTPs; user matches once
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F=1: 123456

F=2: 124536

F=3: 654321

F=4: 321456

F=5: 563412

Match

Pre-generated OTPs



Stefan Nagy

Biometrics

￭ Provides proof of ???
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Biometrics

￭ Provides proof of physical identity

￭ Something unique to you (hopefully)
￭ Fingerprint, iris, retina, DNA

￭ Security = unlikely match probability
￭ Fingerprint match chance: 1 in 64 * 1013

￭ Iris pattern match chance:  1 in 1078
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Passwords

￭ Proof of something you ??? 
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Passwords

￭ Proof of something you know 
￭ Something that you forget?

￭ A secret string of data that 
confirms a user’s identity
￭ Letters (ABCDEFGH)
￭ Digits (0123456789)
￭ Other symbols ($#%-_!)

￭ Cryptographically secure?
￭ ???
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Passwords

￭ Proof of something you know 
￭ Something that you forget?

￭ A secret string of data that 
confirms a user’s identity
￭ Letters (ABCDEFGH)
￭ Digits (0123456789)
￭ Other symbols ($#%-_!)

￭ Cryptographically secure?
￭ Not at all!
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Password Attacks

￭ Passwords stored in plaintext
￭ ???

￭ Passwords that are reused
￭ ???

￭ Passwords that aren’t random
￭ ???

￭ Device-issued default passwords
￭ ???
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Password Attacks

￭ Passwords stored in plaintext
￭ Easily stolen if attacker breaches DB

￭ Passwords that are reused
￭ Only takes one plaintext breach

￭ Passwords that aren’t random
￭ Easily guessable via info about you

￭ Device-issued default passwords
￭ Attacker can make one big dictionary
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Better Server-side Password Storage

￭ Hashing passwords: increases 
security by ???

￭ Why are weak hash functions bad?
￭ ???

￭ Why are fast hash functions bad?
￭ ???
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Better Server-side Password Storage

￭ Hashing passwords: increases 
security by obfuscating passwords 

￭ Why are weak hash functions bad?
￭ Collision and pre-image attacks = 

attacker easily finds working password

￭ Why are fast hash functions bad?
￭ Rainbow table attack = attacker an 

efficiently pre-generate nearly all 
(password,hash) pairs
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Attack: Password Cracking

￭ Assume attacker knows hash function and wants to find a single password
￭ Rapidly becoming more doable with advances in hardware!
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Better Server-side Password Storage

￭ Slower hash functions
￭ Makes rainbow table generation more computationally expensive for attackers!
￭ E.g., Bcrypt, Scrypt—perform multiple rounds of hashing (much slower)
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Better Server-side Password Storage

￭ Slower hash functions
￭ Makes rainbow table generation more computationally expensive for attackers!
￭ E.g., Bcrypt, Scrypt—perform multiple rounds of hashing (much slower)

￭ Salted passwords:
￭ Add extra data when generating hash
￭ Goal: same input = different output
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Better Server-side Password Storage

￭ Slower hash functions
￭ Makes rainbow table generation more computationally expensive for attackers!
￭ E.g., Bcrypt, Scrypt—perform multiple rounds of hashing (much slower)

￭ Salted passwords:
￭ Add extra data when generating hash
￭ Goal: same input = different output
￭ Salting considerations:

￭ Salt should not be short
￭ Should be unique per user
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Better Server-side Password Storage

￭ Slower hash functions
￭ Makes rainbow table generation more computationally expensive for attackers!
￭ E.g., Bcrypt, Scrypt—perform multiple rounds of hashing (much slower)

￭ Salted passwords:
￭ Add extra data when generating hash
￭ Goal: same input = different output
￭ Salting considerations:

￭ Salt should not be short
￭ Should be unique per user

￭ Better: salting + slow hashing!
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Attack: Client-side Password Theft

￭ How?
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Attack: Client-side Password Theft

￭ How?
￭ Keyloggers, unencrypted transit, phishing, angry ex-partner
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Forgetting and Recovering Passwords

￭ Security questions:
￭ What’s your childhood pet?

￭ Password recovery email
￭ Click here to reset your password!

￭ Send in plaintext to email
￭ Your password is “in$3cur3”

34

Good security?
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Forgetting and Recovering Passwords

￭ Security questions:
￭ What’s your childhood pet?

￭ Password recovery email
￭ Click here to reset your password!

￭ Send in plaintext to email
￭ Your password is “in$3cur3”

35

Bad security! Attacker 
might have control of 

the victim’s email!
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Forgetting and Recovering Passwords

￭ Security questions:
￭ What’s your childhood pet?

￭ Password recovery email
￭ Click here to reset your password!

￭ Send in plaintext to email
￭ Your password is “in$3cur3”

￭ Other approaches:
￭ Phone call
￭ Session-specific PIN
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Bad security! Attacker 
might have control of 

the victim’s email!
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What is authentication?
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￭ What is it?
￭ That password you re-use for every website
￭ An ever-changing set of rules to frustrate you
￭ The most annoying thing about attending UofU

WHY JUST 12 HOURS!?!?

Trade-offs of different 
authentication mechanisms?
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￭ Replay attacks
￭ Spoofs an enrolled user

￭ Poisoning attacks
￭ Alter enrollment template
￭ Alter one user’s enrollment

￭ Noisy sensors
￭ Gives attackers “leeway" in 

crafting adversarial inputs

￭ Change / loss of biometric
￭ Change: cataracts surgery
￭ Loss: losing your finger

39

Noise

Authentication trade-offs / challenges?
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Authentication trade-offs / challenges?
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Authentication trade-offs / challenges?
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Always be vigilant!
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Always be vigilant!
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Always be vigilant!
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Questions?
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This time on CS 4440…
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Tor: The Onion Router
Internet Anonymity

Attacks on Tor
Project 4 Tips
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What is Tor?

“Tor protects you by bouncing your communications 
around a distributed network of relays run by volunteers 
all around the world: it prevents somebody watching your 
Internet connection from learning what sites you visit, it 
prevents the sites you visit from learning your physical 
location, and it lets you access sites which are blocked.”
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Tor’s Goal: Anonymity

48

￭ What is anonymity?
￭ ???

￭ Versus confidentiality?
￭ ???
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Tor’s Goal: Anonymity

￭ What is anonymity?
￭ I want to say or do something 

without the adversary knowing 
that it was me who said/did it

￭ Versus confidentiality?
￭ Confidentiality = the contents
￭ Anonymity = the identities

49

How/why does anonymity matter to you?



Stefan Nagy

Why does internet anonymity matter?
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How do the internet/web provide anonymity?
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Application 
Message

Segment 
Data

Segment 
Header

Packet 
Header

Frame 
Header

Frame 
Footer

Packet Data

Frame Data

App Layer

Transport Layer

Network Layer

Link Layer

Encrypted

Encrypted

Unencrypted

Unencrypted

Physical Layer Bits Sent Over-the-Wire Unencrypted
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How do the internet/web provide anonymity?

52

Application 
Message

Segment 
Data

Segment 
Header

Packet 
Header

Frame 
Header

Frame 
Footer

Packet Data

Frame Data

App Layer

Transport Layer

Network Layer

Link Layer

Encrypted

Encrypted

Unencrypted

Unencrypted

Physical Layer Bits Sent Over-the-Wire Unencrypted

Even when you encrypt your packet data, the control data 
is still in-the-clear. Traffic analysis also reveals a great 
deal of info, because it focuses on the header, which 
must disclose source, destination, size, timing, and so on.
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How do the internet/web provide anonymity?
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How do the internet/web provide anonymity?
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How can we maintain anonymity on the internet?
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Tor: The Onion Router
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Anonymity Primitive: Onion Routing

￭ Each message is repeatedly encrypted
￭ Analogy: multiple layers of an onion
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Anonymity Primitive: Onion Routing

￭ Each message is repeatedly encrypted
￭ Analogy: multiple layers of an onion

￭ Sent through multiple network nodes 
￭ These nodes are called onion routers
￭ Each node removes an encryption layer to 

uncover the message routing instructions
￭ Process repeats when sent to next router
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Anonymity Primitive: Onion Routing

￭ Each message is repeatedly encrypted
￭ Analogy: multiple layers of an onion

￭ Sent through multiple network nodes 
￭ These nodes are called onion routers
￭ Each node removes an encryption layer to 

uncover the message routing instructions
￭ Process repeats when sent to next router

￭ Anonymity: prevents any intermediary 
nodes from knowing message origin, 
destination, and contents
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Onion Routing Visualized
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Onion Routing Visualized
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Tor: The Onion Router

￭ Tor: a distributed overlay network
￭ Anonymizes TCP-based applications

￭ Secure shell
￭ Web browsing
￭ Instant messaging 
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Tor: The Onion Router

￭ Tor: a distributed overlay network
￭ Anonymizes TCP-based applications

￭ Secure shell
￭ Web browsing
￭ Instant messaging 

￭ Clients choose the circuit paths
￭ Messages unwrapped at each onion 

router using a symmetric key
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Tor: The Onion Router

￭ Tor: a distributed overlay network
￭ Anonymizes TCP-based applications

￭ Secure shell
￭ Web browsing
￭ Instant messaging 

￭ Clients choose the circuit paths
￭ Messages unwrapped at each onion 

router using a symmetric key

￭ Onion routers only know their 
successor or predecessor nodes
￭ They don’t know of any other nodes
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How Tor Works
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Trust in Tor

￭ Entry node: knows that Alice is using Tor 
as well as the identity of middle node
￭ Does not know the destination!

￭ Exit node: knows a Tor user is connecting 
to the destination, but not which user

￭ Destination: knows that some Tor user is 
connecting to it via the exit node

￭ Tor does not provide encryption between 
the exit node and message destination
￭ That is what HTTPS is for! 
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The Tor Network

￭ Lots of nodes spread out around the world
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The Tor Network

￭ Lots of nodes spread out around the world
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Questions?

68
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Attacking Tor
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Recap: The Domain Name System

70

￭ ???
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Recap: The Domain Name System
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￭ Distributed database implemented 
in hierarchy of many name servers

￭ Application-layer protocol: 
￭ Hosts and domain name servers 

communicate to resolve domain names 
￭ Address–name translation

￭ Result: user requests domain name
￭ But their host really gets its IP address
￭ Convenient!
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Attack 1: DNS Leaks

￭ DNS requests are not sent 
through Tor by default

72

Resolve IP for 
example.com
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Attack 1: DNS Leaks

73

Resolve IP for 
example.com

￭ DNS requests are not sent 
through Tor by default

￭ Attackers could see what 
websites are being visited
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Attack 1: DNS Leaks

￭ DNS requests are not sent 
through Tor by default

￭ Attackers could see what 
websites are being visited

￭ Fix: external software can be 
used to reroute DNS via Tor 
￭ This is not default behavior
￭ Examples: FoxyProxy, Privoxy

74

Resolve IP for 
example.com
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Attack 1: DNS Leaks
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Attack 2: Traffic Analysis 

￭ ??? 
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Attack 2: Traffic Analysis 

￭ Volume and Timing Analysis:
￭ Measure traffic going in/out of Tor network
￭ Identify patterns to aid in reconnaissance
￭ Identify likelihood you are accessing a page
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Attack 2: Traffic Analysis 

￭ Volume and Timing Analysis:
￭ Measure traffic going in/out of Tor network
￭ Identify patterns to aid in reconnaissance
￭ Identify likelihood you are accessing a page

￭ Examples:
￭ Volume: watch video vs. reading webpage
￭ Timing: when you sent/received packets

78

11:30:11 Server sent 5kb

11:30:12 Your node received 6kb 

11:33:17 Server sent 14kb 

11:33:18 Your node received 15kb
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Attack 2: Traffic Analysis 

￭ Volume and Timing Analysis:
￭ Measure traffic going in/out of Tor network
￭ Identify patterns to aid in reconnaissance
￭ Identify likelihood you are accessing a page

￭ Examples:
￭ Volume: watch video vs. reading webpage
￭ Timing: when you sent/received packets

￭ Defenses:
￭ Intentionally adding noisy traffic

￭ Cons: latency atop of latency

79

11:30:11 Server sent 5kb

11:30:12 Your node received 6kb 

11:33:17 Server sent 14kb 

11:33:18 Your node received 15kb
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Attack 3: Malicious Nodes

￭ Traffic leaving exit nodes (e.g., a request to a website) is unencrypted
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Attack 3: Malicious Nodes

￭ Traffic leaving exit nodes (e.g., a request to a website) is unencrypted
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Attack 3: Malicious Nodes

￭ Traffic leaving exit nodes (e.g., a request to a website) is unencrypted
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“If you control enough 
of the Tor network, it's 

possible to get a kind of 
bird's eye view of the 
traffic being routed 

through it.”
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Questions?
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Supplemental: Dropping Docs on Darknets

￭ Dan Crenshaw’s awesome DEF CON talk on ToR attacks—check it out!
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https://www.youtube.com/watch?v=eQ2OZKitRwc
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Tor Users and Websites
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Who uses Tor?

￭ ???
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Who uses Tor?

￭ Normal People
￭ Privacy-conscious folks

￭ Intelligence Agencies 
￭ Secret agents in the field

￭ Law Enforcement 
￭ Online “undercover” operations

￭ Journalists and Bloggers
￭ Citizen journalists inspiring social change

￭ Activists and Whistleblowers 
￭ Raising their voice and avoiding persecution

￭ White-hat and Black-hat Hackers
￭ And everyone in between!
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Who uses Tor?
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Who uses Tor?
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How can you use Tor?
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Hidden Services

91

Bob

Tor Network



Stefan Nagy

Hidden Services
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Hidden Services

93

INP
1

INP
3

INP
2

Bob

Tor
DatabaseTor Network

“xyz.onion”
INP: INP-1
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Hidden Services
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Hidden Services
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Hidden Services
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Hidden Services
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What services get hidden?
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What services get hidden?
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What services get hidden?
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Positive Tor Use Cases
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Positive Tor Use Cases
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Questions?
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Project 4 Tips
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Project 4 Overview

￭ Focuses on network packet analysis
￭ Leveraging data contained within packets to 

achieve network defenses and attacks
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Project 4 Overview

￭ Focuses on network packet analysis
￭ Leveraging data contained within packets to 

achieve network defenses and attacks

￭ Scenario: helping a fictional university 
secure its enterprise campus network
￭ Detect and characterizing likely attacks
￭ Demonstrate how info can be intercepted
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Project 4 Overview

￭ We provide a series of network packet traces (pcaps)
￭ Your job: write scripts to analyze them!
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Project 4 Overview

￭ We provide a series of network packet traces (pcaps)
￭ Your job: write scripts to analyze them!

￭ Part 1: detecting network attacks
￭ Password cracking, port scanning, SYN floods

￭ Part 2: stealing sensitive information
￭ Unencrypted credentials, browsing history
￭ Extra credit: stealing transfered files

108



Stefan Nagy

Project 4 Overview

￭ We provide a series of network packet traces (pcaps)
￭ Your job: write scripts to analyze them!

￭ Part 1: detecting network attacks
￭ Password cracking, port scanning, SYN floods

￭ Part 2: stealing sensitive information
￭ Unencrypted credentials, browsing history
￭ Extra credit: stealing transfered files

￭ You will use Python 3’s Scapy library
￭ A huge and powerful packet analysis API… 
￭ But we’ll really only use a few parts of it
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Scapy Fundamentals

￭ Python API for programmatic 
packet capture and analysis
￭ Think of it as “Wireshark in API form”
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Scapy Fundamentals

￭ Python API for programmatic 
packet capture and analysis
￭ Think of it as “Wireshark in API form”

￭ We provide skeleton code template
￭ Sets-up the packet parsing workflow
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Scapy Fundamentals

￭ Python API for programmatic 
packet capture and analysis
￭ Think of it as “Wireshark in API form”

￭ We provide skeleton code template
￭ Sets-up the packet parsing workflow
￭ Your job: finish implementing the 

function parsePacket()
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Scapy Fundamentals

￭ Python API for programmatic 
packet capture and analysis
￭ Think of it as “Wireshark in API form”

￭ We provide skeleton code template
￭ Sets-up the packet parsing workflow
￭ Your job: finish implementing the 

function parsePacket()

￭ You may also add additional code
￭ E.g., global variables or data structures
￭ E.g., printing functionality in main()
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Scapy Fundamentals

￭ Only a few things you’ll need…
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Scapy Fundamentals

￭ Only a few things you’ll need…
￭ Get a packet’s TCP flags:
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packet[“TCP”].flags
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Scapy Fundamentals

￭ Only a few things you’ll need…
￭ Get a packet’s TCP flags:

￭ Get a packet’s destination port

116

packet[“TCP”].dport

packet[“TCP”].flags
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Scapy Fundamentals

￭ Only a few things you’ll need…
￭ Get a packet’s TCP flags:

￭ Get a packet’s destination port

￭ Get a packet’s source IP address

117

packet[“IP”].src

packet[“TCP”].dport

packet[“TCP”].flags
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Scapy Fundamentals

￭ Only a few things you’ll need…
￭ Get a packet’s TCP flags:

￭ Get a packet’s destination port

￭ Get a packet’s source IP address

￭ Get a packet’s TCP payload:

118

packet[“IP”].src

packet[“TCP”].dport

packet[“TCP”].flags

bytes(packet["TCP"].payload).decode('utf-8','replace')
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Scapy Fundamentals

￭ Only a few things you’ll need…
￭ Get a packet’s TCP flags:

￭ Get a packet’s destination port

￭ Get a packet’s source IP address

￭ Get a packet’s TCP payload:

119

packet[“IP”].src

packet[“TCP”].dport

bytes(packet["TCP"].load).decode('utf-8','replace')

packet[“TCP”].flags

All of the targets can be solved using 
a few fundamental Scapy objects! 
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Suggested Workflow

￭ Before you start writing a Scapy script, 
inspect the trace manually via Wireshark
￭ Super helpful for viewing a packet’s contents
￭ Use this to bootstrap your script’s approach! 
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Suggested Workflow

￭ Before you start writing a Scapy script, 
inspect the trace manually via Wireshark
￭ Super helpful for viewing a packet’s contents
￭ Use this to bootstrap your script’s approach! 

￭ For each target, answer the following:
￭ What packet fields matter?
￭ How to extract relevant data?
￭ How to store and process this data?
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Suggested Workflow

￭ Before you start writing a Scapy script, 
inspect the trace manually via Wireshark
￭ Super helpful for viewing a packet’s contents
￭ Use this to bootstrap your script’s approach! 

￭ For each target, answer the following:
￭ What packet fields matter?
￭ How to extract relevant data?
￭ How to store and process this data?

￭ Finalize your high-level game plan first!
￭ Then start developing your solution scripts!
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Questions?
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Next time on CS 4440…

124

Software Reverse Engineering


