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Abstract—We present a novel program logic, £¢, which is The structure ofL; has three layers. The bottom layer is
designed on top of a Hoare logic, but is simpler, more flexible instruction semantics. In principle, any sound formal setica
and more scalable. Based onCy, we develop a framework \qrks and there exists independently developed, wettuet

for automatically verifying safety properties of executabes. It - ) . . ;
utilizes a whole-program interprocedural abstract interpretation realistic formal semantics for common instruction set dech

to automatically discover the specifications needed by sto prove  tures, such as ARM [4], [5] and x86 [18]. The middle layer is
a program judgment. We implemented £ sand the framework in ~ Hoare judgments of code blocks. We implement this layer by

the HOL theorem prover. a Hoare logic that has compositional rules for code blocks.

[. INTRODUCTION The top layer, as the core dfy, is hierarchical function
judgments. A function is roughly equivalent to a function
It is challenging to formally reason about executable COdJ@onstructed by a binary rewriting/analysis tool. Such tcarh
because it lacks high-level abstractions such as types, dgécompile an executable, construct a conservative cdidrol
structures and structured control flow. Some research fb’*%ph, and build functions by using call/return convergjon
addressed various issues in formally verifying machineeawd pesjges other functionalities [11], [23]. A function hasdeo
low-level code [2], [14], [15], [17], [20], [22], [24]. Howeer, plocks and calls to other functions. We abstract the calls
it is still impractical or very inefficient to verify some tical by well-formed nodeswhich also have a precondition and
safety properties about executables emitted by a producti9 postcondition: the precondition is the initial conditioh
compiler such as GCC using theorem proving. a callee, and the postcondition is the condition that holds
We present a novel program logic framework for automajvhen the callee returns. We define the relationship among the
ically proving safety properties about real-world exebl#a. Hoare judgments of the code blocks and the callee nodes:
Its theoretical foundation is a new program logig, designed for each node, the postconditions of its predecessors iitsply
on top of a Hoare logic. A Hoare logic describes code with grecondition. The final judgment of a program is the judgment
triplet judgment:{p} ¢ {¢q}, wherep andq are the pre- and of the top-level or entry function.
post-conditions of code specifying the states before and after
the execution of the code, respectively [7], [10]. The ré&®®  The hierarchical function judgments have several advan-
process is to compose the judgment of a piece of code freages over a traditional Hoare logic. First, it does not cosep
judgments of smaller codes using inference rules, until th&er code blocks, so it does not need rules for loops or any
judgment of an entire program is achieved. arbitrary jumps. Nor a termination proof. The definition of
It is simple to compose judgments of sequential code withe function judgment handles both infinite and finite loops.
a sequencing rule [7]. However, it is difficult to handle unSecond, it naturally divides an executable into objectecod
structured control flows, because for each type of contral flfunctions, and the reasoning process examines one function
transfers, it requires proving some inference rules andgusiat a time. As a result, it easily scales to an entire program.
them interactively [13]. For example, in order to specify &hird, it facilitates proof automation in two ways. One igth
loop, it requires a loop rule and a termination proof; thisd composition of judgments of code blocks, whose sequential
acceptable for reasoning about embedded code where congtalcture is simple enough that we automate the composition
loops are often infinite. In addition, the goal of composing lay meta-language programming. The other is utilizing inter
monolithic judgment for an entire program has not been showrocedural abstract interpretations to automaticallycalisr
useful in practice, because it is not scalable. the relationship among Hoare judgments in verifying shallo
Our idea is keeping the simple part of a Hoare logic: consafety properties.
position of code blockswhich only have sequential control
flows, such as a basic block or a super block; beyond codeThe first two layers ofL; have been well studied in
blocks, we design a novel scalable logic structure whictsdoierature, and in this paper, we focus on the hierarchical
not require compositional rules and which makes it possibienction judgments (Section Il) and an application 0f:
to automate the entire proof of safety properties. Thisltedu automatic verification of safety properties with assistan€
in £¢ (a logic with hierarchical function judgments). interprocedural abstract interpretations (Section 1lI).



<ent ryFun> . .
bl k1: y(0x0’ OXxE3A0D441) //nov r 13, #0x41000000 first compose the Hoare judgments of code blocks, and the

(0x4, OxE3A00000) //mov r0, #0 results show what conditions are required in order for albloc
(0x8, OxE1A01000) //mov r1,r0 to execute safely. For example, blk4’s precondition resguiir
- (OxC,OxEBO00000) //bl foo (branch to f00) .9} C mem and bIk5 requires14 € succ(0x2C) (similar
EL gg; (0x10, OXBAFFFFFE) //b +#0 (branch to blk2) , blk3). Next, we reason about the relationship among the
bl k3: (0x14, 0xE2411001) //sub ri,r1, #0x1 Hoare judgments of block 3, 4 and 5 (of functiboo). We
(0x18, 0xE3320101) //teq r2, #0x40000000 follow and verify the CFG of the function and derive the fact
(Ox1C, 0x11A0F00E) //movne pc,rl4 (ret neq) that the postcondition of blk3 (from 0x1C to 0x20) satisfies
bl k4: (0x20, 0xESC21000) //strb ri,[r2] (str byte)that register R2 has valu@40000000, which discharges the
(0x24, 0xE3310000) //teq rl, #0x0 (test €q) .qnjition of bika. However, the two assertions of the contro
(0x28, OX1AFFFFF9) //bne foo (branch neq) . . . .
bl k5: (0x2C, OxelaOf 00e) //mov pc,rl4 (return) flow integrity of blk3 and blk5 can not be discharged inside
f oo, and they are propagated to the preconditionf ob
by an abstract interpretation. We next abstract the functio
into a Hoare judgment, which can be fed into its caller,
ent r yFun, and which behaves like the judgments of blkl
and blk2 (Figure 1.c). We reason about the relationship @mon
the three Hoare judgments eht r yFun: of blkl, of blk2,
and of the abstractefloo, and we are able to discharge the
two assertions of 0o. The final result is a program judgment:

PROG SPEC SAFE I NS entryFun 0x0 pred bspec

(a) Program code

i

(b) Program CFG (c) Abstracted function nodes

bbl 0x0

Informally, it means that the program holds its memory safet
and control flow integrity with respect to a given specifica-
tion. We will discuss in detail how we formally reach this
conclusion (Section V).
Fig. 1. An example It is worth to point out that verifying memory safety is
not always possible in real-world executables, becau$ingel
that every store operation is confined to pre-defined regions
A. An Example is undecidable in general. In order to make proof possi-
To explainZ; and to show how it works, we take the examble in practice, we insert necessary dynamic checks before
ple of provingmemory safetystore operations are confined tgdangerous stores whose addresses can not be determined
pre-defined regions, anzbntrol flow integrity execution may Statically, and this instrumentation is done by transfogni
not escape a pre-determined control flow graph (CFG), ab@it executable with a binary rewriter. We also get the CFG
the ARM executable shown in Figure 1. policy of the rewritten executable from the rewriter. These
For memory safety, we want to prove that it only writepractical considerations affect if a proof attempt sucee€dr
to a memory sectiomem = {a|0240000000 < a A a < instance, if there was not blk3 in Figure 1.a, our proof of
0x41000100}. For control flow integrity, we need a CFGthe memory safety would simply fail (in fact, any kind of
policy (Figure 1.b). The CFG policy of an executable may beéerification attempt would fail), and we could not derive the
computed by a binary analysis tool, or by hand. How the CF@ove program judgment. However, they are not irrelevant to
policy is computed is irrelevant t6 ;; what is critical is that how £; works, and we have omitted thefn.
L verifies that the executable respects the given CFG policy.We implemented_; and the framework for verifying safety
We model the CFG policy by a functioaucc: given an properties in the HOL theorem prover [8]; we automatically
address of an instruction, it returns the set of addressesewhproved the memory safety and control flow integrity of rewrit
the control goes. Suppose the given CFG policy of the examj® ARM executables, including some MiBench programs [9].
is (computed by hand):isucc i = {0zC — {0x14},0210 —
{0210}, 021C — {0220, 0210}, 0228 — {0x14,022CY}, 022C — . Ly
{0z10},7 — {3 + Oz4}}, where — means a parameter-return We design the first layer of ; to utilize an existing formal
value pair. For brevity, we usé— {i + Ox4} to denote the ARM semantics, and it comes in as proven Hoare triples in the
PC relation inside a basic block without explicitly listitgem HOL theorem prover [5], [13]. Figure 2 shows the semantics
(it is only used after other lookup fail$). for a store instruction: strb ri, [r2]. It says that after exion
For this program/ s establishes that the strb instruction irof the instruction, the value at memory address r2 is updated
blk4 does not violate the memory safety, and the two indiretd the least significant byte of riM@w converts a 32-bit word
jumps at 0x1C and 0x2C follow the given CFG policy. Weénto an 8-bit word), and the program counter (PC) increased

1if the given CFG policy is too small, or does not coincide witie 2Determining which stores are dangerous and inserting dimelnecks for
executable, a proof attempt will fail. them are challenging by themselves and deserve their oveanes



Label Exp x StatePred

lp € LabelPred
l word32

{PCp+xR27r2xR17rlxNMEMORY dom f «(r2 € dom)} € LabelExp

(p,0XE5C21000) // strb r1,[r2] p € StatePred separating conjunction expression
{PC(p+4)*R272+R1 rlx Its interpretation is defined by a semantic functi/®2 SP,
MEMORY dom ((r2 — (w2wr1)) f)} and another function,PSET, interprets a set of label predi-
cates:
Fig. 2. Axiomatic semantics of strb r1, [r2] LP2SP (I, p) =PC1l *p

LPSET P = Xs. (3p. Ip € P A (LP2SP Ip) s)

by 4. From our perspective, those theorems are equivalent ket .l:p>be the subsumption relation between two sets of label
instruction axioms in an axiomatic semantics, since we taR&edicates:

those theorems as granted and build our logic on top of its Thi
semantics has some important properties which we summarize

P2 Qiff (LPSET P)= (LPSET Q)

below. For a full treatment, interested readers may refénéo  \We define the following rule in order to use the existing
references mentioned above. semantics inL;, and it converts an instruction axiom to

A. Label Predicates

; ; ; other theorem that uses the syntax of label predicates. Th
Machine states include registers, memory cells, Statﬁegason for the conversion is that it is easy for the meta lamic

flags, and the current program status register. For exagerate on a pair, but it is difficult to operate on theperator.
ple, PC p in the precondition of Figure 2 asserts thahnother advantage of label predicates will become cleamwhe
the program counter has valye and thatp is word- Wwe define the function judgment later.
aligned;R2 r2 andR 1 r1 assert. that registers R2 and {PC 1% p} ins {PCI % q} |
R1 have values2 andr1, respectivelyMEMORY dom f - ; ns
ORG_INS (I, p) ins (I', q)
asserts that some set of memory addresées has
value f (these are symbolic values). The operator g A Hoare Logic

in the meta logic updates a function on a given value 1 miggje layer ofL; is a multi-entry multi-exit Hoare
while keeping other values unchanged, whose definitiqiggment with a set of label predicates as its assertion lan-

is:a — b= A\ c (if a = cthenbelsef c). Other guage. We use at ep relation to bridge state transitions in
machine state assertions incluBlé v: one of the status £ and the existing axiomatic semantics.

flagst (carrysC, negativesN, overflowsV, or zerosZ) ep iristiff 3pq. (irpiq)A(LP2SP p) s A (LP2SP q) ¢
has valuev.
The * operator is a version of separating conjunctiorwhereir is a parameterized relation of instruction transition,
which has important properties as in the separatisramely, an instruction semantics. It can be the existingtins
logic [19]: (1) a triple only asserts the change of a locdion semantics introduced aboveRG | NS), or an augmented
state (the parts of state that are used by the instructiomgrsion for proving safety properties (to be described)ate
and a global version may be achieved by using the Frarsays that a transition from stateto statet by instruction:

rule; (2) if a separating conjunction expression assemgder a given semantics is equivalent to a transition fsctm

a machine resource more than once (excluding a purenade by the instruction under the semantics.

assertion), then its value fsal se. Based on thet ep relation, we implemented a Hoare logic.
() represents a pure assertion [19], i.e., it does not assBetcause Hoare logic has been well studied in literature, we
any machine resource but serves as a predicate to spebifiye omitted its details. We summarize the important result
the boolean relationship between variablg® € dom) below. Interested readers may refer to [6], [14] for dethile
says thatr2 has to be in the domain of the memonydiscussions.

function f in order for this transition to take place. « We write a Hoare judgment aSPEC ir {P} C {Q},

The pair, (p, 0XESC21000), represents code assertion  whereir is the semantic parameter discussed abdve,
for the instruction, meaning that the valogE5C21000 and Q are sets of label predicates, agtlis a set of

is stored at the memory addresspof labeled instructions. Its interpretation is that if thexéests
Some boolean operators such as implicaties) (and a true label predicate in the precondition, then there exist
disjunction ¢) are lifted to the separating conjunction  a true label predicate in the postcondition some steps
level. For examplep = ¢ meansks. (p s = ¢ s); p¥Yq later.

is As. (p sVq s). « We proved many useful inference rules including those

for composing code blocks, such as sequencing, frame,
and strengthen, etc. For example, the LPMerge rules

The assertion language ifi; is a set of label predicates combine and split label predicate entries which have the

A label predicate is a pair of a label (instruction address)
and a predicate, interpreted as that the predicate holdseat t
associated label. A set of label predicates means that there

same label (Figure 3.a. We have omitted the leading
SPEC).

a true label predicate in the set. Formally, the syntax oballa + The Hoare logic has only one role ifi;: composing
predicate is judgments of code blocks, because it is simple and can be



) y postcondition. We specify the relationship among theseréloa
i AP U{(Lp) UL o)}y C{QE=ir {PUL(Lp Y )} C{Q} judgments as the following: for each node, the postconulitio

ir {P} C{QU{{,p)} U{(l,9)}} =ir {P} C{QU{(l,p¥ a)}} its predecessor “implies” its precondition. The implicatidea
(a) LPMerge rules comes from Floyd’s inductive assertion [3], and we formaliz
g it here in order to define the function judgment:
{(0220, MEMORY dom df  (r2 € dom) * (r1 # 0y * SSZ z*al)} ,o
blk4 (1) Q= RIff V(Lp) € R. V(k’,q) € Q.
{(0214, MEMORY dom ((r2 — (W2w r1)) df) * a2)} (k=0 = ({(k,a)} 2 {L.p)})

al=R2r2%R1rl, a2=SsZ (rl=0)x*al . L
It reads that a set of label predicat@simplies another set

{(0220, MEMORY dom df  (r2 € dom) % (r1 = 0) xS sZ zx o1)} ©Of label predicategt (at the function level) if and only if for
bika @) every label predlcgt(p in R, ifa Iat_)el predicatéq in @ has

{(022C, NENORY dom ((r2 > (w2w 1)) df) = a2)} itrr:lepl)s/a}[rt?eeslatéellet\év:zzgt t(f)};n the singleton set dfg should

(b) The Hoare judgments of blk4 1) Function JudgmentsWe define the function judgment

in Figure 4.a, wherev f is a well-formed node relation, and it

includes Hoare judgments of code blocks and Hoare abstrac-

tions of function calls. Figure 4.b defines such a relatibn.

automated by meta-language programming. For example,the parameterized instruction semantics discussedeéyefo

Figure 3.b gives the Hoare judgments of blk4 of Figandprog is a set of nodes of a function, including nodes of
ure 1.2 Blk4 has two separate judgments with each fg¥ode blocks and nodes of callee abstractions. The definition

a branch condition, and the branch conditiofid, # 0) requires that each node is well-formed (the second to the las
and (r1 = 0), originate from the branch instructidme line). Entry is the entry address of the function, andt is
f 0o, which has two separate axioms [13]. The value dhe initial condition of the functionE'zits is a set of pairs with
the sz flag is set to(r1 = 0) in the postconditions (we each pair being an exit node and its associated exit conditio
have omitted the assertions for other status flags).  Predecessor models the CFG policy at the node level by
« After composition, the assertion of a safety property function: given a node, it returns the set of predecessor
“pushed up” to the precondition of the code block comlodes.Bspec and kspec are two specifications for all nodes
taining the instruction, becoming the block’s conditiondf the function; the former is a mapping from nodes to their
e.g. (r2 € dom) is now an assertion of the judgmentgreconditions, and the latter is a mapping from nodes ta thei
of blk4. Branch conditions are a little different, becausBostconditions. The last line of the definition required tha
when we merge Judgments 1 and 2 with LPMerge rulgdode is a predecessor of another node, then the postcanditio
the two branch conditions become tautology1 # of the former implies the precondition of the latter. Thetfirs

0) vV (r1 = 0)) and can be removed from the mergedine of the definition body specifies that the initial conliti

Fig. 3. Hoare logic rules and judgments

judgment. of the function subsumes thigspec at the entry node, and
the second line stipulates that for every exit node kitggec
C. Well-Formed Hoare Judgments subsumes the exit condition associated with that node. In a

In order to model a code block which has only one ent§imple case{(entry,init)} is (bspec (bbl entry)), and
address, we definewell-formedHoare judgment as a single-(kspec e) is q.
entry multi-exit Hoare judgment by imposing two constraint Bbl is one of the two constructors for a user-defined data
(1) there is only one entry address for the code; (2) the labeltype f un_node, which represents the code of a code block
a label predicate in the precondition must be the entry addreor a function by its entry label:
Formally, it is

WE_SPEC ir P C Q iff
(SPECir {P} C {Q}) A (¥(l,p) € P. 1 =L(C)) We use two constructors for human readability indicatiret th
a node is a code block or a function abstraction; from the
whereL(C) returns the entry address of a code block.  perspective of a type system, one constructor is enough.

D. Hierarchical Function Judgments 2) Well-formed NodesThe concept of a well-formed node

The central structure of ; is recursive function judgments plays a very important role inc;, and we define it in
The idea is that a function consists of code blocks and fancti’ '94re 4:b by using the inductive relation definition of the
calls; code blocks are specified by the well-formed HoargjudMeta-logic [12]. The Base rule says that the well-formedrdoa
ment described above; we abstract a callee as a Well-f_ormedgment of a code block is a well-formed node. The Induction
node, which behaves like a well-formed Hoare judgment in thele says that from a function judgment (whose nodes are
caller, having a single-entry precondition, abstract cadé a \e||-formed), we can get a new well-formed node whose

3 o precondition is the initial condition of the function, andhese

A Hoare triple is written af P} C {Q}, and ourP, C andQ are sets diti is the bi . fi . ditiori
which also use braces by convention. For clarity, we only aise pair of pOStCOI’] I.tIOI’I IS _t € '.g union of its exit conditionsrage
braces in writing pre- and post-conditions and do not usedsréor the code. iS a function defined asmage f s = {f z|x € s}, andsnd

bbl , fun: word32 — fun_node



FUN_SPEC wf ir prog entry init exits predecessor bspec kspec iff
({(entry, init)} & (bspec (bbl entry)))A
(V(e, q) € exits. (kspec e) & Q)N
Vnode € prog.
(wf ir (bspec node) node (kspec node)) A
(Vpre € (predecessor node). (kspec pre) L (bspec node))
(a) Function judgment

WF_SPECir {(I,p)} C {Q}
WF_NODE ir {(I,p)} (bbl 1) {Q}

FUN_SPEC WF_NODE ir prog entry init exits predecessor bspec kspec
WF_NODE ir {(entry,init)} (fun entry) (J(i mage snd exits))

(b) Well-formed node

Base

Induction

PROG_SPEC ir prog entryProg predecessor bspec iff
kspec exits. FUN_SPEC WF_NODE ir prog entryProg (As.T) exits predecessor bspec kspec

(c) Program judgment as the judgment of the top-level famcti

Fig. 4. Definitions of function judgments

returns the second element of a tuple. In the call graph offa Safe Instruction Semantics

program, the leaf functions, which do not have a callee, only\e augment an exiting instruction axiom to the following
have thebbl nodes; other functions have bdtbhl andfun by asserting the safety properties mentioned before:

nodes (Figure 1.c).

Figure 4.c defines the judgment of a program, which is sim- ) ,
ply the judgment of the top-level function. We have simptifie . (ms (ins) € mem « (I € succ())  p}
the initial condition to As.T) by focusing on the predicate of (, ins) ®)
states instead of the contents of states. {PC !’ x MEMORY memdf’ + MEMORY cmcf x p'}

3) SoundnessOur soundness proof says that a progranyyhere; is the value of the PGy represents other assertions

never gets stuck under a given semantics throughout its efgat are not explicitly written out, and corresponding esiu
cution. An intuitive argument is that when control reach®s t i, the postcondition are marked with a prirhe

end of a code block, it resumes on one of its successor blockq) Safety AssertionsRecall thatmem is the set of pre-

(including jumpi.ng to the entry block of another functiopheﬁned memory region mentioned in Section I-A, antc
because of the implication relation. Formally, we may deris the CFG policyns (ins) is the set of memory addresses that
a function specificatiorFUN_SPEC if and only if: starting 4p instructionjns, writes to.(8 (ins) C meny is the assertion
from its initial states, if the execution reaches the label of g, memory safety, and’ € succ({)) is the assertion for the
code block,L(n), then the precondition defined lgpec on  control flow integrity. The memory assertion is true for non
the block is ensured to be true. We have omitted the theorgie instructions, becauses (ins) = {}. MEMORY cm cf
itself, since it uses some definitions of our Hoare logic Whicygserts the data pool of ARM executables. A data pool is a set
we did not show (We will have a detailed technical repogs memory addresses in the text section for storing corstant
available on-line if this paper is published). and our augmented theorem says that it cannot be changed

(cf’ = ¢f). The purpose of modeling the data pool is that some

constants are useful in proving some properties. Figure 5.a

[Il. AUTOMATIC VERIFICATION OF SAFETY PROPERTIES  shows the augmented theorem for the axiom in Figure 2.

2) The Safe Instruction RuléVe define a safe instruction

. - C . e rule, whose antecedent is the augmented theorem, and whose
We describe a specific application 6f;: verifying safety .j-clusion is a new relatioSAFE | NS:

properties. We present a framework that takes advantade of t

{PC ! « MEMORY memdf « MEMORY cmcf

hierarchical structure of ; and that utilizes an interprocedural theorem 3 Safelns
abstract interpretation to automate the verification. Frer t SAFE_INS (I, MEMORY memdf « MEMORY cmef+

example of Figure 1, we first make assertions about the (ms (ins) C men) « (I' € succ(l)) * p)
memory safety and the control flow integrity by defining a (I, ins)

safe instruction semanti@AFE_| NS and use it to instantiate (I, MEMORY memdf’ «+ MEMORY cmef * p')

the semantic parameter.



{PC p + NEMORY memdf  NEMORY cmef« B. Interprocedural Safety Assertion Analysis

(ms (OXE5C21000) C mem * ((p + 4) € succ(p)) * al} This is a backward context-sensitive and flow-sensitive

(p, 0XE5C21000) // strb r1,[r2] analysis. Its domain is the power set of all concrete safety
{PC (p + 4) » MEMORY mem ((r2 — (W2w r1)) df) * assertions occurring in the Hoare judgments of code blocks.
MEMORY cmef +al} It runs on a function at a time and computes, for a set of
Wl =R2r2%R1 71 incoming safety assertions, the set of assertions that goes

out of the function. A function has two types of nodes:
(@) The augmented semantics of strb r1, [r2] block nodesHoare judgments of code blocks, afichction

SAFE_I NS (p, {(p + 4) € succ(p)) = ({r2} C mem) *---) nodes abstract nodes for function calls. The transfer function

(p,0XE5C21000) // strb r1,[r2] works differently on a block node and a function node. For a

(p+4,--) block node, it runs as follows: when a node has an incoming

safety assertion, it tries to derive the assertion from étell
predicates in the postcondition whose labels are the same
Fig. 5. Safe instruction rule in action as the incoming assertion; if it succeeds, which means the
assertion is true, it does nothing; otherwise, it propagtie
assertion along the flow, hoping that other nodes can digehar
This rule is critical, because if we directly use an instiartt  the assertion. For a function node, it suspends the conpuitat
semantic with safety assertions in a logic, when the safédtythe caller and “dives into” the code of the callee. It merge
assertions are simplified tor ue and removed from the the incoming assertions to the in-configuration of each exit
precondition, it is not clear what causes the absence of thede of the callee and computes the outgoing assertionisdor t
assertions: that the axiom does not have the assertion§ atc#llee. It takes the assertions going out of the callee asdhe
or that they have been discharged. With the new relatiodgnfiguration of the function node and resumes the analgsis i
SAFE_I NS, we are always assured that they have bedpe caller. If the callee has other callees, it recursivelesl
discharged; there is no instruction without having the tyafeinto these callees to compute their outgoing configurations
assertions in this relation. In simplified pseudo-code, the transfer functions axe, (
After applying this rule to the augmented theorem in Figand ¥,,; are the in- and out-configurations of a function):
ure 5.a, we get the safe instruction semantics for the store
strb rd, [r2], in Figure 5.b (We have omitted the assertians ftransferblock (brnode, ¥;,):

(b) Safe instruction semantics of strb ri1, [r2]

memory, R2 and R1, since they are the same as in (a)). foreach(l, assert) in ¥;, (bnode)

It is noteworthy that this rule also provides flexibility in foreach(l’,p) € post condi ti on(bnode)
proving safety properties. For example, if we want to prove a  if I’ =1 and fot (p implies assert)) then
different property, say, memory reads being confined to pre- Yout(bnode) = oyt (bnode) U{ (L (bnode), assert) }

defined regions, then we only need to formalize it as assertio
in the augmented theorem. All the proven rules and defirstiotfansfer fun (fnode, ;,):
stay unchanged. mergeX,, (fnode) to the in-configuration
3) Instantiating the Semantic ParameteiVe use the of exit nodes of function offnode (fun_of_fnode);
SAFE_| NS relation to instantiate the semantic parameter ~ compute the states of funf_fnode until fixed point;
in £;. This instantiation means that every instruction of a Yout(fnode) = the out-configuration of the entry
program over all possible executions has been assertetefor t node of funof_fnode
safety properties defined by the Safelns rule. For exampde, t
program judgment in Section I-A has this relation, indiogti ~ This algorithm computes the global invariants—where a
that every instruction of the program has been asserted fgfety assertion can be discharged—in depth first search. In
memory safety and control flow integrity. theory, it is exponential, but in practice, we use a cache
By the definition of PROG_SPEC SAFE_I NS, proving it for each function that records the outgoing assertion for a
boils down to finding the relation among nodes inside func-diven incoming assertion. This makes an assertion traverse

tions, which in turn reduces to finding global invariantstthdunction only once, reducing the complexity to polynomial.
can discharge the safety assertions thaGAEE_| NS relation Our implementation also records or computes the following

has. There are two processes(p that discharge these safetynformation:

assertions. One is the composition process (Section IF&). « The location where a safety assertion is originated in
example, the assertiofip + 4) € succ(p)) in Figure 5.b can a context-sensitive call graph and the path it traverses
be discharged for the instruction at address 0x20 (Figwag 1.  through;

after we instantiate to 0220 in composing. For the assertions « the location where a safety assertion gets discharged;
that cannot be discharged by composition, they are pushed up for each block node, which safety assertions traverse
to the precondition of the Hoare judgments of code blockd, an  along which call paths and their conversion theorems
we use another method presented below to discharge them. (equations that connect incoming assertions to corre-



sponding outgoing assertions). (rf R14 € succ(022C)) (Judgment 10), and{rf R2} C
This information is necessary for later proof automaticat then} (Judgments 8 and 9).
constructs function abstractions in depth first search lier t Next, we examine the judgments of nodes in funcfi@o
top-level function. The automation is implemented by metédJudgments 6, 7, 8, 9, and 10) to see if these assertions can
language programming, in which we take the safety assertid¥e discharged({rf R2} C mem) can be discharged by the
that are propagated by a block node and use the Frame rul@@stcondition of Judgment 7, because it has the branch con-
add them to the node, generating a context-sensitive judgmeition of ((rf R2) = 0x40000000), and ({0x40000000} C
along a call path. The framed Hoare judgments are adl@M = true.Inorder to getit formally, we frame the branch
to imply the precondition of its successor nodes from thegondition to the judgmentitself. As a result, the asseritthe
postcondition. postcondition hag(rf R2) = 0240000000), which implies
the memory assertion of blk4. In our framework, this work is
IV. PROVING THE EXAMPLE done by the abstract interpretation described in SectieB.|

We illustrate the verification process by proving the examp| 1€ other two assertions cannot be discharged insate

o . ) nd are propagated to the judgment of blk3 by the analysis.
in Figure 1. First, we compose Hoare judgments of code blo‘:%\ﬁer the gnarl)lygis, we take tgwe gafety assertionsypropelgmg

by instantiating the semantic parameterwith SAFE_I NS 3 plock node and frame them to the node judgment. We also
and use the Frame rule to convert the local judgments to tierge the two judgments of the same block with the LPMerge
global version. The results are shown below. For clarity, wales. For example, we get the framed and merged judgment

have omitted the leading relation markePEC SAFE_| NS, of blk3 in (11) (similar to blk4). The branch conditions

In addition, we have not explicitly written out unchan e]c rm tautology after merging and are removed. The merged
, plicitly 9 Jﬁdgments have one entry in the precondition and two entries

assertions and less important assertions such as assenfiorjp the postcondition. It is easy to prove that they are well-

status flags; they are represented- by. formed Hoare judgments by definition (Section 1I-C).
{(020,REGrf *---)} {(0210, REGrf *---)} {(0214,REGrf xS SZ z* (rf R14 € succ(0z1C))x
blk1 ) blk2 (5) (rf R14 € succ(0z2C)) * - -- )}
{(0214,REGrf" x---)} {(0z10,REGrf % ---)} blk3 (11)

where REG r f collectively asserts the values of registers from RY(rf R14,REG (Rl — (rf R1—1)) rf) *sls---),
to R14 (similar toMEMORY), andrf’ = ((R14 — 0x10) ((RO — (0220, REG (R1 — (rf R1—1)) rf) # s1 #

0) ((R1— 0) ((R13 — 0241000000) r£)))).
(rf R2 = 0240000000) * (rf R14 € succ(022C)) - --)}
{(0214,REGrf *SSZ z* (rf R14 € succ(0z1C))x

(rf R2 % 0x40000000) * - --)} ~ Next, we construct the terms needed for proving the function
bik3 ©) judgment off oo. Let P, and Q; be the precondition and
postcondition of blk After using the Base rule (Figure 4.b),
{(rf R14,REG (Rl — (rf R1—1)) rf)*sl*---)} we get three well-formed nodes, whose code figo =
s1=SsZ ((rf R2) = 0x40000000) {bbl 0x14, bbl 0x20, bbl 0x2C}. We construct the

two specifications of the function aéoo_bspec = {(bbl
_ 0x14) — P, (bbl 0x20) — P, (bbl 0x2C) — P}, and
{(0214,REGrf * S SZ z * (rf R2 = 0240000000) * ---)} foo_kspec = {(bbl 0x14) — @y, (bbl 0x20) — Qo,
blk3 (7)  (bbl” 0x2C) — Q3}. The exit specification i§ 0o_exi t s
{(0220,REG ((R1 — (rf R1—1)) 7f) x sl ---)} = {(bbl 0x14, @Q;), (bbl 0x2C, Q3) }. The initial condi-
tion has the two assertions that are not discharged by foo:
foo_init = (rf R14 € succ(0z1C)) = (rf R14 €
{(0220, MEMORY memdf « REG rf xS SZ 2 = succ(0z2C)) * - --. With these terms, we are able to prove
({rf R2} C mem « (rf R1+# 0z0) x---)} the judgment of functiori oo:
blk4 ®)
{(0x14, MEMORY mem ((rf R2 — wW2W(rf R1)) df) *xs2---)}

s2=REGrf*SsZ ((rf Rl) = 0z0)

FUN_SPEC WF_NODE SAFE_I NS foo 0x14 foo_init
foo_exits foo_predecessor foo_bspec foo_kspec

wheref oo_predecessor is the predecessor relation of

{(0220, MEMORY memdf + REGrf x SSZ z nodes: {bbl 0x14 — {bbl 0x20}, bbl 0x20 — {bbl
({rf R2} C mem  (rf R1 = 0z0)*---)} 0x14}, bbl 0x2C — {bbl 0x20}}.
blka ) By applying the Induction rule (Figure 4.b), we get the well-

formed node of functiorf oo, whose three label predicate
{(0z2C, MEMORY mem ((r f R2 — wW2W(rf R1)) df) *s2*---)}  entries in the postcondition come from the postconditiohs o
blk5 and blk3 (we only write out state predicates for clgrity

{(022C,REG rf * (rf R14 € succ(0z2C)) ---)}
blk5 (10)
{(rf R14,REGrf *---)}

WE_NODE SAFE_I NS
{(0z214, {rf R14 € succ(0z1C)) * (rf R14 € succ(0z2C)))}
fun 0x14 // foo (12)

There are safety assertions that are not discharged di(f R14,---), (rf R14,---),
ing composition:(rf R14 € succ(0z1C)) (Judgment 6), (0220, (rf R2 = 0x40000000) * (rf R14 € succ(0z2C)) x---)}



With this Hoare judgment df oo, we repeat the above rea- [3] R. W. Floyd. Assigning meaning to programs. Ntathematical Aspects

. - : : . of Computer Sciencevolume 19, pages 19-32, 1967.
soning process for functioent ryFun. Inside this function, [4] A. Fox. Formal specification and verification of ARM6. Rroc. of the

the two assertions dfoo are discharged by the postcondition 16th Intl. Conf. on Theorem Proving in Higher Order Logic${TOLs)
of blkl, where R14 is 0x10. As a result, we are able to pages 25-40, Rome, ltaly, Sept. 2003.

. . . . _ [5] A. Fox and M. O. Myreen. A trustworthy monadic formalimat of
prove thePR(IB_SPECJudgment given in Section I-A, where the ARMV7 instruction set architecture. Proc. of the Intl. Conf. on

entryFun is the set of nodes of entryFumpred is the Interactive Theorem Proving (ITPEdinburgh, UK, July 2010.
predecessor relation of these nodes (Figure 1l.c gives tff@ M. J. C. Gordon. Mechanizing programming logics in higheder

. . . . logic. In G. Birtwistle and P. A. Subrahmanyam, editdZsirrent Trends
pICtO”al representation of these two terms)’ dFEbeC IS in Hardware Verification and Automated Theorem Proyipgges 387—

the mapping from the nodes to their preconditions. 439. Springer-Verlag, 1989.
[7] M. J. C. Gordon.A Mechanized Hoare Logic of State Transitippages
V. RELATED WORK 143-159. Prentice Hall International (UK) Ltd., 1994.

- : [8] M. J. C. Gordon and T. F. Melham, editorsintroduction to HOL.:
Boyer and Yu made the first attempt to verify small real A Theorem Proving Environment for Higher Order Lagi€ambridge

world executables with symbolic execution, but their spec- university Press, 1993.
ifications and proofs were done manually [1]. Myreen ef9] M.R.Guthaus, J. S. Ringenberg, D. Emst, T. M. AustinMlidge, and

" : . R. B. Brown. MiBench: A free, commercially representativebedded
al. deve|0ped a traditional Hoare IOgIC for machine code benchmark suite. IrProc. of Workshop on Workload Characteriza-

programs [14] and a decompiler to reuse proofs for multiple a  tion, pages 3-14, Austin, TX, Dec. 2001. http://ivww.eecs.uneidty/
chitectures [15]. Both the logic and the decompilation iezu mibench.

. . C. A. R. Hoare. An axiomatic basis for computer programgn
structured code in order to compose a judgment or to deve Communications of the ACM2(10):576-580, Oct. 1969.

a function. Tan and Appel developed a compositional logj€1] I. Jager, T. Avgerinos, E. Schwartz, and D. Brumley. B&inary
for reasoning about arbitrary control flows and proved tgpin  analysis platform. IrCAV, 2011.

- 3 : : [12] T. F. Melham. A package for inductive relation definitooin HOL. In
rules for the foundational pI’OOf carrying code pl’OJGCt][ZZ Proc. of the 1991 International Workshop on the HOL TheoreoviRg

Their logic requires a complicated semantics and soundness system and its Applicationpages 350-357, 1992.
proof. [13] M. O. Myreen, A. C. J. Fox, and M. J. C. Gordon. A Hoare @épr

Proof-carrying code uses a VCG-based approach to verify ﬁfR&mg'”sn;%de%ri'gz“(’,E'Scéfl\g'go'?':M Ind. Symp. on Fundamentals

programs without formalizing the method itself [16]. [14] M. O. Myreen and M. J. C. Gordon. A Hoare logic for reatiatly
Shao’s group developed certified assembly programming modelled machine code. IRroc. of the Tools and Algorithms for the

: -~ : Construction and Analysis of Systems (TAGA@pes 568-582, 2007.
to Venfy low-level code [17]’ [24]' It requires manua”y[15] M. O. Myreen, K. Slind, and M. J. C. Gordon. Machine-caggification

provided specifications of code, and the verification predges for multiple architectures—An application of decompitatiinto logic.
interactive. This is similar to the last step in our framekyor In Proc. of the Formal Methods in Computer-Aided Desigf08.

. . e . . : e [16] G. C. Necula. Proof-carrying code. IRroc. of the 24th Symp. on
in which the specifications are instantiated and verified. Principles of Programming Languages (POPPgages 106-119, Paris,

Seo et al. used the result of an abstract interpretation+to ap France, Jan. 1997.
proximately guide the construction of Hoare logic proof$][2 [17] Z. Ni and Z. Shao. Certified assembly programming withbedded

; e code pointers. IProc. of the 33rd Symp. on Principles of Programming
but the abstract interpreter generated redundant inféemat Languages (POPL)pages 320333, Charleston, SC, USA, Jan. 2006,

that needed to be removed manually. [18] S. Owens, S. Sarkar, and P. Sewell. A better x86 memorgeina86-
TSO. InProc. of the 22nd Intl. Conf. on Theorem Proving in Higher
VI. IMPLEMENTATION AND CONCLUSION Order Logics (TPHOLs)pages 391-407, 2009.

: P [19] J. C. Reynolds. Separation logic: A logic for shared able¢ data
We Implememed:f and the framework for Verlfymg Safety structures. InProc. of the 17th IEEE Symp. on Logic in Computer

properties in the HOL theorem prover and applied it t0  Science (LICS)pages 5574, 2002.
automatically prove the memory safety and the control flol0] A. Saabas and T. Uustalu. A compositional natural seicerand

; : : . Hoare logic for low-level languagesTheoretical Computer Science
integrity of rewritten ARM executables. The definition ofrou 373(3):273-302, Mar. 2007.

logic is about 60 lines in HOL, proof scripts of useful themse [21] S. seo, H. Yang, and K. Yi. Automatic construction of regroofs
are about 600 lines, and automating libraries are about 8000 from abstract interpretation results. Rroc. of the 1st Asian Symp. on

. . . . : Programming Languages and Systemmslume 2895 ofLecture Notes
lines including the interprocedural mterpreter. in Computer Sciencepages 230-245. Springer-Verlag, 2003.
The ARM executables we proved include our test programs) G. Tan and A. W. Appel. A compositional logic for contrtibw. In

and MiBench programs [9] The proven MiBench programs Proc. of the 7th Intl. Conf. on Verification, Model CheckingdaAbstract

; ; ; ; Interpretation (VMCAI) pages 80-94, 2006.
have text sections over hundreds of machine instructiags, ] L. Van Put, D. Chanet, B. De Bus, B, De Sutter, and K. Dedbsre.

StringSearch has 1104 machine words. These programs can piaplo: A reliable, retargetable and extensible link-tinerriting frame-
run on a development board based on the NXP LPC2129 Chip, work. In Proc. of the 2005 IEEE International Symposium On Signal

; ; ; ; Processing And Information Technologyages 7-12, Athens, 12 2005.
which contains an ARM7TDMI core and targets industrigh, "y, "\ "A” Hamid, and Z. Shao. Building certified libies for PCC:

automation. Dynamic storage allocationScience of Computer Programming0(1-

3):101-127, 2004.
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