The Flux Project

Jay Lepr eau

U

nive rsit y of Ut ah

http://www.cs.utah.edu/projects/flux/

December 11, 1996

Major Projects

¯ Flu ke : m odel, ker ne l, and op erating syst em

¯ Hig h con fid ence : resource m ana gem ent , high assu rance,

inf orm ation secu rity

¯ Flick : flexibl e, op tim izing ID L com piler suppor tin g

int erface anno tat ion

¯ O S T oo lkit : m odular ized inf ras tructure f or O S´s

Digression:

Flick - OptimizingIDL Compiler

¯ (talk of f o f F lick p ictu re )

¯ IDL : interfa ce def int ion language

¯ Pr esent atio n lay er ( dat a m ars halin g, encoding,

con version ) b ecom ing bottleneck as tran spo rt overhead

plu mm ets and OS g ets cle ver

¯ Ap ply tr adit ion al com piler techniques

¯ Use pow erful int erm iedate re pr esen tat ion s

¯ ....

0 .0

5 0 .0

1 0 0 .0

1 5 0 .0

2 0 0 .0

2 5 0 .0

6 4 2 5 6 1 K 4 K 1 6 K 6 4 K 2 5 6 K 1 M 4 M

Me s s a g e Siz e (byte s )

Marshal Speed (Mbps)

F lic kI nte g e rs

F lic kS truc ture s

rp c g e nI nte g e rs

rp c g e nS truc ture s

I L UI nte g e rs

I L US truc ture s

O rb e L ine Struc ture s

-

1 0 .0 0

2 0 .0 0

3 0 .0 0

4 0 .0 0

5 0 .0 0

6 0 .0 0

642561K4K16K64K256K

1M4M16M

Me s s a g e Siz e (byte s )

End - End Throughput (Mbps)

Flic kI nte g e rs (6 4 0 Mb p s )

Flic kS truc ture s (6 4 0 Mb p s )

Flic kI nte g e rs (1 0 0 Mb p s )

Flic kS truc ture s (1 0 0 Mb p s )

rp c g e nI nte g e rs (6 4 0 Mb p s )

rp c g e nS truc ture s (6 4 0 Mb p s )

P o we rR PC I nte g e rs (6 4 0 Mb p s )

P o we rR PC S truc ture s (6 4 0

Mb p s )

Fluke Model: Motivations

¯ M od ula rit y, ext ensib ility, m aintability, sec urity, a ssur ance

e.g, DO CT pr oject and loca l OS ^secur ity~

¯ Vir tu al machine mo del!

¯ Wr ap service s ar ou nd app lications

¯ Hierar chy enab led: pr ovides isolat ion and com positio n

The Nested Process Model

Child process is encapsulated in its parent.

Parent has complete control over the child.

Traditional Process Model Nested Process Model

Parent

Process

State

Child

State

Child

State

Child

State

Child

State

Parent

Process

State

Nested Process Model and Protection

¯ Pr ovid es a ne w w ay to use pr otection dom ain s

¯ Can use va rious pr ot ection mec hanisms :

˘ Hardware ( current)

˘ Type-safe languages or softwar e fault isolation (planned)

˘ Pr oof-carrying code (planned)

Structured Interfaces

¯ Thr ee sets:

˘ Low-level: irrelevant to external control needs

˘ ^Parent - - the universal service service~ - sole access to higher

level services

˘ Higher level services : traditional memory, file, process,

network, ...., services

¯ Pr ovid es contro l hierar chy: sin gle p oint o f cont rol o ver

service acces s

¯ M od ula r co nt rol (m em ory vs. filesys vs . net wor king ....)

Interface Size

40

80

120

File

Process

Memory

Network ing

Time

Misc

Fluke FreeBSD

File

Process

Memory

Network ing

Time

Misc

¯

¯

¯

Assurance

¯ Have a mo del w ith specific pro pert ies

¯ Have str uctur e : design , in ter fac es, imp leme nta tion

¯ Do cum ented : m odel, pr oper t ies, int erface s

¯ Kern el imp lem entation is layered, sm all (90k )

¯ Ap plying for mal m ethods

The Big Pict ure

¯ Flu ke IP C path has i nte res tin g and tric ky aspect s

¯ Using form al met ho ds, m odel the IPC p ath and ver ify t he

mo del h as var ious p roper ties. E.g.

˘ No deadlock

˘ That IPC can be cancelled at arbitrary points, without leaving

involved threads deadlocked or lost

¯ Incr eases assur ance; m aybe fin ds b ug s

13

Code Size and Percentage Verified

20,000

40,000

60,000

80,000

100,000

FreeBSD Mach Fluke

109,000

108,000

26,000

9,000

33%

Providing QoS and Adaptation

¯ Ser vices can wr ap themse lves around app s and pro vide resour ce m gm t /Q oS

¯ Respond to Q oS requests fro m ^sm art~ applicatio ns

¯ Pr ovid e to existi ng o r naiv e appplicat ion s tr anspar ently

¯ ^Dr ag and dr op ~ exe cuting app int o a r eso ur ce m anag er

¯ Vir tu al machine mo del is f undam ent al: ex ten d fro m m ult i nodes t hr ough local syst em

Nested Processes on Other OS´s?

¯ Range of control depending on how much support from base OS

˘ New kernel (eg ours): complete

˘ Implement on top of hi-speed ukernel (eg L4): probably complete

˘ Integrate into kernel: provide Fluke and conventional processe s

(FleeBSD, Flinux, FliNT, SPIN)

˘ Implement on top of hardware abstraction kernel (eg Exokernel) or traditional OS: provide unenforced Fluke se mantics

¯ Many possibilities, es pe cially if not concerned with errant or malicious apps.

Fluke Collaborat ors

¯ NSA R23 research (ongoing):

˘ High trust system in/on Fluke

˘ Formal Security Policy Model

˘ Formal Top Level Specs for kernel, vi rtual memorymgr, process mgr

˘ Formal methods:

» On-going exploration

» Apply to OS Toolkit (probable)

¯ Secure Computing Corpor ation (probable):

˘ Refi nePVS composition framework and apply to Fluke nesters

˘ Parts of FSPMand FTLS

¯ CMU Fox project (planned): test new proof-carrying code technologies in Fluke, and possibly hi-level programming languages

Collaborators (cont´d)

¯ OGI (planned): test specialization technologies on Fluke layers

¯ CMU RT (planned): test real-tim e scheduling policies on Fluke

¯ DEC SRC (planned): developresource alloc. & scheduling algorithms on Fluke

¯ Sandia (ongoing): add high trustt o Fluke distributed IPC

¯ CLI (potential): m ajor pr oject involving formal specification, modeling, verification, and code synthesis of Fluke

Conclusion

¯ Carefully structured interfaces provide modular control easily

¯ Strong and flexible management of all resources

¯ High assur ance and assurability

¯ Performance will come through our own work and leveraging of recent research in varied protection domain mechanisms

¯ Nesting/vir tual machine model useful for QoS management

¯ A model and API , not animplementation: can provide in other OS´s