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Abstract

Software-basedprotectionhasbecomea viablealterna-
tiveto hardware-basedprotectionin systemsbasedonlan-
guagessuch asJava,but theabsenceof hardware mecha-
nismsfor protectionhasbeencoupledwith an absenceof
a user/kernel boundary. We showwhy such a “r ed line”
mustbepresentin order for a Javavirtual machineto be
as effectiveand as reliable as an operating system. We
discusshow the red line can be implementedusingsoft-
waremechanisms,andexplain theonesweusein theJava
systemthatwearebuilding.

1. Introduction

A paperthat appearedat a previous HotOS[4] stated
that“protectionis a softwareissue.” This statementis in-
complete;we would reword it as“Protectionis a software
issue,but it is not the only software issue.” In particu-
lar, issuessuchas resourcecontrol, communication,and
terminationneedto bedealtwith in softwareif hardware
protectionmechanismsarenot present.To date,systems
that replacehardwaremechanismswith softwaremecha-
nisms(suchas type safety in Java [13]) have neglected
theseotherissues.As a result, thesesystems—asexem-
plified by Java—arenot asusefulor robust asoperating
systems.Our goal is to supportapplicationsthat require
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thesimultaneousexecutionof multiple programs,suchas
runningmobilecodein a browseror untrustedextensions
in adatabase.

Processesusetrapinstructionstocrossthe“red line” [6]
that separatesuser processesand the kernel. This red
line not only enforcesprotection,but the separationbe-
tweenuserandkernelmodealsoenablesthe implemen-
tationof processtermination,theenforcementof resource
controls,andsafeinter-processcommunication.We claim
that systemsthat use software mechanismsfor protec-
tion (suchasJava) mustretainthe notion of a red line if
they replacehardware-basedprotectionmechanismswith
software-basedones.WeuseJavaasourmotivatingexam-
ple,but our discussionappliesto morethanjust Java. Our
argumentsare applicableto both operatingsystemsthat
usetype-safelanguagesfor extensibility [5] andlanguage
runtimesystemsthat areevolving towardsoperatingsys-
tems[12, 18]. We show how thefailureof Java to enforce
adistinctionbetweenuserandkernelresultsin non-robust
systems.Finally, we examinehow the “red line” canbe
implementedin Java.

2. The Red Line

Figure 1 illustrateshow the traditional red line sepa-
ratesusermodeandkernelmodein termsof four impor-
tant(andinterdependent)systemfunctions:protection,re-
sourcecontrol,safeinter-processcommunication,andter-
mination.

We assumea model in which processesexecutingin
usermodeenterandleave kernelmodevia thesetrap in-
structions. Furthermore,kernelcodeis not just arbitrary
code: it is trusted.We do not discussprocessesthatonly
executein kernelmode,althoughourconclusionsalsoap-
ply to them.
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Figure 1. The “red line” in traditional operat-
ing systems.

2.1. Protection

The primary function of the red line in a traditional,
hardware-basedsystemis enforcingprotection.A process
executingin usermodemay not accessany memoryor
I/O portsoutsideits addressspace.In addition,it doesnot
haveaccessto theprivilegedinstructionsneededto change
thosesettings. Therefore,the kernelandotherprocesses
areprotectedfrom buggyor maliciousapplications.

Protectionin Java doesnot requiretheuser/kerneldis-
tinction becauseJava is type-safe.We assumethatJava’s
type systemis soundandthat the bytecodeverifier func-
tions properly. Type safetyprovidesprotectiondirectly,
becauseprocessescannotwrite to arbitrary locationsin
memory. Althoughprotectionis an importantfunctionof
theredline, theothersthatwehavementionedareequally
important.Unfortunately, theuseof typesafetyfor protec-
tion hasobscuredtheneedfor a redline.

2.2. Resource Control

The user/kernel boundaryis necessaryto enforcere-
sourcecontrol. A processrunningin usermodeis subject
to policy limitationson theresourcesthat it canconsume.
Thekernel,ontheotherhand,hasaccessto all of thephys-
ical resourcesof themachine,andenforcesresourcelimits
onuserprocesses.For example,userprocessesaresubject
to limits onhow many processorcyclesthey areallowedto
usebeforethey arepreempted.Similar restrictionsapply
to theuseof memory:aprocessmayonly usethememory
providedto it by thekernel.

Changesto resourceallocationsare doneby entering
thekernel.For example,thekernelcanchangetheamount
of memoryprovided to a processwhen the processexe-
cutesansbrk systemcall. Someoperatingsystems(such

astheexokernel[10]) move resourcemanagementto user
level. Even in suchsystems,thekernelis responsiblefor
providing themechanismsfor enforcingagivenpolicy.

Kernel codemustbe written with resourcecontrol in
mind. For instance,shouldanattemptedkerneloperation
exceeda userprocess’s resourcelimit andcausethatpro-
cessto beterminated,thenthekernelmustbestructuredso
thattheresourcecontrolviolationdoesnotcauseanabrupt
terminationthatendangerstheintegrity of thekernelitself.

Properresourcecontrol in Java requiresa user/kernel
distinctionbecausecertainpartsof the Java systemmust
be written eitherto have accessto all of the physicalre-
sources,or not to requirememoryallocation. The latter
restrictionis analogousto notallowing pagefaulthandlers
to fault themselves. For example,theexceptionhandling
codein theJava runtimemustnot dependon theability to
acquireheapmemory, sincetheinability to acquiremem-
ory is signaledvia an exception. The developersof Java
failedto separatethosepartsof thesystemthatshouldbe
subjectedto policy-definedresourcelimits, andthosethat
shouldalwayshaveaccessto all of thephysicalresources.
In otherwords,the lack of a red line makesit difficult to
build a robustsystem.

In additionto limiting theresourcesrequiredby theker-
nel, it mustbeunderstoodhow thegarbagecollectorinter-
actswith the red line. In standardJava, the garbagecol-
lector is consideredto be below the red line, sinceit is a
sharedsystemservice.Unfortunately, if theentiregarbage
collectoris in thekernel,it is difficult to properlyaccount
for theGC pressurecausedby any particularprocess.As
we discussin Section3, appropriatepartsof the garbage
collectorshouldexist abovetheredline (in userspace),so
thattimespentin thekernelis minimized.

2.3. Communication

The kernelmustensurethat all communicationmech-
anismsaresubjectto the constraintsimposedby protec-
tion, resourcecontrol,andtermination.For example,the
kernelmustboundIPCportqueuesto ensurethatonepro-
cessdoesnot deny serviceto anotherprocess’s commu-
nications. Similarly, the kernelmustdo bookkeepingon
capabilitiesto ensurethata processdoesnot acquirecom-
municationrightsthatit shouldnothave.

Wefocusondatasharingastheprimarycommunication
mechanismof concern,becauseof its pervasivenessin sys-
temssuchasJava. Many operatingsystemsprovide data
sharingin theform of sharedmemoryor memory-mapped
files. In the caseof mmap’ed files, the kernelprovides
memorythat is sharedbetweenprocesses.The red line
must be crossedto establishthe memorymappingsinto
theprocess’s addressspace,soasto ensurethatprocesses
cannotviolateany protectionguarantees.



In Java,thelackof aredline causesproblemswith data
sharing. In particular, uncontrolledsharingcausesprob-
lemsin two areas:resourcecontrol (memoryaccounting)
andtermination.Memoryaccountingis difficult with un-
controlledsharingbecauseit is notclearhow toaccountfor
anobjectthatis sharedby multipleuserprocesses.Termi-
nationis complicatedbecauseif otherprocesseskeepalive
pointersto objectsthat belongto a process,thoseobjects
maynot be reclaimedwhenthatprocessends,which un-
derminesresourcecontrol.

It is important(anddifficult) in Java to ensurethat the
kernel be designedto not exposecritical objectsto user
processes.For example,Java allowsany objectto beused
as a monitor. If the kernel handedout referencesto an
internalthreadcontrolblock,thenauserprocesscouldob-
tain a lock on it andpossiblypreventotheruserprocesses
from makingprogress.

2.4. Termination

Whena processis terminated,the integrity of thesys-
tem must not be harmed. Of course,the systemcannot
guaranteethat processesthat dependon the terminated
processwill continueto function, but it mustensurethat
unrelatedprocessesareunaffected.Integrity mustbepre-
served by ensuringthat shareddatastructuresaremodi-
fied atomically. Terminationis relatedto resourcecontrol
becausethe kernelmust reclaimthe resourcesusedby a
processafterit terminates.

Atomicity can be provided in two ways: by supply-
ing cleanuphandlersthat areinvoked in caseof termina-
tion, or by deferringterminationrequests.While assign-
ing cleanuphandlershasa slightly lower costin thecom-
mon case,programmingthemis tediousanderror-prone.
Therefore,mostoperatingsystemsprovide a mechanism
to defer terminationrequests.Usually, this is a software
flag that is setwhena non-terminatableregion is entered
and clearedwhen it is left. In traditionaloperatingsys-
temssuchas Unix, the non-terminatableregion encom-
passesthecompletekernel.Hence,crossingtheredline is
tantamountto enteringcodein which terminationrequests
aredeferred.

In orderto understandwhy thered line is necessaryin
Java for safetermination,it is usefulto look at thehistory
of Java threads[17]. The original Java specificationpro-
vided a methodto stop threadsthat causedan exception
to be thrown in the thread’s context. This asynchronous
exceptionwas handledlike any other run-time error, in
thatlockswerereleasedwhile unwindingthestack.Later,
JavaSoft realizedthat this procedurecould lead to dam-
ageddatastructureswhenthetargetthreadholdslocks. In
particular, datastructuresvital to the integrity of the run-

timesystemcouldbeleft in inconsistentstates.As aresult,
JavaSoftdeprecatedThread.stop().

A later proposalfor terminationwas also flawed due
to the missingred line in Java. A different mechanism
for termination, Thread.destroy(), was proposed
which would have terminateda threadwithout releasing
any locksit held.Thisproposalhadthepotentialfor dead-
lock, andJavaSoftnever implementedit.

Theseproblemsof corruptingvital partsof therun-time
systemcanbeavoidedby defininga redline betweenuser
andkernel.First, partsof theJava run-timelibrariesmust
be considered“kernel code” in order to ensurecorrect-
ness.Second,mechanismsmustbepresentto protectker-
nelcodefrom termination.

Definingtheredline to protecttheintegrity of thesys-
temdoesnot make asynchronousexceptionsa usablepro-
grammingtool for multi-threadedapplications.Suchap-
plicationsmuststill rely on cooperationto stoptheir own
threads. Making terminationsafeonly allows us to kill
uncooperativecode,suchasa maliciousapplets.

3. How To Draw The Java Red Line

While designingandbuilding KaffeOS,amulti-process
Java virtual machine[1], we encounteredthe issuesde-
scribedin the previous sections. In this section,we de-
scribepossiblesoftwaremechanismsfor implementingthe
variousaspectsof theredline andexplain thesolutionwe
havechosenfor oursystem.

Ourkernelconsistsof bothJavaandC code.Kernelen-
try andexit areimplementedasfunctioncallswhich may
beinlined. We areconsideringaddingJava languagesup-
port to markmethodsaskernelentrypoints.Suchsupport
would allow a compiler to automaticallygeneratekernel
entryandexit code.

A thread entering the kernel defers termination re-
quests,which ensuresthatkernelcodemaynot terminate
abruptly. We enterthe kernel whenever we needto en-
surenon-terminatability. For instance,whenresolvingthe
symbolsof aclass,wemustmakesurethatthestateof that
classandtheglobalclasstablearekeptconsistent.

Kernel codemust not throw exceptions. This rule is
necessaryto avoid abrupttermination. We avoid excep-
tionsdueto linkageor verificationerrorsby ensuringthat
the Java partsof the kernel are sound. We trust kernel
codenot to causestackoverflow exceptionsafterchecking
that sufficient spaceis availableon kernelentry. Similar
to kernelstackoverflows in many operatingsystems,this
assumptionis only empiricallyensured.



3.1. Resource Control

One possiblesolution to controlling memorywithout
a kernel is throughbytecoderewriting, which is usedin
JRes[8]. Instructionsareinsertedbeforeevery bytecode
thatcausesaJavaobjectto beallocated.Theseinstructions
checktheattemptedallocationagainsttheprocess’smem-
ory limit. If a resourceviolation is detected,a callbackis
invoked, andappropriateaction is taken. The advantage
of suchan approachis that it is portableacrossstandard
JVMs.

This solution, however, is incompletesincerewriting
systemcodecreatesproblems:for example,if a callback
functiondecidesto abortfrom a call that originatesfrom
theJavaruntime.If systemcodeis not rewritten,however,
memorythat is allocatedon behalfof a userprocessfrom
within systemcodemay not be accountedfor. Memory
usageis only controlledwhile aprocessexecutesrewritten
code,yet only theapplicationportionscanberewritten in
thisway.

We structuredtheKaffeOSkernelsuchthatit is ableto
backout of out-of-memoryconditions—orany errorcon-
dition, for thatmatter, without disruptingits state.Where
the Java specificationrequiresthat an error conditionbe
mappedto a runtimeexception,this exceptionis created
andthrown afterthereturnto usercode.

In orderto supportfair scheduling,our kernelis multi-
threadedandpreemptive. Priority inheritanceis usedon
all locksinternalto thekernel,whichpreventsstarvation.

Eachprocessreceives its own heap,which allows us
to collect theheapsindependently. Collectinga userpro-
cess’s heapdoesnot requirestoppingotherprocessesor
enteringthe kernel, becausewe disallow cross-heapref-
erencesin general—asa result,per-processGC is above
theredline. However, we do have onesharedkernelheap
(which we describein the next section),and cross-heap
referencesto that heapmustbe handleddifferently. We
treatsuchreferencesasexternal referencesin distributed
garbagecollectionschemes[15].

3.2. Communication

Oneapproachto communicationis to disallow direct
sharing.Thisapproachwastakenin theJKernel[12]. This
restriction,which obviatesmany of the problemsof di-
rect object sharing,can be accomplishedby controlling
the process’s namespace. If two processeswant to ex-
changestructuredobjects,they havetomarshalandunmar-
shaltheseobjectsthroughaserialcommunicationchannel.
In thisway, unwantedcross-referencesareprevented.

KaffeOSusesa restrictedform of direct sharingasits
primarymeansof communication.Sharedobjectsareal-
locatedin a sharedarea,which is subjectto per-process

allocationlimits. Communicatingprocessesaregivendi-
rect accessto theseobjects;they do not have to serialize
datato communicate.In orderto prevent theseprocesses
from usingsharedobjectsto createillegal cross-heapref-
erences,we controlwrites into the heap.The actualdata
is exchangedthroughreadingandwriting to theprimitive
fieldsof sharedobjects.

We usewrite barriers[19] to preventcross-heaprefer-
ences.Write barriersarespecialcodethat is executedbe-
forebytecodeinstructionsthatwrite referencesto theheap.
If thecompilercanprovethatanobjectthatis thedestina-
tion of thewrite liesin thewriting process’sheap,thewrite
barriercheckmaybeomitted.

3.3. Termination

Onepossibleway to ensurethat terminationis safeis
to restrictaccessto the primitivesthat causetermination.
For instance,a thread’sexecutionpathcanbedividedinto
segments[12]. A terminationrequestis only effective if
thethreadis executingin a segmentwhereit is safeto do
so, and deferredotherwise. This can be usedto protect
a “server” segmentfrom terminationrequestspostedby a
client.

Without a kernel, however, using threadsegmentsis
only viable for protectingservers. In orderto have anef-
fectivemeansof terminatinguncooperativeapplications,a
trustedkernel is required. The kernelmustbe structured
to respondto terminationrequestsin a short, bounded
amountof time.

We reclaim a process’s memoryupon terminationin
two steps.First, thethreadsexecutingin a processarede-
stroyedandtheirstackspaceis reclaimed.Thisstepcleans
upreferencesfrom thestackinto theheap.Sincewedisal-
low cross-heapreferences,we canthensimply mergethe
process’sheapwith thekernelheapandgarbagecollectthe
kernelheapin turn,whichwill resolvecycles.

4. Related Work

Otherresearchershave proposedsolutionsto someof
theseshortcomingsof Java. For instance,Nilsenetal. [14]
introduceJavaextensionsfor real-timecomputation.Their
extensionssupportatomicsectionsin whichasynchronous
exceptionsare masked. By subjectingthe catch and
finally clausesof real-timethreadsto a setof restric-
tions,they attempttomakeasynchronousexceptionsause-
ful tool for real-timeapplications.By contrast,we protect
only thekernelto maketerminationsafe:oursystemis not
designedfor real-timeuserprocesses.

Bernadatandothers[3] usetheideaof separatingheaps
for controllingtheuseof memory. They usewrite barriers



to detectcross-heapreferencesaswell. Their work is pri-
marily targetedtowardsthwartingdenial-of-serviceattacks
in Java,anddoesnot provide thefunctionalityof our sys-
tem. For example,they do not allow applicationsto share
objectsdirectly.

Theearliestwork onusingJavato supportmultiplepro-
cessescamefrom BalfanzandGong[2]. Alta [18] andthe
JKernel[12] aresystemsthatprovideprocessabstractions
in Java. Theseother researchershave not notedthe ne-
cessityof providing a cleardistinctionbetweenuserand
kernelmodes.

In JDK 1.2,JavaSoft[11] introducedtheabstractionof
protectiondomains,whichrepresentseparatenamespaces.
Thesedomainsdonotcorrespondto userandkernelcode,
becausethecleanterminationof protectiondomainsis not
guaranteed.They are usedsolely for securitypurposes:
codewith thesameaccessprivilegesis put in asinglepro-
tectiondomain. We do not discusssecurityissuesin this
paperbecausethemechanismsto implementsecuritypoli-
ciesdonotnecessarilyrequireredline crossings.

VINO [16], anextensibleOSwhichusessoftwarefault
isolationto protectits extensions(“grafts”), usestransac-
tions to provide cleanuphandlers.In addition,VINO es-
tablishesa setof rulesin orderto preventresourcehoard-
ing by single grafts. For instance,a graft cannot ac-
cessmemoryto which it hasnot beengrantedpermission.
VINO’s transactionsemanticsarerelatively heavyweight,
but they allow any kerneloperationto beaborted.

Inferno [9] usesa type-safelanguagecalledLimbo to
enforcememoryprotection. The Inferno kernelprovides
anenvironmentfor runningapplicationsundertheDis vir-
tual machine.It managesprocesses,memoryandnames-
pacesandprovidesdatastreamingandnetwork protocols.
Inferno controlsan application’s accessto resourcesby
controlling the namespacethat is visible to that applica-
tion. Infernodoesnotcontrolresourcessuchasmemory.

5. Conclusions

Theuseof theredline for protection,resourcecontrol,
and safe terminationhasan impact on how systemser-
vicesarestructured.For instance,a systemservicesuch
asgettimeofday doesnot requireresourcecontrol or
protectionfrom termination.Theonly reasonto placethis
servicebelow theredline wouldbeprotection:thesystem
time is read-onlyto userprocesses.This exampleshows
thatservicesthatdonotrequireall functionsof theredline
may be implementedwith fewer red-linecrossingswhen
language-basedprotectionis used.

In somecircumstances,the red line must be crossed
from kernel to usermodein an upcall [7]. Upcalls are
frequentin Java; for example,they arerequiredto imple-

mentJava’s user-controlledloadingof classes.In suchin-
stances,the kernelmustassumethat the upcall may not
return.Therefore,thekernelmustcleanup its statebefore
anupcall.For example,it mustreleaseany locksit holds.

Thered line, whosecosthasbeenlamentedby OSre-
searchersin traditionaloperatingsystems,servesmultiple
functionsbeyondits primaryprotectionfunction.We con-
tendthatretainingthenotionof a redline is a very useful
andeffective structuringtool for language-basedsystems
suchasJava, in which theprotectionmechanismhasbeen
implementedby typesafety.
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