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Abstract

Softwae-basegrotectionhasbecome viablealterna-
tiveto hardware-basedgrotectionin systemsasednlan-
guagessud asJava, but theabsencef hardware meda-
nismsfor protectionhasbeencoupledwith an absenceof
a user/lernel boundary We showwhy suc a “r ed line”
mustbe presentin order for a Javavirtual madineto be
as effectiveand as reliable as an operating system. \We
discusshow the red line can be implementedising soft-
ware medanismsandexplaintheonesweusein the Java
systenthatweare building.

1. Introduction

A paperthat appearedat a previous HotOS[4] stated
that“protectionis a softwareissu€’ This statements in-
completewe would reword it as“Protectionis a software
issue,but it is not the only softwareissu€. In particu-
lar, issuessuchas resourcecontrol, communicationand
terminationneedto be dealtwith in softwareif hardware
protectionmechanismsire not present. To date,systems
that replacehardware mechanismsvith software mecha-
nisms (suchas type safetyin Java [13]) have neglected
theseotherissues. As a result, thesesystems—agxem-
plified by Jasza—arenot as useful or robust as operating
systems.Our goal is to supportapplicationgthat require
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the simultaneougxecutionof multiple programssuchas
runningmobile codein a browseror untrustedextensions
in adatabase.

Processessetrapinstructiongo crosshe“redline” [6]
that separatesiser processeand the kernel. This red
line not only enforcesprotection,but the separatiorbe-
tweenuserand kernel modealso enablesghe implemen-
tation of procesgermination the enforcemenof resource
controls,andsafeinter-processommunicationWe claim
that systemsthat use software mechanismsor protec-
tion (suchasJava) mustretainthe notion of aredline if
they replacehardware-basegrotectionmechanismsvith
software-basednes.We useJava asour motivatingexam-
ple, but our discussiorappliesto morethanjust Java. Our
argumentsare applicableto both operatingsystemsthat
usetype-safdanguagegor extensibility [5] andlanguage
runtime systemshat are evolving towardsoperatingsys-
tems[12, 18]. We shav how thefailure of Javato enforce
adistinctionbetweeruserandkernelresultsin non-rolust
systems.Finally, we examinehow the “red line” canbe
implementedn Java.

2. TheRed Line

Figure 1 illustrateshow the traditional red line sepa-
ratesusermodeandkernelmodein termsof four impor-
tant(andinterdependengystemfunctions:protection re-
sourcecontrol, safeinter-procescommunicationandter
mination.

We assumea modelin which processegxecutingin
usermodeenterandleave kernelmodevia thesetrapin-
structions. Furthermorekernelcodeis not just arbitrary
code:it is trusted. We do not discussprocesseghatonly
executein kernelmode,althoughour conclusionsalsoap-
ply to them.
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Figure 1. The “red line” in traditional operat-
ing systems.

2.1. Protection

The primary function of the red line in a traditional,
hardware-basedystemis enforcingprotection.A process
executingin usermodemay not accessary memory or
I/O portsoutsideits addresspaceln addition,it doesnot
have accesso theprivilegedinstructionsneededo change
thosesettings. Therefore the kerneland other processes
areprotectedrom buggyor maliciousapplications.

Protectionin Java doesnot requirethe user/lerneldis-
tinction becausdava is type-safe.We assumehat Java’s
type systemis soundandthatthe bytecodeverifier func-
tions properly Type safety provides protectiondirectly,
becauseprocessegannotwrite to arbitrary locationsin
memory Although protectionis animportantfunction of
theredline, the othersthatwe have mentionedareequally
important.Unfortunatelytheuseof typesafetyfor protec-
tion hasobscuredheneedfor aredline.

2.2. Resource Control

The user/lernel boundaryis necessaryo enforcere-
sourcecontrol. A processunningin usermodeis subject
to policy limitationson theresourceshatit canconsume.
Thekernel,ontheotherhandhasaccesso all of thephys-
ical resource®f themachine andenforcegesourcdimits
onuserprocessed-or example,userprocessearesubject
to limits onhow mary processocyclesthey areallowedto
usebeforethey are preempted.Similar restrictionsapply
to theuseof memory:a processnayonly usethememory
providedto it by thekernel.

Changego resourceallocationsare doneby entering
thekernel.For example thekernelcanchangegheamount
of memoryprovided to a processwhenthe processexe-
cutesansbr k systenmcall. Someoperatingsystemgsuch

asthe exokernel[10]) move resourcananagemertb user
level. Evenin suchsystemsthe kernelis responsiblgor
providing the mechanism$or enforcinga givenpolicy.

Kernel code must be written with resourcecontrol in
mind. For instance shouldan attemptedkerneloperation
exceeda userprocesss resourcdimit andcausethat pro-
cesdo beterminatedthenthekernelmustbestructuredso
thattheresourceontrolviolation doesnotcauseanabrupt
terminationthatendangergheintegrity of thekernelitself.

Properresourcecontrol in Java requiresa user/lernel
distinctionbecauseertainpartsof the Java systemmust
be written eitherto have accesdo all of the physicalre-
sourcespor not to requirememoryallocation. The latter
restrictionis analogouso not allowing pagefaulthandlers
to fault themseles. For example,the exceptionhandling
codein the Java runtimemustnot depencbn the ability to
acquireheapmemory sincetheinability to acquiremem-
ory is signaledvia an exception. The developersof Jasa
failedto separateéhosepartsof the systemthat shouldbe
subjectedo policy-definedresourcdimits, andthosethat
shouldalwayshave accesgo all of the physicalresources.
In otherwords,the lack of aredline makesit difficult to
build arobustsystem.

In additionto limiting theresourcesequiredby theker-
nel,it mustbeunderstoodhow thegarbagecollectorinter-
actswith theredline. In standardlava, the garbagecol-
lectoris consideredo be below theredline, sinceit is a
sharedsystemservice.Unfortunatelyif theentiregarbage
collectoris in thekernel,it is difficult to properlyaccount
for the GC pressurecausediy ary particularprocess.As
we discussin Section3, appropriatepartsof the garbage
collectorshouldexist above theredline (in userspace)so
thattime spentin thekernelis minimized.

2.3. Communication

The kernelmustensurethat all communicatiormech-
anismsare subjectto the constraintamposedby protec-
tion, resourcecontrol, andtermination. For example,the
kernelmustboundIPC portqueuego ensurghatonepro-
cessdoesnot dery serviceto anotherprocess commu-
nications. Similarly, the kernelmustdo bookkeepingon
capabilitieso ensurehata processloesnot acquirecom-
municationrightsthatit shouldnot have.

Wefocusondatasharingastheprimarycommunication
mechanisnof concernpecausef its penasivenessn sys-
temssuchasJava. Many operatingsystemsrovide data
sharingin theform of sharednemoryor memory-mapped
files. In the caseof mmap’ ed files, the kernel provides
memorythat is sharedbetweenprocesses.The red line
mustbe crossedto establishthe memory mappingsinto
the processs addresspacesoasto ensurghatprocesses
cannotviolateary protectionguarantees.



In Java, thelack of aredline causegproblemswith data
sharing. In particulay uncontrolledsharingcausesprob-
lemsin two areas:resourcecontrol (memoryaccounting)
andtermination.Memory accountings difficult with un-
controlledsharingbecausé is notclearhow to accountor
anobjectthatis sharedoy multiple userprocesseslermi-
nationis complicatecbecauséf otherprocessekeepalive
pointersto objectsthat belongto a processthoseobjects
may not be reclaimedwhenthat processends,which un-
derminegesourcecontrol.

It is important(anddifficult) in Java to ensurethatthe
kernel be designedio not exposecritical objectsto user
processes-or example,Jasa allows ary objectto beused
asa monitor. If the kernelhandedout referencego an
internalthreadcontrolblock, thena userprocessouldob-
tainalock onit andpossiblypreventotheruserprocesses
from makingprogress.

2.4. Termination

Whena processds terminatedthe integrity of the sys-
tem must not be harmed. Of course,the systemcannot
guaranteethat processeghat dependon the terminated
processwill continueto function, but it mustensurethat
unrelatedorocesseareunafected. Integrity mustbe pre-
sened by ensuringthat shareddatastructuresare modi-
fied atomically Terminationis relatedto resourcecontrol
becausdahe kernelmustreclaimthe resourcesisedby a
processafterit terminates.

Atomicity can be provided in two ways: by supply-
ing cleanuphandlerghatareinvokedin caseof termina-
tion, or by deferringterminationrequests.While assign-
ing cleanuphandlershasa slightly lower costin the com-
mon case,programmingthemis tediousanderrorprone.
Therefore,mostoperatingsystemsprovide a mechanism
to deferterminationrequests.Usually, this is a software
flag thatis setwhena non-terminatableegion is entered
and clearedwhenit is left. In traditional operatingsys-
temssuchas Unix, the non-terminatableegion encom-
passeshecompletekernel.Hence crossingheredline is
tantamounto enteringcodein which terminationrequests
aredeferred.

In orderto understandvhy the redline is necessaryn
Javafor safetermination,it is usefulto look at the history
of Javathreadq17]. The original Java specificationpro-
vided a methodto stop threadsthat causedan exception
to be thrown in the threads context. This asynchronous
exceptionwas handledlike ary other run-time error, in
thatlockswerereleasedvhile unwindingthe stack.Later,
JavaSoftrealizedthat this procedurecould leadto dam-
ageddatastructuresvhenthetargetthreadholdslocks. In
particular datastructuresvital to the integrity of the run-

timesystencouldbeleft in inconsistenstates As aresult,
JavaSoftdeprecatedhr ead. st op() .

A later proposalfor terminationwas also flawed due
to the missingred line in Java. A differentmechanism
for termination, Thr ead. destr oy(), was proposed
which would have terminateda threadwithout releasing
ary locksit held. This proposahadthepotentialfor dead-
lock, andJavaSoftneverimplementedt.

Theseproblemsof corruptingvital partsof therun-time
systemcanbe avoidedby definingaredline betweeruser
andkernel. First, partsof the Java run-timelibrariesmust
be considered’kernel code” in orderto ensurecorrect-
ness.Secondmechanismsnustbe presento protectker-
nel codefrom termination.

Definingtheredline to protecttheintegrity of the sys-
temdoesnot make asynchronousxceptionsa usablepro-
grammingtool for multi-threadedapplications.Suchap-
plicationsmuststill rely on cooperatiorto stoptheir own
threads. Making terminationsafe only allows us to kill
uncooperatie code,suchasa maliciousapplets.

3. How ToDraw TheJavaRed Line

While designingandbuilding KaffeOS,amulti-process
Java virtual machine[1], we encounteredhe issuesde-
scribedin the previous sections. In this section,we de-
scribepossiblesoftwaremechanism$or implementinghe
variousaspect®f theredline andexplain the solutionwe
have choserfor our system.

Ourkernelconsistof bothJavaandC code.Kernelen-
try andexit areimplementedasfunction calls which may
beinlined. We areconsideringaddingJava languagesup-
portto markmethodsaskernelentrypoints. Suchsupport
would allow a compilerto automaticallygeneratekernel
entryandexit code.

A thread entering the kernel defers termination re-
guestswhich ensureghatkernelcodemay not terminate
abruptly We enterthe kernelwheneer we needto en-
surenon-terminatability For instancewhenresolvingthe
symbolsof a class we mustmale surethatthe stateof that
classandtheglobalclasstablearekeptconsistent.

Kernel code must not throw exceptions. This rule is
necessaryo avoid abrupttermination. We avoid excep-
tionsdueto linkageor verificationerrorsby ensuringthat
the Java partsof the kernel are sound. We trust kernel
codenotto causestackoverflow exceptionsafterchecking
that sufficient spaceis available on kernelentry. Similar
to kernelstackoverflows in mary operatingsystemsthis
assumptions only empiricallyensured.



3.1. Resource Control

One possiblesolutionto controlling memorywithout
a kernelis throughbytecoderewriting, which is usedin
JRes[8]. Instructionsareinsertedbeforeevery bytecode
thatcauses Javaobjectto beallocated.Thesenstructions
checktheattemptedillocationagainsthe process mem-
ory limit. If aresourceviolationis detecteda callbackis
invoked, and appropriateactionis taken. The advantage
of suchan approachs thatit is portableacrossstandard
JVMs.

This solution, however, is incompletesince rewriting
systemcodecreategroblems:for example,if a callback
functiondecidesto abortfrom a call that originatesfrom
theJavaruntime.If systemcodeis notrewritten, however,
memorythatis allocatedon behalfof a userprocesdrom
within systemcodemay not be accountedor. Memory
usages only controlledwhile a processxecutegewritten
code,yet only theapplicationportionscanbe rewritten in
this way.

We structuredhe KaffeOSkernelsuchthatit is ableto
backout of out-of-memoryconditions—orary errorcon-
dition, for that matter without disruptingits state.Where
the Java specificationrequiresthat an error condition be
mappedto a runtime exception,this exceptionis created
andthrown afterthereturnto usercode.

In orderto supportfair schedulingour kernelis multi-
threadedand preemptve. Priority inheritanceis usedon
all locksinternalto thekernel,which preventsstanation.

Eachprocessrecevesits own heap,which allows us
to collectthe heapsndependently Collectinga userpro-
cesss heapdoesnot require stoppingother processe®r
enteringthe kernel, becauseve disallov cross-heapef-
erencesn general—as result, perprocessGC is above
theredline. However, we do have onesharedkernelheap
(which we describein the next section),and cross-heap
referencego that heapmustbe handleddifferently. We
treatsuchreferencess externalreferencesn distributed
garbagecollectionscheme$15].

3.2. Communication

One approachto communicationis to disallow direct
sharing.Thisapproactwastakenin theJKernel[12]. This
restriction, which obviatesmary of the problemsof di-
rect object sharing,can be accomplishecby controlling
the processs namespace. If two processesvant to ex-
changestructuredbjectsthey haveto marshahndunmar
shaltheseobjectsthroughaserialcommunicatiorchannel.
In this way, unwantedcross-referencesreprevented.

KaffeOSusesa restrictedform of direct sharingasits
primary meansof communication.Sharedobjectsareal-
locatedin a sharedarea,which is subjectto perprocess

allocationlimits. Communicatingorocessesare givendi-
rectaccesdo theseobjects;they do not have to serialize
datato communicate.In orderto preventtheseprocesses
from usingsharedobjectsto createillegal cross-heapef-
erenceswe controlwritesinto the heap. The actualdata
is exchangedhroughreadingandwriting to the primitive
fieldsof sharedbjects.

We usewrite barriers[19] to preventcross-heapefer
ences.Write barriersarespecialcodethatis executecbe-
forebytecodeénstructionghatwrite referenceso theheap.
If thecompilercanprove thatanobjectthatis the destina-
tion of thewrite liesin thewriting processsheap thewrite
barriercheckmaybe omitted.

3.3. Termination

One possibleway to ensurethat terminationis safeis
to restrictaccesgo the primitivesthat causetermination.
For instanceathreads executionpathcanbe dividedinto
segments[12]. A terminationrequests only effective if
thethreadis executingin a segmentwhereit is safeto do
so, and deferredotherwise. This can be usedto protect
a“server” sggmentfrom terminationrequestgostedby a
client.

Without a kernel, however, using thread sggmentsis
only viablefor protectingseners. In orderto have an ef-
fective meanof terminatinguncooperatie applicationsa
trustedkernelis required. The kernelmustbe structured
to respondto terminationrequestsin a short, bounded
amountof time.

We reclaim a processs memory upon terminationin
two steps.First, thethreadsexecutingin a processarede-
stroyedandtheir stackspaces reclaimed.Thisstepcleans
upreference$rom the stackinto the heap.Sincewe disal-
low cross-heapeferenceswe canthensimply memgethe
processs heapwith thekernelheapandgarbageollectthe
kernelheapin turn, which will resole cycles.

4. Related Work

Otherresearcherbave proposedsolutionsto someof
theseshortcoming®f Java. For instanceNilsenetal. [14]
introduceJavaextensiondor real-timecomputationTheir
extensionsupportatomicsectionsn whichasynchronous
exceptionsare masled. By subjectingthe cat ch and
final |y clausesof real-timethreadsto a setof restric-
tions,they attempto make asynchronouexceptionsause-
ful tool for real-timeapplications By contrastwe protect
only thekernelto make terminationsafe:our systermis not
designedor real-timeuserprocesses.

Bernadatndotherg3] usetheideaof separatindieaps
for controllingthe useof memory They usewrite barriers



to detectcross-heapeferencesswell. Theirwork is pri-
marily targetedowardsthwartingdenial-of-servicattacks
in Java, anddoesnot provide the functionality of our sys-
tem. For example,they do not allow applicationgo share
objectsdirectly.

Theearliestwork onusingJavato supportmultiple pro-
cessesamefrom BalfanzandGong[2]. Alta [18] andthe
JKernel[12] aresystemghatprovide processabstractions
in Java. Theseotherresearchertiave not notedthe ne-
cessityof providing a clear distinctionbetweenuserand
kernelmodes.

In JDK 1.2, JavaSoft[11] introducedthe abstractiorof

protectiondomainswhichrepresenseparat@mamespaces.

Thesedomainsdo not correspondo userandkernelcode,
becausdhe cleanterminationof protectiondomaings not
guaranteed.They are usedsolely for security purposes:
codewith the sameacces®rivilegesis putin asinglepro-
tectiondomain. We do not discusssecurityissuesin this
paperbecaus¢he mechanismso implementsecuritypoli-
ciesdo notnecessarilyequireredline crossings.

VINO [16], anextensibleOSwhich usessoftwarefault
isolationto protectits extensiong(“grafts”), usestransac-
tions to provide cleanuphandlers.In addition, VINO es-
tablishesa setof rulesin orderto preventresourcenoard-
ing by single grafts. For instance,a graft cannotac-
cessmemoryto which it hasnot beengrantedpermission.
VINO's transactiorsemanticsarerelatively hearyweight,
but they allow any kerneloperatiornto beaborted.

Inferno [9] usesa type-safdanguagecalledLimbo to
enforcememoryprotection. The Inferno kernel provides
anenvironmentfor runningapplicationsunderthe Dis vir-
tual machine.It manageprocessegnemoryandnames-
pacesandprovidesdatastreamingandnetwork protocols.
Inferno controls an applications accessto resourcedy
controlling the namespac¢hat is visible to that applica-
tion. Infernodoesnot controlresourcesuchasmemory

5. Conclusions

Theuseof theredline for protectionresourcecontrol,
and safeterminationhasan impact on how systemser
vicesare structured. For instance a systemservicesuch
asget ti meof day doesnot requireresourcecontrol or
protectionfrom termination.Theonly reasorto placethis
servicebelow theredline would be protection:thesystem
time is read-onlyto userprocessesThis exampleshovs
thatserviceghatdo notrequireall functionsof theredline
may be implementedwith fewer red-line crossingswhen
language-basagrotectionis used.

In somecircumstancesthe red line must be crossed
from kernelto usermodein an upcall [7]. Upcalls are
frequentin Java; for example,they arerequiredto imple-

mentJava’s usercontrolledloadingof classesIn suchin-
stancesthe kernelmustassumethat the upcall may not
return. Thereforethe kernelmustcleanup its statebefore
anupcall. For example,it mustreleasery locksit holds.

Theredline, whosecosthasbeenlamentedby OSre-
searcher traditionaloperatingsystemssenesmultiple
functionsbeyondits primary protectionfunction. We con-
tendthatretainingthe notion of aredline is a very useful
andeffective structuringtool for language-baseslystems
suchasJava, in which the protectionmechanisnhasbeen
implementedy typesafety
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