
Side Channels

A side channel is visible information about how your program runs that
is not part of its normal input and output

timing power emissions

clock to

remenance
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String Comparison

int check_password(char *provided, int p_len,
                   char *expected, int e_len) {
  if (p_len != e_len)
    return 0;

  for (int i = 0; i < p_len; i++)
    if (provided[i] != expected[i])
       return 0;

  return 1;
}

"" 1ns
"a" 1ns
...
"aaaaa" 1ns
"aaaaaa" 2ns
"baaaaa" 2ns
...
"saaaaa" 3ns
...
"secaaa" 5ns
...
"secret" success!
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Timing-Safe String Comparison

int check_password(char *provided, int p_len,
                   char *expected, int e_len) {
  int ok = (p_len == e_len);

  for (int i = 0; i < p_len; i++)
    ok = ok & (i < e_len) & (provided[i] == expected[i % e_len]);

  return ok;
}

Time to check depends only on provided string length
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Timing-Safe String Comparison

int check_password(char *provided, int p_len,
                   char *expected, int e_len) {
  int ok = (p_len == e_len);

  for (int i = 0; i < p_len; i++)
    ok = ok & (i < e_len) & (provided[i] == expected[i % e_len]);

  return ok;
}

Time to check depends only on provided string length

... unless the C compiler notices a shortcut
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Cauligi et al., SecDev 2017
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Another Idea: Don’t Compare Password Strings

As you know, a server should not store and compare password strings

Comparing hashes is not so dangerous:

• Hash of input depends only on the input length

• Getting a prefx of a hash right doesn’t help fnd the whole hash
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Modular Exponentiation for RSA Decryption

Dec(x) = xprivate_key mod N

result = x;
for (int i = KEY_BITS-1; i >= 0; i--) {
   result = (result * result) % N;
   if (is_bit_set(private_key, i))
     result = (x * result) % N;
}

+ Iteration count is independent of private key

- More work every time a key bit is set

⇒ timing indicates number of bits set

- The extra work is refected not only by time, but power!

⇒ power indicates which bits are set
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Genkin et al., CHES 2014

Same idea works with electromagnetic feld measurements!
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Genkin et al., CRYPTO 2014

... or even with sound!

��



Acoustic Side Channel Attack

"superSecret"

Harrison et al. (EuroS&PW’23): practical with 25 samples from each of 36 keys
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Differential Fault Analysis

Differential fault analysis pokes at hardware to see what happens:

• apply too-high or too-low voltage

• short pins

• expose to radiation

... well outside anything you have to worry about in software
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Remenance

void decrypt(....) {
  key private_key;

  load_private_key(&private_key);

   rsa_decrypt(&private_key, ....);
}

void work(....) {
   char buffer[16];
  ....
}

int main() {
   decrypt(....);
   work(....);
}
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Remenance

void decrypt(....) {
  key private_key;

  load_private_key(&private_key);

   rsa_decrypt(&private_key, ....);
}

void work(....) {
   char buffer[16];
  ....
}

int main() {
   decrypt(....);
   work(....);
}

stack “bottom”

%rsp 

stack “top”
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Remenance

void decrypt(....) {
  key private_key;

  load_private_key(&private_key);

   rsa_decrypt(&private_key, ....);
}

void work(....) {
   char buffer[16];
  ....
}

int main() {
   decrypt(....);
   work(....);
}

stack “bottom”

old %rsp 

%rsp 

....
Secret
super

private_key

stack “top”
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Remenance

void decrypt(....) {
  key private_key;

  load_private_key(&private_key);

   rsa_decrypt(&private_key, ....);
}

void work(....) {
   char buffer[16];
  ....
}

int main() {
   decrypt(....);
   work(....);
}

stack “bottom”

%rsp 
Secret
super
stack “top”
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Remenance

void decrypt(....) {
  key private_key;

  load_private_key(&private_key);

   rsa_decrypt(&private_key, ....);
}

void work(....) {
   char buffer[16];
  ....
}

int main() {
   decrypt(....);
   work(....);
}

stack “bottom”

old %rsp 

%rsp 

....
Secret
super

buffer

stack “top”
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Remenance

Stack-allocated values are not erased on return

Heap-allocated values are not erased by free

C compiler is likely to eliminate an unnecessary(!) memset

#include <string.h>

extern void go(char *);

int work() {
  char buffer[10];
  go(buffer);
  memset(buffer, 0, 10);
  return 0;
}

_work:
00000000  subq $0x18, %rsp
00000004  leaq 0xe(%rsp), %rdi
00000009  callq _go
0000000e  xorl %eax, %eax
00000010  addq $0x18, %rsp
00000014  retq
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Remenance

Stack-allocated values are not erased on return

Heap-allocated values are not erased by free

C compiler is likely to eliminate an unnecessary(!) memset

Java’s SecretKey class versus Key:

• Key has no destructor

• SecretKey destructor zeroes out memory

Unlike malloc, the mmap system call delivers zeroed memory
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Summary

A side channel exposes program behavior outside of normal I/O
channels:

timing, power, EM, acoustics, remenance

A side channel attack tries to take advantage of side channels

Typical practice: use good languages and APIs, then hope for the best!
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