Network Layer

Data plane: what packets look like

Control plane: how packets are routed



IPv4 Packet Format

| 32 bits
. header .
version length type of service datagr’am |ength
identifier flagsifragmentation offset
. . upper-layer
time-to-live| 7 header checksum

source address

destination address

options

data




IPv4 Packet Format

| 32 bits
|‘ . header .
version length type of service datagr’am |ength
identifier flagsifragmentation offset
. . upper-layer
time-to-live| 7 header checksum

source address

destination address

options

data




In 32-bit words, so
5 means 20 bytes

IPv4 Packet Format

| 32 bits
' head .
version l::g;r type of service datagram Iength
identifier flagsifragmentation offset
) ) y
time-to-livel o " | header checksum

protocol

source address

destination address

options

data




IPv4 Packet Format

Can be used to prioritize | | 32 bits
head ]
some traffic version % " type of service]  datagram length
identifier flagsifragmentation offset
. . upper-layer
time-to-live| 7 header checksum

source address

destination address

options

data




IPv4 Packet Format

| 32 bits |
X header . |
version| |t type of service datagr’am |ength
identifier flagsifragmentation offset
) : 0
time-to-live| 7" | header checksum

protocol

source address

destination address

options

data

Total size



Allows splitting a packet,
in case it’s too large for
some link layer

IPv4 Packet Format

| 32 bits
. header .
version length type of service datagr’am |ength
identifier flags(fragmentation offset
. . |
time-to-live] - " | header checksum

protocol

source address

destination address

options

data




Remaining allowed hops

IPv4 Packet Format

| 32 bits
. header .
version length type of service datagr’am |ength
identifier flagsfragmentation offset
. . |
time-to-live] - ¥ | header checksum

protocol

source address

destination address

options

data




TCP,. UDP, etc.

IPv4 Packet Format

| 32 bits
. header .
version length type of service datagr’am |ength
identifier flagsifragmentation offset
- Ie -l
Snctoslivel Y| header checksum

protocol

source address

destination address

options

data




IPv4 Packet Format

| 32 bits
. header .
version| |t type of service datagr’am |ength
identifier flagsifragmentation offset
) : 0
time-to-live| 7" | header checksum

protocol

source address

destination address

options

data

Like TCP, but only header
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IPv4 Packet Format

| 32 bits
. header .
version length type of service datagr’am |ength
identifier flagsfragmentation offset
. . |
time-to-live] - " | header checksum

protocol

source address

destination address

options

data

32-bit address
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IPv4 Packet Format

| 32 bits |
. header .
version length type of service datagr’am |ength
identifier flagsfragmentation offset
. . |
time-to-live] - " | header checksum

protocol

source address

destination address

options

$

data

32-bit address
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IPv4 Packet Format

| 32 bits
. header .
version length type of service datagr’am |ength
identifier flagsfragmentation offset
. . |
time-to-live] - " | header checksum

protocol

source address

destination address

options

data

Note: no port numbers
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IPv4 Packet Format

| 32 bits |
[ head .
version l;agtﬁr type of service datagram |ength
identifier flagsfragmentation offset
time-to-live] ‘""" | header checksum

protocol

source address

destination address

options

Optional options field

data

] (complicates processing)
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Dealing with IPv4's Limited Address Space

There are enough |IPv4 addresses that each U.S. home, say, can have one

There are not enough for each device in each U.S. home

Solutions:
* use a larger address space: IPv6

* make many IPv4 hosts look like one: NAT

16



Network Address Translation (NAT)

Network Address Translation (NAT) works around address-size limitations

IPv4 level: endpoint is a 32-bit address

TCP/UDRP level: endpoint is a (32-bit address, |6-bit port number)

17



Network Address Translation (NAT)

Network Address Translation (NAT) works around address-size limitations

IPv4 level: endpoint is a 32-bit address

TCP/UDP level: endpoint is a (32-bit address, |6-bit port number)

Not enough of these
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Network Address Translation (NAT)

Network Address Translation (NAT) works around address-size limitations

IPv4 level: endpoint is a 32-bit address

TCP/UDP level: endpoint is a (32-bit address, |6-bit port number)

A NAT router translates TCP and UDP packets to convert
{addrinside> POTtinside
to
(addr yytside» POTtoutside

where addr g is NAT router’s own address

20



Network Address Translation (NAT)

1

10.0.1.5

E;;;;al93.2.3.4

10.0.1.6 10.0.0.1

10.0.0.0/8

src: 10.0.1.7 7743
dest: 141.193.213.10 80

10.0.1.7

21



Network Address Translation (NAT)

=

10.0.1.5

0.0.0/8

622223193.2.3.4

10.0.1.6 ' 10.0.0.1

src: 10.0.1.7 7743

_)

dest: 141.193.213.10 80
10.0.1.7



Network Address Translation (NAT)

=

10.0.1.5

b

10.0.1.6

=

10.0.1.7

.0.0.0/8

10.0.0.1

E;;;;al93.2.3.4

src: 10.0.1.7 7743
dest: 141.193.213.10

80

_)

src: 193.2.3.4 13477
dest: 141.193.213.10

80

43



Network Address Translation (NAT)

=

10.0.1.5

h[l

10.0.1.6

=

10.0.1.7

translation table

inside

outside

10.0.1.7 77743

13477

> 193.2.3.4

.0.0.0/8

10.0.0.1

src: 10.0.1.7 7743
dest: 141.193.213.10

src: 193.2.3.4

80 dest: 141.193.213.10 80

13477
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Network Address Translation (NAT)

=

10.0.1.5

h[l

.0.0.0/8

10.0.1.6

=

10.0.1.7

translation table

inside

outside

10.0.1.7 77743

13477

<

dest: 193.2.3.4

src: 141.193.213.10 80

13477

> 193.2.3.4

10.0.0.1

src: 10.0.1.7 7743
dest: 141.193.213.10

src: 193.2.3.4

80 dest: 141.193.213.10 80

13477
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Network Address Translation (NAT)

translation table

inside outside
; 10.0.1.7 7743 | 13477

10.0.1.5

src: 141.193.213.10 80 src: 141.193.213.10 80
_ (__dest:10.0.1.7 7743 (_dest:193.2.3.4 13477

e)
o @193.2.3.4
o

10.0.1.6 . 10.0.0.1
src: 10.0.1.7 7743 src: 193.2.3.4 13477
dest: 141.193.213.10 80_) dest: 141.193.213.10 80_)

=

10.0.1.7



Network Address Translation (NAT)

translation table

inside outside
10.0.1.7 7743 | 13477

10.0.1.5

src: 141.193.213.10 80

dest: 193.2.3.4 13477

> 193.2.3.4

%l
0.0.0/8

10.0.1.6 . 10.0.0.1
src: 10.0.1.7 7743 src: 193.2.3.4 13477
dest: 141.193.213.10 80_) dest: 141.193.213.10 80_)
src: 141.193.213.10 80 55 : . : 2 - - -

dest: 10.0.1.7 7743

10.0.1.7



Network Address Translation (NAT)

=

10.0.1.5

src: 10.0.1.6 3214
dest: 141.193.213.10 80

10.0.1.6

=

10.0.1.7

10.0.0.0/8

translation table

inside

outside

10.0.1.7

7743

13477

> 193.2.3.4

10.0.0.1

68



Network Address Translation (NAT)

=

10.0.1.5

h[l

.0.0.0/8

10.0.1.6

=

10.0.1.7

translation table

inside

outside

10.0.1.7

7743

13477

> 193.2.3.4

10.0.0.1

src: 10.0.1.6 3214
dest: 141.193.213.10

80

79



Network Address Translation (NAT)

=

10.0.1.5

h[l

10.0.1.6

=

10.0.1.7

translation table

inside

outside

10.0.1.7 77743

13477

> 193.2.3.4

.0.0.0/8

10.0.0.1

src: 10.0.1.6 3214
dest: 141.193.213.10

src: 193.2.3.4

80 dest: 141.193.213.10 80

4123
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Network Address Translation (NAT)

=

10.0.1.5

h[l

.0.0.0/8

10.0.1.6

=

10.0.1.7

translation table

inside

outside

10.0.1.7

7743

13477

10.0.1.606

3214

4123

193.2.3.4

10.0.0.1

src: 10.0.1.6 3214
dest: 141.193.213.10

src: 193.2.3.4
80 dest: 141.193.213.10 80

4123
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Network Address Translation (NAT)

=

10.0.1.5

h[l

10.0.1.6

=

10.0.1.7

translation table

inside outside
10.0.1.7 7743 | 13477
10.0.1.0 3214 | 4123
src: 141.193.213.10 80

Q (_dest:193.2.3.4 4123

o

o 193.2.3.4

o

. 10.0.0.1

src: 10.0.1.6 3214 src: 193.2.3.4 4123

dest: 141.193.213.10 80_) dest: 141.193.213.10 80_)
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Network Address Translation (NAT)

translation table

inside outside
; 10.0.1.7 7743 | 13477

10.0.125 10.0.1.0 3214|4123

src: 141.193.213.10 80 src: 141.193.213.10 80
. (__dest:10.0.1.6 3214 (_dest:193.2.3.4 4123

e)
o @193.2.3.4
o

10.0.1.6 . 10.0.0.1
src: 10.0.1.6 3214 src: 193.2.3.4 4123
dest: 141.193.213.10 80_) dest: 141.193.213.10 80_)

=

10.0.1.7
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Network Address Translation (NAT)

=

10.0.1.5

src: 141.193.213.10 80
dest: 10.0.1.6 3214

10.0.1.6

=

10.0.1.7

translation table

inside outside
10.0.1.7 7743 | 13477
10.0.1.0 3214 | 4123

src: 141.193.213.10 80

— (_dest:193.2.3.4 4123

~

o

o 193.2.3.4

o

. 10.0.0.1

src: 10.0.1.6 3214 src: 193.2.3.4 4123

dest: 141.193.213.10 80_) dest: 141.193.213.10 80_)
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Network Address Translation (NAT)

SSH server at ‘

port 22 E—

10.0.1.6

10.0.1.7

10.0.0.0/8

translation table

inside outside
10.0.1.7 7743 | 13477
10.0.1.0 3214 | 4123

> 193.2.3.4

10.0.0.1
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Network Address Translation (NAT)

SSH server at ‘

port 22 E—

10.0.1.6

10.0.1.7

10.0.0.0/8

translation table

inside outside
10.0.1.7 7743 | 13477
10.0.1.0 3214 | 4123

> 193.2.3.4

(_

src: 141.193.213.10 6363
dest: 193.2.3.4 22

10.0.0.1

116



Network Address Translation (NAT)

SSH server at
port 22

N
[T eeed

10.0.1.5
10.0.1.6

10.0.1.7

——

10.0.0.0/8

translation table

inside outside
10.0.1.7 7743 | 13477
10.0.1.6 3214|4123

> 193.2.3.4

(_

src: 141.193.213.10 6363
dest: 193.2.3.4 22

10.0.0.1

not in translation table,
so server is unreachable

117



Network Address Translation (NAT)

SSH server at
port 22 — -

10.0.1.6

10.0.1.7

10.0.0.0/8

configured manually

> 193.2.3.4

10.0.0.1

translation table

inside outside
10.0.1.5 22 22
10.0.1.7 7743 | 13477
10.0.1.0 3214 | 4123

(_dest:193.2.3.4

src: 141.193.213.10

22

6363

118



Network Address Translation (NAT)

SSH server at ‘

port 22 E—

10.0.1.6

10.0.1.7

translation table

src: 141.193.213.10
dest: 10.0.1.5 22

inside outside
10.0.1.5 22 22
10.0.1.7 7743 | 13477
10.0.1.0 3214 | 4123
6363

(_

dest: 193.2.3.4

10.0.0 O?@

E;><;3193-2.

3.4

src: 141.193.213.10

22

6363

10.0.0.1

129



Network Address Translation (NAT)

translation table

SSH server gt | 141.193.213.10 6363 inside outside
port 22 def{i’lglj 22 10.0.1.5 22 22
10.0.145 10.0.1.7 7743 | 13477
10.0.1.6 3214|4123

src: 141.193.213.10 6363

dest: 193.2.3.4 22

> 193.2.3.4

|

10.0.1.7

10.0.0.1

10.0.0.0/8

140



Demo

this machine

0]
>~
(@)
5 5 ; .
10.0.0.43 = . — ] remote server
.0.0. K - |

— (]

— —

nearby machine 165.124.184.132

$

10.0.0.136
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Demo

this machine

(00]
~
Docker | s =
, : -
instance T RWE < == —— remote server
.U.U. o — ]
$ .
(@) R
172.17.0.2 = -~

nearby machine 165.124.184.132

$

10.0.0.136

142



NAT Issues

A NAT router translates TCP and UDP packets to convert
{addripsides POTtinside)
to
{addrousides PO toutside)

where addr e is NAT router’s own address

143



NAT Issues

A NAT router translates TCP and UDP packets to convert

(addripside, POT tinside)

to Does not work for well-known ports

(addryysides DPOTloutside”

where addr e is NAT router’s own address

144



NAT Issues

A NAT router translates TCP and UDP packets to convert

(addripside, POT tinside)

to Assumes communication starts from inside

(addryysides DPOTloutside”

where addr e is NAT router’s own address

Mixes transport and network layers

146



IPvé6

| 28-bit addresses instead of 32-bit addresses

172.217.164.4

VS.

2607:£8b0:4025:0815:0000:0000:0000:2004
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IPvé6

| 28-bit addresses instead of 32-bit addresses

172.217.164.4

VS.

2607:£8b0:4025:0815:0000:0000:0000:2004

Eight 16-bit numbers in hexadecimal

148



IPvé6

| 28-bit addresses instead of 32-bit addresses

172.217.164.4

VS.

2007 :£8b0:4025:815::2004

149



IPvé6

| 28-bit addresses instead of 32-bit addresses

172.217.164.4

VS.

2007 :£8b0:4025:815::2004

Up to one contiguous sequence of
: -separated 0000s can be omitted

150



IPvé6

| 28-bit addresses instead of 32-bit addresses

172.217.164.4

VS.

2007 :£8b0:4025:815::2004

Leading Os can be dropped

151



IPvé6

| 28-bit addresses instead of 32-bit addresses

172.217.164.4

VS.

2007 :£8b0:4025:815::2004

Loopbackis : : 1 (instead of 127.0.0.1)

152



Looking up an |Pv6 Address

$ dig www.google.com A

WWW.google.com. 216 IN

S dig www.google.com AAAA

WWW.google.com. 250 IN

AAAA

172.217.164.4

2607:£8b0:4025:803::2004
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IPv6 Packet Format

32 bits

version

traffic class

flow label

payload length

next hdr |hop limit

source address

(128 bits)

destination address

(128 bits)

data
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IPv6 Packet Format

| 32 bits

version traffic class flow label

payload length | next hdr hop limit

source address
(128 bits)

destination address
(128 bits)

data

156



Same as “type of service”

IPv6 Packet Format

32 bits

VErsion

traffic class

flow label

payload length

next hdr |hop limit

source address

(128 bits)

destination address

(128 bits)

data

157



IPv6 Packet Format

32 bits

version

traffic class

flow label

payload length

next hdr |hop limit

source address

(128 bits)

destination address

(128 bits)

data

like traffic class,
use is up to routers

. To identify related packets;

158



Length in bytes
after header

IPv6 Packet Format

32 bits

version

traffic class

flow label

payload length

next hdr |hop limit

source address

(128 bits)

destination address

(128 bits)

data

159



IPv6 Packet Format

32 bits

version

traffic class

flow label

payload length

next hdr

| PR—

IIU'J |||u:

source address

(128 bits)

destination address
(128 bits)

data

TCP, UDP, etc.

160



IPv6 Packet Format

32 bits

version

traffic class

flow label

payload length

next hdr |hop limit

source address

(128 bits)

destination address

(128 bits)

data

Remaining allowed hops

161l



Switching to IPvé

Why don’t we all switch to |Pvé!?

Everything has to change:

router hardware

router software

name-resolver protocols

* operating-system drivers and services

configuration tools

* applications with thin abstractions
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Tunnelling

What if you have hosts that are happy to talk IPvé,
but all routes involve |Pv4?

SIC: 2604:c340::122 ;
dest: 2607:£8b0:803::2004

=t

2604:c340::122 125.2.32.5 IPv4

|Pv4

e

29.55.0.2 2607:£8b0:803::2004

164



Tunnelling

What if you have hosts that are happy to talk IPvé,
but all routes involve |Pv4?

This node can cooperate with...

SIC: 2604:c340::122 ;
dest: 2607:£8b0:803::2004

=t

2604:c340::122 125.2.32.5 IPv4

|Pv4

e

29.55.0.2 2607:£8b0:803::2004
... this node to implement a tunnel

165



What if you have hosts that are happy to talk IPvé,

Tunnelling

but all routes involve |Pv4?

This node can cooperate with...

—

2604:c340::122

——

Src: 2604:c340::122

_)

dest: 2607:£8b0:803::2004

|Pv4

|Pv4

—

29.55.0.2

... this node to implement a tunnel

|Pvé @

2607:£8b0:803::2004

176



-

What if you have hosts that are happy to talk IPvé,

Tunnelling

but all routes involve |Pv4?

This node can cooperate with...

|Pv6 @\

2604 :c340:

Src: 125.2.32.5
dest: 29.55.0.2

SI'C: 2604:c340::122
dest: 2607:£8b0:803::2004

>

|Pv4

|Pv4

—

29.55.0.2

... this node to implement a tunnel

|Pvé @

2607:£8b0:803::2004

187



Tunnelling

What if you have hosts that are happy to talk IPvé,
but all routes involve |Pv4?

This node can cooperate with...

e

2604:c340::122 125.2.32.5 IPv4

-

SrC: 125.2.32.5 | SFC: 2604:c340::122 }
dest: 29.55.0.2 | dest: 2607: £8b0:803::2004

~ =< IPv6 @

29.55.0.2 2607:£8b0:803::2004

... this node to implement a tunnel
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Tunnelling

What if you have hosts that are happy to talk IPvé,
but all routes involve |Pv4?

This node can cooperate with...

e

2604:c340::122 125.2.32.5

|PV4 SIC: 2604:c340::122 Ly

dest: 2607: £8b0:803::2004

> |Pvé @

29.55.0.2 2607:£8b0:803::2004

... this node to implement a tunnel

209



Tunnelling

What if you have hosts that are happy to talk IPvé,
but all routes involve |Pv4?

This node can cooperate with...

e

2604:c340::122 125.2.32.5 IPv4

IPV4 SIC: 2604:¢340::122 Ly

dest: 2607:£8b0:803::2004

=s, el

29.55.0.2 2607:£8b0:803::2004

... this node to implement a tunnel

220



Summary

The network layer data plane is IPv4 or IPv6 packets

IPv4 uses 32-bit addresses

IPv6 is 128-bit addresses ...and a simpler packet header
Network Address Translation (NAT) delays need for IPvé

Tunneling IPv6 through IPv4 helps the transition
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