Cryptography Toolbox

block cipher  »fEne fixed-size

ciphertext

stream cipher any length
H(x) =H(y)
hash function et = = = =
x=y
Diffie-Hellman ] shared secret

RSA > A= authentication



Cryptography Toolbox

block cipher g fixed-size

ciphertext

stream cipher any length
H(x) = H(y)
hash function =
X=y
Diffie-Hellman =] shared secret
RSA >~ A= authentication

Cryptographic algorithms need to mix these ingredients correctly



block cipher

stream cipher

hash function

Diffie-Hellman

RSA

Cryptographic algorithms need to mix these ingredients correctly

Cryptography Toolbox

00 1

—ES&

fixed-size

any length

H(x) = H(y)

=

X=Yy

shared secret

4
|

authentication

... including for
authentication



Sending a Password

\ 4

Alice Bob

I'm Alic
e. M dssword ijs "

(W

Obviously bad to send a password as plaintext



Sending a Password

Alice

- =

—
En

-

Ej - - - Q/ﬁ’ C(Q/ﬁ, <"AliCe" " "
w
Ww/bmz-=

=
+

Use Diffie-Hellman to get a shared secret key?



Sending a Password

Alice Mallory Bob

|
=

EHC(Q/%, <"Alice", "

|
@

"Alice ", 1] W">)

w ">)

Ene(@, ¢

(@, ", Blice!)

Enc(d=, "Hi, alice!™)



Sending a Password

"

Mallory Bob

4

Alice

Hasn’t confirmed that
she’s talking to Bob

= ”}
_____Eag;zf;12aggxz;:Ey1a‘_",u(————*""”’Eil’—”dﬂﬂﬂﬂffﬂﬂ
M

"Alice", mpymy

W

alice!™

Enc(@," Hi,

Don’t send a password without authenticating first!



Authentication

Authentication requires some prior arrangement

Some options:

* previously shared secret =
P

S—4

e previously acquired RSA ", and L

For now, assume a previously shared <=

11



Some Bad Authentication ldeas

\ 4

Alice Bob

Ol

T, R Can OU read Enc(;/ﬁ R)'?
' O~~~

\ 4




Some Bad Authentication ldeas

\ 4

Alice Bob

Ol

T, R Can OU read EHC(Q/% R)'?
' O~~~

R N g
( / R = Dec(“=, Enc(“"==, R))
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Some Bad Authentication ldeas

Alice Bob

14



Some Bad Authentication ldeas

\ 4

Alice Bob

= R —Are you Bopo Sign R as broos
R (===

R = Dec(“=, Enc(®=, R))
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Some Bad Authentication ldeas

o

Alice Mallory Bob

4

©7, R A2 you Bobs 514y as proof
O
Are yoy Bob? g;
W
roof
R ~ ==

W

Enc(€”

Whether this is immediately bad depends on whether the rest of the
conversation encrypts with ==
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Some Bad Authentication ldeas

o

Alice Mallory Bob

4

= R —Are you Bop» Sign R as broos
o)
Are you Bob? <=
° Sign R as
roof
\W o

W

Enc(€”

More generally, the problem here is that Bob has blindly signed
a value handed to him



Some Bad Authentication ldeas

-
[ ]

® 5

Alice Bob

C_/_m’ EHC C_/ﬁ’, <"Alice", n W">
Enc(@=, "Hi, Alice!" &=
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Some Bad Authentication ldeas

o0

~
° @

4

A 4

| |
Alice Eve Bob
N EHC (_/77"#“, <"Alice", " W">
() —— 4

. BN
Enc(@=~, "H1, alice: -

Replay attack: Eve can record Enc(" ~,("Alice", "pw")) and play it back later
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Some Bad Authentication ldeas

o0

~
[ 4

4

| |
Alice Eve Bob
= Enc(@=

s re uest

w Q=

Anyway, no need for a separate password if you have © ==, but beware of
the same problem with other predictable messages
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Authentication

\ 4

Alice Bob

AEW*
N R, =

<R,EHC Q/ﬁ’R
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Authentication

-
[ ]

[}
—

\ 4

Alice Bob

AEW*
R, &=~

? W
R = Dec(“=, Enc(®=, R))
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Authentication

\ 4

Alice

:/ﬁ'\“ew}

) <R’Enc Qﬁ,R )
R = Dec(“==, Enc(“*~,R)) Ene(@—, Rere uesr)

R
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Authentication

-
(]

(]
J

\ 4

Alice Bob

Olll=~~==

db W
R,"ﬁ

9 (R, Enc . R)) o
R = Dec(“, Enc(“==, R)) Enc(@=

W}

As long as Bob picks a unique random R each time, this will work ok

... but there is still some room for improvement
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Authentication

Alice Bob

O~~~

o \MGW
R, &=~

A 4

2 (R, Enc(Z.R))
R = Dec(“=, Enc(®=, R)) Enc(@==

W

Gives attackers lots of examples for =~

As long as Bob picks a unique random R each time this will work ok

... but there is still some room for improvement
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Authentication

Alice Bob

O~~~

o \MGW
R, &=~

: (R, Enc(Z,R)) -
R = Dec(“=, Enc(®=, R)) Enc(@==

W

If -~ is compromised, all history is readable

As long as Bob picks a unique random R each time this will work ok

... but there is still some room for improvement
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Distributing Public Keys

Suppose that Alice acquires Bob’s public key >

s it really Bob’s key?

O

Alice Mallory Bob
W

(’/ M

\ 4




Distributing Public Keys

? Y
<

Alice

Bob

31



Distributing Public Keys

o\

Bob

32



Distributing Public Keys

L

Key Corp

Bob

Alice

o\

Bob

33



Distributing Public Keys

Key Corp certificate

Bob
R

B

uw

o\

Bob
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Distributing Public Keys

certificate authority

Key Corp certificate

e

Bob

Alice
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Distributing Public Keys

Key Corp

Bob

Alice Bob

36



Alice

© e
(—
uw

Distributing Public Keys

Key Corp

Bob

Bob

Enc( O'"i" ("B, @)
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Distributing Public Keys

L

Key Corp
Bob
D E— — —
w
Alice Bob

Enc( O';' ("B, @)
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Meta Corp

Distributing Public Keys

Key Corp

Bob

=, e
(—
uw

Alice

Enc(c @==  ("B",
w

Bob

@)
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Distributing Public Keys

Meta Corp

Key Corp

g

Bob
’lw

B

Alice

cll==

Bob

Enc( O'"i" ("B, @)
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Meta Corp

Distributing Public Keys

Key Corp
Wil
|

Key Corp

Bob
’lw

B

Bob

Enc( O'"i" ("B, @)
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Distributing Public Keys

Key Corp
==
|

w
Meta Corp Key Corp

Bob

=, e
(—
uw

Alice Bob

n

d5

1 Enc( O'"i" ("B", S @)
Enc( O"'i" ,{"Key Corp", d/?’ ?)
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Distributing Public Keys

Key Corp
==
|

w
Meta Corp Key Corp

Bob

=, e
—
uw

Alice Bob

ol

N

1 Enc(' @= ("B", @)
Enc( O—i- ,("Key Corp", ky/? y) certificate chain



Distributing Public Keys

Key Corp
11 g
S w
Meta Corp Key Corp
Bob
Qs
B
w

Alice’s operating
system includes

root certificates v’j Enc( O'; ,("B", 1@=))

Enc( @  ("Key Corp", o))  certificate chain
L i

Bob




Distributing Public Keys
-

Key Corp

=~
nw

ssssss ty dump-keychain
/System/Library/Keychains/SystemRootCertificates.keychain

— w
Meta Corp Key Corp

Bob

ll B [ ]
D — - i
w

Alice Bob

o\

Alice’s operating
system includes

root certificates Uj Enc( O';' ,("B", 1@=))

Enc( O-; ,("Key Corp", v? y) certificate chain
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Getting a Certificate

How does a service provider obtain a certificate?

» Some kinds of certificates: paperwork

" nﬁh

|

* Web sites: Let’s Encrypt

»

48



Getting a Certificate via Let’s Encrypt

cert for
WWwW . bob-bowl.com > P
—

wWww . bob-bowl .com letsencrypt.org
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Getting a Certificate via Let’s Encrypt

\‘ serve up 162435 _

\\_ #_

wWww . bob-bowl .com letsencrypt.org
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Getting a Certificate via Let’s Encrypt

‘ serve up 162435 p

| -
Q— \\_
wWww . bob-bowl .com letsencrypt.org

wWw.bob-bowl.com
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Getting a Certificate via Let’s Encrypt

http://www.bob-bowl.com/token

‘ serve up 162435 p

| -
Q--n #--n
wWww . bob-bowl .com letsencrypt.org

wWw.bob-bowl.com
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Getting a Certificate via Let’s Encrypt

162435
P serve up 162435 P
— —=
wWww . bob-bowl .com letsencrypt.org
ww .bob-bowl.com
WS
¢--n

53



Getting a Certificate via Let’s Encrypt

www . bob-bowl.com
A=
B
w
-_ —— -
\— ' ==
= —
wWww . bob-bowl .com letsencrypt.org
ww.bob-bowl.com
RN
§--n
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More Bad Authentication Ideas

\ 4

Alice

-

Bob

W’ ,<"

ey
(Ml

b

This is the replay-attack example, again
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More Bad Authentication Ideas

\ 4

Alice Bob
B % s R@<

"Alj_Ce n, "pW">)
A==

b

Still subject to a replay attack if Alice picks R
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More Bad Authentication Ideas

Still subject to a replay attack if Alice picks R
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\ 4

Alice Bob

I'm -
Alice lease ick R

=
B

More Bad Authentication Ideas

==
A
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More Bad Authentication Ideas

\ 4

Alice Bob

=

I'm '
> fAlice, pleage ick R e
b
” P
R

i)
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More Bad Authentication Ideas

Alice
A== I
a ’m All
1

wa% ,R)
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More Bad Authentication Ideas

-
[ ]

®
—

A 4

Alice Bob

D

a I’m INE
°B lice lease ick R -
b R
(“ @~
R

Wcmm ,R)
T

Oops — Alice just signed an arbitrary R
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\ 4

Alice Bob

: a
B

Dec(= @,
Enc({@=,("B",R))) = R

Authentication

-
[ ]

[ ]
=

I'm Aljice
leaSe 1
ck R =
-B"’R>) b R

Enc( M =
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\ 4

Alice Bob

: a
B

Dec(= @,
Enc({@=,("B",R))) = R

Authentication

-
[ ]

[ ]
=

I’ -
M Aljce lease ick R
= ('BLRD

Eﬂc( W . <‘|

T =he(C e ,R)
D

dlﬂv-;'R

A==
A
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Authentication

-
[ ]

[}
—

\ 4

Alice Bob
Q= I
. M Aljce
>~ W -
;, (", R)) - » R
Dec( <@, Enc( d N A "

Enc({@=,("B",R))) = R

ey
T @ Ry
%\\\\\\“‘\~\>

Alice is signing R from Bob, but trusts Bob enough
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Authentication

-
[ ]

[}
—

\ 4

Alice Bob
Q= I
. M Aljce
>~ W -
;, (", R)) - » R
Dec( <@, Enc( d N A "

Enc({@=,("B",R))) = R

ey
T @ Ry
%\\\\\\“‘\~\>

SSH often works something like this, but not web sites
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Authentication

\ 4

Alice Bob

Q= I'm a7
B M
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\ 4

Alice Bob

=

B

Dec(= @,
Enc({@=,("B",R))) = R

Authentication

-
[ ]

[ ]
=

I'm -
Alice lease ick R

Enc( @‘“‘TW
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Authentication

-
[ ]

9 °

Alice Bob

Q= I'm :
B M
wp" R>))
Dec( @ Enc( WM

Enc(- &= ,("B",R))) Rk///'E’;I’C/('/
- > \O"’ R@ " y
d pbw'™)
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Authentication

-
[ ]

®
—

A 4

Alice Bob

D I'm a7
B M
, ng" R))) d=~= ,R
Dec( 0‘;" , Eﬂc( ﬂ“\ 4,_ b

EHC( dﬂmﬁ , <"B",R>)) = R (///E/I—]E—(//
b U@ R,
’ pw ')

As long as Bob picks a unique random R each time, this will work ok

... but there is still some room for improvement
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Authentication

-
[ ]

®
—

A 4

Alice Bob

B M
; "'B" ,R>)) Qﬂﬂhﬁ ’R
Dec(5 Enc((@ 2=
Enc(- @==,("B",R))) = R% Rayn

RSA keys like P are large and slow

As long as Bob picks a unique random R each time this will work ok

... but there is still some room for improvement
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Authentication

-
[ ]

®
—

A 4

Alice Bob

D I'm a7
B M
; ng" R))) d=~= ,R
Dec( 0-:- , Eﬂc( d 4,_ b

Enc(- @==,("B",R))) = R% Rayn
Q=

Gives attackers lots of examples for B

As long as Bob picks a unique random R each time this will work ok

... but there is still some room for improvement

74



Authentication

-
° @

-
[ ]

®
—

g

Alice Bob

D I'm a7
B M
; ng" R))) d=~= ,R
Dec( O';;' , Eﬂc( n‘m\ b_ b

Enc(- @==,("B",R))) = R% Rayn

If <7 is compromised, all history is readable

As long as Bob picks a unique random R each time this will work ok

... but there is still some room for improvement
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Session Keys

\ 4

Alice Bob

WB' I’m Alj_Ce. A
L& _you Bops
QI[][Wv

b



\ 4

Alice

-

Dec(= @,
Enc({@=", ("B", &) = A==

Enc( M =
PR

Session Keys

Bob

I'm -
Alice, Are yoy Bop o
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\ 4

Alice Bob

-

Dec(= @,
Enc( > LB, ) = O

Session Keys

I'm -
Alice, Are yoy Bop o

Enc( M =

W
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Session Keys

-
[ ]

® :

Alice Bob

L B I'm Alice.

W
" ”“:?"ﬁ/ﬁ»)
g ,("B",
Dec(=@, (//’EES&/ /
@) = @ Enc(®
s W
W

> o
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Session Keys

g (2" ¥
Dec(=@=, Enc( /

o
Enc(_@==", ("B", @) Q== Enc(@Q)=
net @7 ) = (@ » requesy)
Enc(ﬁ’ anSWer)

Short-lived, one-time
session key can be
smaller and faster
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Session Keys

-
[ ]

®
—

A 4

Alice Bob

L B I'm Alice. Are
ou Bob?
V) >~ A~

L

& (BT —
Dec( 0-; , (//F;H/CL/ ?
Enc({@==", ("B", @) = A== Enc(@s=
nc . = ( ’ I"equest)
T

» IS ever compromised,

A== anSWer) . . .
Enc(Y" and if the conversation is logged,
conversation can be exposed

81



Session Keys with Perfect Forward Secrecy
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Session Keys with Perfect Forward Secrecy

-
[ ]

[}
—

\ 4

Alice Evenif 7 s
compromised in the future,

—] " gt I'm Alice ye ~_~ cannot be recovered
W
@) @S

EnC(CW’<"B
<« 5. . —-—’
=g

=
+ = === E Al
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Session Keys with Perfect Forward Secrecy

-
[ ]

[}
—

\ 4

Alice Evenif < b IS
perfect forward secrecy (PFS) compromised in the future,

@ O"; I'm Alice - _~~ cannot be recovered
W
@) @S

= Enc({@ . "F =
= _Am(///' o = +
8_._ E o - ]

VW}
W
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Summary

Authentication can mean logging in with a password, but it can also
mean making sure that you're logging into the right server

We need our whole cryptography toolbox to get it right
... and there are still many pitfalls

Certificates and certificate chains address the problem of
ahead-of-time sharing

Setting up session keys during authenticating is a best practice
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